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CTyneHyeckasi KoHpepeHUus
no npobremam KOMMNbOTEPHOMN BE30MNacHOCTU
«IT security conference for the new generation»
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O6GbeauHNTL CrneumnanucToB, MonoablX YYeHbIX, UccreaoBaTenen, usyyarlmx npobnemMbl KOMMbIOTEPHOW
GesonacHocTM Ansi obMeHa OMbITOM, Pa3BUTUA MHHOBALMIA M MOBLILWEHUS YPOBHs Ge3onacHocTu B cdepe
MHGOPMAaLMOHHEIX TexHonorun. Obecneuntb NOAOEPKKY MOMOAbIX YYEHbIX ANsi Pa3BUTUSI UCCreaoBaHWN B
obnactu UB.

HaTtbl npoBeaeHus:

3aouHbin Typ: 01 HoAG6ps 2008 r. — 15 mapTa 2009 .

Mopaua paboT gns yyacTtus B koHbepeHumn go 15 mapta 2009 roga

OueHka paboT nporpammMHbIM komuTeToM: Ao 03 anpens 2009 roga

OuHbIN Typ: 27-29 anpens 2009 r., r. Mocksa, oguc «Jlabopatopum Kacnepckoro»

OpraHusatopbl: 3A0 «JlabopaTopusa Kacnepckoro».

TeMbl KOHbepeHLUN:
e KowmnbloTepHas nNpecTynHoOCTb.
e  Kpuntorpadws. AKTyanbHOCTb B COBPEMEHHOM OOLLeCTBe.
e  KomnbloTepHble yrpo3bl. Yrpo3bl AN MOBUIbHBIX YCTPONCTB.
e Cnam. MeTogbl o6HapyxeHus cnama ¢ aHanu3oM CoaepXXMmoro n 6e3 Hero. PULLInHT.
e MeToabl 06Hapy>XeHVs 1 NpedoTBpaLLEeHNS KOMMbIOTEPHbIX Yrpo3.
e CpepgcrtBa aHanusa v TECTUPOBaHNSA COBPEMEHHbIX CPEACTB 3aLUUThI.

e O6paszoBaTenbHble MPOeKTbl (Mporpammbl M MeToauKM OBy4YeHusi)) B 06nacT KOMMbHOTEPHOM
©e30nacHOCTW.

. OKOHOMMYECKME MOOENN N aHANMUTUYECKNE acneKTbl MHGOPMaLMOHHON 6e3onacHocTuU.
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Student Conference on Computer Security
Issues
«IT security conference for the new generation»

The goal of this conference is to bring together students, young experts, scientists and researchers
examining computer security issues in order to share experience, develop new ideas and improve the level of
security in information technology. The conference is also meant to support young scientists and research in
information security.

Dates:

Pre-conference deadlines — Round 1: 1 November 2008 — 15 March 2009
Papers for conference attendance must be submitted by 15 March 2009.
Papers will be evaluated by the program committee by 03 April 2009.
Conference — Round 2: 27-29 April 2009, Moscow, Kaspersky Lab

Organizers: Kaspersky Lab

Conference Topics:
e Computer crime.
e Cryptography and its relevance today.
e Computer threats and threats targeting mobile devices.
e Spam: detecting spam with and without content analysis. Phishing.
e Methods used to detect and prevent computer threats.
e Analyzing and testing modern means of protection.
e Educational projects (training programs and methods) in computer security.

e Economic models and analytical aspects of IT security
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9. Edwmmoa CesetnaHa HukonaeBHa, pykoBoauTenb HanpaeneHus no pabote ¢ obpasoBaTenbHbIMM
yypexaeHusamm 3AO «JlabopaTopusa Kacnepckoro»

10. MepnBepeB Hukonan BuktopoBuY, kKaHauAaT TEXHUYECKNX HayK, AOLEHT, 3aBeayoLmi kadeapon
MHOpMaLMOHHON Ge3onacHocTU, MOCKOBCKMI rOCYLapPCTBEHHbLIA TEXHUYECKUA YHUBEPCUTET WM.
H.3. baymaHa

11. MenbHukoB Hukonaih BuKTOpPOBMY, [OKTOP TEXHWYECKMX HayK, MNpodeccop, 3aBeayoLuii
kadegpon MHOpMaUMOHHOM ©Be3onacHocTM, Poccuickuii  rocyaapCTBEHHbIN  coumanbHbIv
yHUBEepcuTet

12. MupoHoB AHapen MwuxawnnoBud, kaHaMAAaT (PU3nKo-maTeMaTUyYeCKMX Hayk, CTapLuMi Hay4HbIN
COTPYAHMK Kadeapbl MaTeMaTU4YeCKOW Teopuwn WHTENnekTyanbHbIX cucTeM U nabopartopum
npobnem TeopeTn4eckon KMBGEpPHETUKN MexaHuKo-maTemaTudeckoro dakynbteta, MY nm. M. B.
JlomoHocoBa

13. MuH3oB AHaTonui CTenaHoBMY, JOKTOP TEXHUYECKUX HayK, Nnpodeccop, 3aBeyoLmin kadeapon
«KomnnekcHass 6esonacHocTe 6Ou3Heca», WHctuTyT 6GesonacHoctM 6u3Heca MockoBcKoro
aHepreTnyeckoro uHctutyta (TY)

14. Hukvwun Anpgpen BwuktopoBuy, aupektop aHtucnam-nabopatopum 3A0  «Jlabopatopus
Kacnepckoro»

15. HoBukoB Ceprenn BanepbeBudy, mMeHeaxep no paboTe C BHEWHUMM CTPyKTypamu oTgena
aHTMBMpYCHbIX uccnegosannn 3A0 «Jlabopatopusa Kacnepckoro»

16. MeTpoB BAyecnaB AnekcaHOpoBUY, KAHAMAAT TEXHUYECKUX HAYK, AOLEHT, 3aMeCcTuUTeNb AeKaHa
dakynbTeTa MHpopmaumoHHo 6esonacHocTn, MOCKOBCKAN WHXEHEPHO-(U3NYECKUIA NHCTUTYT
(rocynapCTBEHHBIN YHUBEPCUTET)

17. Tpy6HukoBa EneHa BnagMmupoBHa, CTapLUMii MHXEHeP NO TECTUPOBAHUIO MPYNMbl TECTUPOBAHUS
n ynpasneHus kadyectBoM 3A0 «JlabopaTopusa Kacnepckoro»

18. XeHHec ®epepat (Hannes Federrath), npodeccop yHuBepcuteTta r. PereHcOypra u rnasa
uccnenosaTensCkon rpynnbl MO ynpasBneHuio MHopmaLuMoHHOM 6e30nacHOCTb0 AenapTaMeHTa
WH(OPMAaLMOHHBIX CUCTEM

19. CtuBeH ®épHenn (Steven Furnell), npodeccop LleHTpa uHdpopMaLmoHHON 6Ge3onacHocTM u
uccrnenoBaHns ceTel yHuBepcuteta r. lMnumyT (BenukoBGputaHusl) U NO COBMECTUTENbLCTBY
npodeccop yHmBepcuteTa um. 3aut KoyaH (ABctpanus)
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20. XaxaHoB Brnagummp MBaHOBMY, Npodpeccop, AOKTOP TEXHUYECKUX HayK, AekaH dakyrbTeTa
KOMMbIOTEPHOW ~ MHXEHEPUU U YNpaBreHUsi, XapbKOBCKWAM  HaUMOHamnbHbI  YHUBEpPCUTET
paavo3NeKTPOHMKM

21. WeByeHko CtaHucnas BopucoBuy, 3amectTutenb AUPEKTOpa AenapTaMeHTa UccrnegoBaHuin u
paspaboTkm 3AO «JlabopaTopus Kacnepckoro»

OpraHn3aunoHHbI KOMUTET

1. Topenosa AHactacusa MBaHOBHa, koopgnHaTop obpasoBaTtenbHbix Nnporpamm 3A0 «JlabopaTtopusi
Kacnepckoro».

2. EdwmmoBa CeetnaHa HukonaeBHa, pykoBoauTenb HanpaBneHns no pabote ¢ obpasoBaTenbHbIMU
yupexaeHuamm 3A0 «JlabopaTtopusi Kacnepckoroy.

3. Baukosa KpucTten, menemxep obpasoBaTtenbHbix nporpamm «JlabopaTtopumn Kacnepckoro» B
Espone.
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The Program Committee:

1. Anatoly Minzov, PhD in Technical Sciences, the Head of the Division of Complex security of
business, Moscow State Institute of business security.

2. Andrey Nikishin, Director of Kaspersky Lab’s Anti-Spam Lab.
Andrey Guzov, Senior Developer, Kaspersky Lab.

4. Andrey Mironov, Candidate of Physics and Mathematics under the Division of the mathematical
theory of intellectual systems and laboratory of Problems of theoretical cybernetics, Moscow State
University.

5. Dmitry Volkov, Editor, Open System Magazine.
6. Elena Trubnikova, Senior Testing Engineer, Kaspersky Lab.

7. Hannes Federrath, Professor at the University of Regensburg and Head of the Research Group
"Management of IT Security" at the Department of Information Systems, PhD.

8. Steven Furnell, Professor, the Center for Information Security & Network Research at the
University of Plymouth in the United Kingdom, and an Adjunct Professor with Edith Cowan
University in Australia.

9. Igor Ershov, Candidate of Physics and Mathematics under the Division of Information Systems and
Technologies at Novosibirsk State University of Architecture and Construction.

10. Dr. Hamid Jahankhani, Associate Dean, School of Computing, Information Technology and
Engineering, University of East London (UK).

11. Maxim Zagrebin, Senior Developer, Kaspersky Lab.
12. Nikolay Grebennikov, Vice-president Research & Development, Kaspersky Lab.

13. Nikolay Medvedev, Candidate of Technical Sciences, Associate Professor and Head of the
Division for Information Security at the Bauman Moscow State Technical University.

14. Nikolay Berezin, Candidate of Physics and Mathematics under the Division, Assistant Dean of the
Division of mathematics and cybernetics, Moscow State University.

15. Prof. Nikolay Melnikov, PhD in Technical Sciences, Head of the Division of Information Security at
the Russian State Social University.

16. Prof. Vladimir Khakhanov, PhD in Technical Sciences and Dead of the Computer Engineering and
Management Division at the Kharkov National University of Radio-electronics.

17. Sergey Novikov, Manager of corporate communication under Kaspersky Lab's Antivirus Research
Department.

18. Sergey Abramov, Test Engineering Group Manager, Kaspersky Lab.
19. Stanislav Shevchenko, Deputy Vice-president Research & Development, Kaspersky Lab.
20. Svetlana Efimova, Director of Collaboration with Educational Institutions, Kaspersky Lab.

21. Vyacheslav Petrov, Candidate of Technical Sciences, Associate Professor and Assistant Dean of
the Information Security Division at the Moscow Engineering and Physics Institute (a state
university).

The Organizational Committee:

1. Anastasiya Gorelova, Kaspersky Lab Educational Program Coordinator.
2. Svetlana Efimova, Director of Collaboration with Educational Institutions, Kaspersky Lab.

3. Christel Bazkowa, Educational manager Europe.
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Torm KoHdbepeHuUnmn

Nyywme paboTbl 3ao04HOro
nporpaMMHOro KomuTteTa

Typa KOHdepeHUUM Mo pesynbTaTaM OLEHKM

(040 | Hasmawe pabor | Howmawn | fopon |

CepreeBa
EneHa

MapamoHoBa
CaeTnaHa
JleoHnaoBHa

KHaseB ApTtem
Omutpresny,
CtypoB
Anekcen.

Yysuno Oner

BapuHoB
AHOpen

Mpuxoabko
Makcum
AnekcaHapoBu4

CemeHuxmHa
BapBapa
CepreeBHa

A3nssH HuHa
ALLOTOBHA,
Koconanosa
EneHa

HukonaeBHa

MeToq 3aliMTbl 3aKPbITOro Krkoya
npwu KpunTorpacuyeckom
ayTeHTUdMKaUMM B cucTemax
ANCTaHLIMOHHOTO 06y4eHus

TpaHcHauuoHarnbHble  VIHTEpHET-
MPecTynneHns: npobnembl
FOPUCOMKLNN " 0cobeHHOCTU
peLLUeHUn No 3aKOHOAATEMNbCTBY

Poccuu 1 Mepmanum

BesonacHocTb Ajax-NpunoxeHuim

PacnosHaBaHue OULLIMHIOBbIX BEO-
cTpaHny  6e3  Mcnonb3oBaHUsI
"yepHbIX" CNUCKOB

MeToabl obHapyxeHus "
npesoTBpalleHns  MHCaNOEPCKUX
KOMMbIOTEPHbIX YrPO3 B FOKanNbHbIX
BbIUYMCIUTENBHbIX CETSIX

KomnbloTepHbIn BUPYC Kak
WHCTPYMEHT aHanusa "
MoepHM3aumm COBPEMEHHbIX
CpefAcTB 3aWuThl

AKoHOMUYeckune Moaenu "
aHanuTuyeckue acnekTbl

NHOPMaLMOHHOM Be3onacHOCTH

YyebHass nporpamMmHasa cuctema

ans n3yyeHust MeToO0B
KpunTorpacduyeckom 3aLmThl
nHcopmaLmm
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Kpuntorpadus,
aKkTyanbHOCTb B
COBPEMEHHOM
obLecTBe

KomnbloTepHas
NPecTynHOCTb

KomMnbloTepHble
Yrpo3bl,  yrposbl
anag  MobunbHbIX
YCTPOUCTB

Cnawm, MeToabl
obHapyxeHus
cnama

aHanu3om
COOEPXKUMOIO U
6e3 Hero, PULLIMHT

MeTtoapl
OOHapyXeHuss mu
npeaoTBpaLleHnst
KOMMbHOTEPHbIX
yrpos

CpeactBa
aHanmsa "
TECTUPOBAHUS
COBPEMEHHbIX
CPEACTB 3aLUuThl

OKOHOMUYECKME
mMoaenu n
aHanuTu4eckme
acnekTbl
WHOPMaLIMOHHO
1 6e3onacHoCTU

O6pasoBaTenbHbl
e MPOEKTbI
(Mporpammbl "
METOANKU
oby4eHusl) B
obnactu
KOMMbIOTEPHOW
BesonacHocTH

Mocksa,
Poccus

dpanbypr,
epmaHus

Camapa,
Poccus

XapbkoB

YenabuHck,
Poccusa

Mocksa,
Poccusa

Mepmb,
Poccusa

EpeBaH,
ApmMmeHus
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INMy4ywnin goknag o4HOro Typa KoHdepeHLm

(om0, | Hasmawepsor | Howmaunn | Topon |

OKoHOMUYeckue
. Mopenu " .
MeTog oOLEHKM SKOHOMMUYECKOW HwxHun
aHanuTu4eckue
CmupHoB Muxann 3P PEKTUBHOCTU BHEApeHns o o Hosropog,
KpunTorpagu4ecknx cuctem - Poccus
WHOPMaLIMOHHON
BesonacHocTH
Yoney Kirsal Analysing the Kerberos timed Metogbl o6HapyxeHus London,
authentication  protocol using wu npepotepalleHnss  United
CSP-RANK funktions KOMMbIOTEPHBIX Yrpo3 Kingdom
Pon KoHcTaHTMH 3awwmTta nporpaMmmHbix MeTtogbl oOHapyxeHusi [lepmb,
CepreeBuy NMPOAYKTOB: MeToAbl obdyckaumm u npegoTBpauwleHns Poccus
n geobdyckauum NporpaMmMHOro  KOMMbIOTEPHBIX Yrpo3
Koaa. Heobdyckaumns
BPEAOHOCHOrO koaa,

HanucaHHoro Ha JavaScript
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Conference result

The best paper 1-th round

Method of protecting a closed key
Sergeeva E.N. with cryptographic authentication in
systems of remote training

Cryptography and its Moscow,
relevance today Russia

Transnational Cybercrimes:
Problems of Jurisdiction and

Paramonova S.L.  Peculiarities of Solutions According Computer crime AT
L ; Germany
to the Legislation of Russia and
Germany
Computer threats and
et AD., Safety of Ajax-appendices threats targeting mobile Samara,
Sturov A.S. ; Russia
devices
: L Spam: detecting spam
Chuvilo O.A. D_etectlon .Of ph'Sh.'”9 D EeES with and without content Khark_ov,
without using blacklist's : L Ukraine
analysis. Phishing
Methods of  detecting and Methods used to detect Chelyabin
Barinov A.E. preventing insider computer threats and prevent computer sk,
in local area networks (LAN) threats Russia
The computer virus as an Analyzing and testing MoSCOW
Prihodko M.A. instrument for analysing and modern means of Russia’

modifying modern security systems  protection

. . Economic models and
Economic models and analytical ; Perm,

Semenihina V.S. analytical aspects of IT

aspects of information safety security Russia
Educational software system for Educational projects
Azizyan N.A., research into methods of the (training programs and Erevan,
Kosolapova Y.N. cryptographic protection of methods) in computer Armenia
information security

The best speaker 2 round

ety P el Economic models and Nizhny

L . economic efficiency of ;
Mikhail Smirnov introducing cryptographic analy’qcal aspects of IT Novg_orod,
security Russia

systems

Yoney Kirsal Analysing the Kerberos timed Methods used to detect London,
authentication protocol using and prevent computer United
CSP-RANK funktions threats Kingdom

Konstantin Roy Protection of software products: Methods used to detect Perm,

methods of obfuscating and and prevent computer Russia
deobfuscating a program code. threats

Debfuscation of harmful code

written on JavaScript
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Cekuunsa
KomnbloTepHasa npecTynHOCTb

Computer crime

KnbepCKBOTTUHI
basenkoB [.E.

Camapckuii rocyaapCcTBeHHbIN a3pOKOCMUYECKUIA YHUBepcUTeT UM. akagemuka C.I.
KoponeBa

r. Camapa, Poccus

ank@ssau.ru

Cybersquatting
Bazenkov D.E.

The Samara state space university of academician S.P. Koroleva
Samara, Russia

ank@ssau.ru

[loMeH Henb3ss KynuTb B COBCTBEHHOCTb, Bbl MOXETE IWlb 3aperncTpupoBaTb OOMEHHOe WMS Ha
topuanyeckoe MM oM3nMyeckoe NULO Ha onpedeneHHbI nepuoa BpemeHn. Mo ncTeyeHnn aToro nepuoaa
perucTpaumio JOMEHHOro MMeHM HeobxoaMMo npoanATb. B crnyyae ecnv Bnagenew AOMeHa He onnatun
NpoAneHne JOMEHHOTO UMeHH B TedeHne 30-45 cyTok (ans pasHbiX 30H — pasHble NpaBuna), LOMEH CMOXeT
3aperycTpupoBaTb OGOV Kenatwwmii. Ycrnyry no peructpauum M MpoasieHu0 OOMEHHOTO UMEeHU
npefocTaBnsieT KOMMNaHUs perucTpaTop. 3aperucTpMpoBaHHble JOMEHbI MOXHO NepeaaBaTh B MOJSb30BaHWe
OPYrUM NULAM U KOMMAHWUSM — 3TO «BTOPUYHBINY» PbIHOK JOMEHOB.

LleHHOCTb JOMEHOB BTOPOro YPOBHS, Kak caMblX BOCTPEOOBaHHLIX, ONpeaensieTcsi TeM, U3 KakMx CroB OH
COCTOUWT, a Takke NPUHAANEXHOCTbIO K TOW MnM nHon 3oHe. Hanbonee BocTpeboBaHbl, cneaoBaTenbHoO, U
[0opory LOMEHbI BTOPOrO YPOBHSI B MeXAyHapoaHou 3oHe com. Ecnu crnoea, M3 KOTOpbIX COCTOUT UMSI [O-
MeHa, SBNSTCSA «KMHOYEBLIMUY», TO LLEHHOCTb TaKoro AOMeHa pes3ko Bo3pacTaeT. «KnoueBbiMn» HasblBaloT
CrnoBa, KoTopble Haubornee 4yacTo BBOAST NONb30BaTENN B CTPOKE MOWCKOBLIX CUCTEM: business, car, hotel,
food, sell, rent, photo, fly, electronics, poker, traffic u 7. g. LleHHOCTb MMEIOT ABYyX- U TPEXCMMBOJIbHbIE [0-
MEHbI. VX KONMMYecTBO OrpaHW4YeHO W, BO-NMEPBbIX, AOMEH, COCTOALMA U3 OBYX-TPEX CUMBOSIOB IIETKO
3aMOMHUTb, @ BO-BTOPbIX, HA3BaHWNS MHOMMX KPYMHbIX KOMMNaHWIA CKNaabiBaloTCA B ABYX- U TPEXCUMBOIIbHbIE
abbpesnatypbl.

Ilogen, perncTpupylowmnx JOMEHHbIE UMEHa C Lienbio nepenpoaxu, HasbiBalT «kubepckeoTTepamu» (0T
@HIMUINCKOro croBa «squat» — CaMOBOSbHbIN 3axBaT 3emnu). Thicauu nogen no BCEMy MUPY 3aHUMAOTCS
UNN NbITAIOTCH 3aHUMATbCH BU3HECOM, CBA3aHHbLIM C nepenpoaaxen AoMeHoB. KTo-To eaBa CBOAUT KOHLbI C
KOHUamu, HebornbLuas YacTb 3apabaTbiBaeT cebe Ha XU3Hb U NULLb eAnHNLbI 3apabaTbiBaloT Ha 3TOM COTHU
TbICSIY IONNAapoB.
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Y10 HyXHO, 4TOBbI 3apaboTaTb Ha AOMEHHbIX UMeHax? Bo-nepsbiX, 3aperncTpmposaTb LEHHOE AOMEHHOe
UMS, XenaTenbHO 4YTOObl 3TO ObINO KMHOYEBOE CrOBO B OAHOW M3 MOMYNSAPHbIX 30H. Bo-BTOpbIX, Hanmtu
KOMMaHWIO UNn YernoBeka, A1 KOTOPOoro 370 JOMEHHOe MMS 0COBEHHO LIEHHO, 1 OH FOTOB 3annaTuTb 3a Hero
CYMMYy, MpeBbILLAoLLYI0 CyMMYy perucTpaumu. OgHako Yalle Bce NPoMCXoOWT C TOYHOCTbI A0 HaobopoT —
3aMHTepecoBaHHble Nnnua camu obpallalTcst K BragenblamM ¢ NpeanoXxeHMeMm npoaaxu gomeHa. MNpocton
npumMep: gomeH vodka.com 6bin npogaH komnaHum «Pycckuid cTangapT» 3a 3 MunnuoHa gonnapos. JTo
NPUTOM, YTO perncTpaums AOMEHHOrO MMEHU B 30He com Ha rof ctout 13 gonnapos. KoHe4vHo xe, He Bce
Tak NpocTO, U BOMBLUMHCTBO «KIOYEBUKOBY B MOMYMAPHBLIX 30HAX yXe 3aHATbl, HO HaCHOCMOBHbIE NPUBLINK
1 a3apT, BO3HMKAIOLLMIA B NpOLIeCCe Nomcka, KOMNEHCHPYIOT BCE MUHYCbI 3TOro bmsHeca.

Bcero MoxHo BblgennTb YeThbipe Buaa KVlﬁepCKBOTTVIHI'aZ

o 6peHaoBbI KWOEPCKBOTTUHT;

o reorpadnyecknii KU6epCKBOTTUHT;
o OoTpacneBon KNGEepPCKBOTTUHT,;

° TannCKBOTTUHI.

- 3TO MOWCK W peructpauusi (nepexeaT) OOMEHHbIX UMEH MO HamucaHuio COBMajalowwyx C Has3BaHUSIMU
M3BECTHbIX TOBAapPHbIX 3HAKOB, (PMPMEHHbIX HAVMEHOBaHWI WM COBMAajatloWMX C WMEHaMW W3BECTHbIX
MepCoH.

CornacHo 3akoHofaTenbcTBy Poccuiickort ®efiepaumu, TOBapHbI 3HAK UMEET NpUopUTeT nepes AOMEHHbIM
MMeHeM, TO eCTb Bfafenew TOBapHOro 3Haka MOXET 3arnpeTUTb MCMONb30BaHe CBOEro 3Haka B JOMEHHOM
nMeHun. akTyYeckn aTo 03HaYaeT BO3MOXKHOCTL 0TOBpaTh AOMEH Y KubGepckeoTTepa.

OTobpaTb [JdOMeH, T.e. MpWU3HaTb pPerucTpaumio HedeWcTBUTENbHOW W MONy4YuTb MNpUopUTET  NpU
nocriegylowiei permctpaumM JOMeHa MOXHO TOSIbKO Ha OCHOBaHWM BbIHECEHHOTo cyaebHoro pelueHus.
Takas npouegypa paspelleHUsi JOMEHHbIX CMOPOB O3Ha4YaeT BO3HUKHOBEHWE 3HAYUTENbHbIX CYAEBHbIX
nsgepXeK, U No3TOMYy 3a4acTylo KOMMaHWM NpeanovnTaloT [OroBOpUTLCA C KMBEpPCKBOTTEpPaMM O BbIKyne
MHTepecyoLLEero nx JoMeHa.

- 9TO MOUCK W perucTpauusa (nepexsaT) OOMEHHbIX UMEH CBSA3aHHbIX, C KakohW NMBO MECTHOCTbIO WIu
reorpacpunyecknm ob6bekToM. [ouTn y Kaxaoro ropoga ectb canT. [ins KpynHbIX rOpo4oB CanToB MOXET ObiTb
Heckonbko, Ana MockBbl, HaNpMMep, ecTb CanTbl OTAErNbHbIX PanoHOB ropoda. TakMe AOMEHbl UHTEePECHbI
TYpUCTUHECKUM drpMaM (MO MOHATHOM MNPUYMHE), a TakkKe KOMMaHUsSM Ybe Has3BaHWe CcoBnagaeTr C
Ha3BaHveM reorpadumyeckoro obbekTa (4actoe aeneHue). ObnagaHve reorpadnyeckum OMEHOM NO3BONUT
NOCTOSAHHO NofnyYaTtb TemaTndeckuin Tpacuk. PackpyTuTb Tako AOMEH NPOLLE - fyylle 3anoMUHaeTcs.

- 9TO NOUCK N perncTpauma (nepeXBaT) OOMEHHbIX UMEH CBSI3aHHbIX, C Kakor Nimbo OTpacnbid 3KOHOMUKN UNn
Ha3BaHNAMU TOBApPOB U YCIyr. OTpaCHeBOVI KVI-6epCKBOTTVIHI' - Hambornee BbIrOAHbIN BUL, KVI6epCKBOTTVIHI'a.

CocTaBnstoLLMe KOMMEPYECKOTO ycrexa 34ech CreayoLme:
e nony4veHue Tpaduka 3a cyeT Habopa TpaHcnuTa B agpecHyto CTpoky bpaysepa;
o NPeCcTUXHOCTb o6na,anvm TakKnuM OOMEHOM;
e  nerkas 3anoMMHaeMocTb JOMeHa Nonb3oBaTenamu VIHTepHeT;
o nydulee paHXunpoBaHMe B Bblavye NONCKOBbLIX CUCTEM (Knroquoe CNnoBO B UMEHU ,qomeHa).

o ropuanyeckada 4YMCTOTa AOMeHa, Ha CnoBO, Bollenulee BO BceobLee yn0Tpe6neHV|e Henb3da
3aperncTpupoBaTtb TOBaprIIZ 3HaK, cnegoBaTteslbHO, U BbIUrpaTb OOMEHHbIN Crnop B cyade ToXe
Henb34.

° LleHHOCTb oTpacneBoro AoMeHa 3aBUCUT OT MHOIUX CbaKTOpOBZ
° pacnpoCcTpaHeHHOCTb AOMEHHOIo UMEHU - KONTM4eCTBO NMOUCKOBbIX 3anpoCcoB C TaKUM CITOBOM;
o Pa3BUTOCTb PblHKa UK OTpacsin, K KOTOPbIM 3TOT AOMEH NPUHAOTIEXUT;

° NPOHUKHOBEHWE pblHKA WM oTpacnu B VIHTEpHET, KONUYeCTBO MOTEHUMAmNbHbIX KIIMEHTOB,
Nonb3yrLWNXca MHTepHeT;

° KOJIM4eCTBO YH4aCTHMUKOB PbiHKa 1Unn otpacriun, NHBECTUPYIOLLINX B WHTepHeT peknamy 3Ha4vynTernbHble
cpencTtea.
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- 3TO MOWCK U perncTpauus (nepexesat) AOMEHHbIX UMEH CO3BYYHbIX CO3BYYHbIX KPYMHLIM TOProBbIM Mapkam
WM CO3BYYHbIM KPYMHBIM, PacKpyYeHHbIM npoektaM B WHTepHeT. lMpu peructpauuy Takoro MOMeHTa
CYLLEECTBYET BO3MOXHOCTb TMOJSIyYeHUs] YacTu MOCeTUTENEN pecypca, K KOTOPOMY PErcTpupyeTcsi Takom
[OMEH.

TalncKBOTTMHI OCHOBaH Ha MCMONb30BaHWM «4EernoBeveckoro dakrtopa» -owuboK (oneyaTok), KoTopble
BO3HUKAIOT Npy Habope JOMEHHOTO NMEHM.

B cBsis3n co cTpemuTenbHblM pasBuTuem ceTu WMHTepHeT B Poccuu M BO Bcem Mupe, npobnema
KMOGEpPCKBOTTMHra BCTaeT AOCTATOMHO OCTpo. Ha AaHHbIi MOMeHT B Poccun HakonneHa 3HaumTenbHas
cynebHas npakTvka no AOMEHHbIM cropam,

YTO NO3BOJNIAET CCblNlaTbCA Ha yXe BblHECEHHbIe cy,u,e6Hb|e pelweHnsa npu paccmoTpeHun gena B cyge. B
pas3nim4yHoe BpemMaA CTaHOBUITUCb NpeaMeTOM rPOMKOro cyne6Horo pa36V|paTeanTBa, cnepywuine nOMeHHble
nMmeHa:

* Mosfilm.ru

» Kodak.ru

e Quelle.ru

e Kamaz.ru

e Coca-cola.ru
 Sprite.ru

e Miele.ru

* Ntv.ru

e Baxter.ru

* Megashop.ru

» Kapel.ru

OpHako KpynHble KOMMaHWM 3ayacTylo npeanodvTaloT He CyauTbCs, a BblKynaTb OOMEHHbIE UMEHa Yy
KnOepcKkBOTTEPOB, MPUHOCS UM GacHocnoBHble nNpubbiu. OgHO ACHO TOYHO - Korga OygeT cosgaHa
JOMeHHas 30Ha .p - aTa BOMHA pasropuTCs C HOBOW CUION.

1. http://wwhois.m/?urls=32 - [JoMeHHbI BU3HEC UNK KTO Takne KnbepCcKBOT-TEPbI.

2. http://ru.wikipedia.org/wiki/KH6epcKBOTTHHTr - Ku6epckBOTTUHF

3. http://cybersquatting.ru/ - Buapl KnubepckBOTTUHIa, PbIHOK KyNn NPOoAaxu
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KoHuenuua kKoMmnboTepHON 6€30nacHOCTU BbICLUEro y4ebHoro
3aBeaeHus
Byxapos N.B., LLkena A.

CubupCcKum rocyaapcTBeHHbIN TEXHONOMMYECKUA YHUBEPCUTET
r. KpacHosipck, Poccusa

shkeda_ai2005@mail.ru

The concept of computer safety of a higher educational
institution
Bukharov I.V., Shkeda A.l.

The Siberian state technological university
Krasnoyarsk, Russia

shkeda_ai2005@mail.ru

The essence of the given work consists in search of parameters which should characterize any system of
information safety of a higher educational institution of Russia. In work specificity of the Russian educational
institutions and the requirement shown for developed system of computer safety is considered.

Now more and more actual there is a theme of computer safety of the Russian Institute of higher education,
the general tendency of transition to the centralized storage of the information is observed.

There is a problem of protection of the information, an information field, office-work transition in the electronic
form.

Because in our country long time nobody thought of the given problem of high-grade, complex techniques
with reference to Institute of higher education does not exist.

On an example of own university we will consider, how the system of electronic control by educational activity
functions. At the system analysis, the basic sources of threats come to light, their analysis is carried out, and
substantive provisions which are developed the developed system of information safety should answer.

The main feature of the given system of safety would be its orientation on protection of an information field of
an educational institution. Such software would be created especially for Institute of higher education, and
carried in itself all specificity of the organization of protection of the information of any university of Russia.

World tendencies show on necessity of transition of office-work for the electronic form. It will help to raise
essentially the international rating of Russia of an index so-called «electronic development».

CyTb AaHHOW paboTbl COCTOUT B MOWCKE NMapameTpoB, KOTOPble AOMMKHbLI XapaKTepuaosaTtb Niobyio cuctemy
nHdopmaunoHHon GesonacHocTn Bbiclwero  yvyebHoro 3aBegeHuss Poccun. B paboTte yunTbiBaeTcs
cneunduka poccucknx y4ebHbIX 3aBegeHun n TpeboBaHus, npeabsaABnseMble AnA padpabaTbiBaeMon
CUCTEMbI KOMMbIOTEPHON 6e3onacHoCTu.

B HacTosiee Bpems Bce Gonee akTyanbHOW CTaHOBWUTCA TeMa KOMMbIOTEPHOW 6e30MacHOCTU POCCUMCKUX
BY3oB, Habniogaetcs obuwan TeHAeHUnsa nepexoaa Ha LeHTpanu3oBaHHOE XpaHeHne nHdopmauun.

BosHukaeT npobrema  3awmThl  MHGOPMauMKM,  MH(OPMALMOHHOTO  MPOCTpaHCTBa, NepeBoAa
[enonpon3BoACcTBa B 3MEKTPOHHYIO (DOPMY.

B cBA3n c Tem, 4YTO B Hallen cTpaHe [ONfroe BpPeEMS HUKTO He 3aaymMbiBarnica Haf OaHHOM I'IpO6J'I6MOl7I
NOJTHOLUEHHbIX, KOMMNJTIEKCHbIX MEeTOANK NPUMEHUTENTbHO K BY3am He cywecTByerT.

Ha npumepe cobCTBEHHOrO yHMBEpPCUTETaA Mbl PACCMOTPUM, Kak (hYHKLMOHWPYET cUCTEMA 3MEKTPOHHOIO
ynpasneHua yqe6H0|7| AedATeribHOCTbHO. |-|pl/| aHanum3e CUCTeMbl, BbIABNAKTCA OCHOBHblE UCTOYHWUKK Yrpos,
nposoaAnUTCA UX aHanui, w" paapa6aTb|Bar0Tc;| OCHOBHblE TMNOJIOXKEHUA KOTOpbIM AOOJKHa OTBeYaTb
paspabaTbiBaemasi cucteMa MHPOopMaLnoHHOM 6e30NacHOCTL.
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"maBHON OCOBEHHOCTLIO AaHHOW cucTembl 6esonacHoCcTn ABMANOCH Obl €e  HanpaBMEeHHOCTb Ha 3aluTy
MHOPMaLMOHHOIO NPOCTpaHCTBa y4ebHOro 3aBefdeHus. Takoe nporpaMMHoe obecneyeHve cosgaBanocb
6bl cneynanbHo ana BY3a, n Hecno B cebe BCIO crnieumdurky opraHmsaummn 3amTel MHgopmaummn noboro
yHuBepcuteTa Poccun.

MupoBble TeHOeHUMM MOKa3biBalT Ha HeOobBXOAMMOCTb nepexoda Aenonpou3BOACTBa B 3NEKTPOHHYHO
hopMy. DTO MOMOXKET CYLLECTBEHHO MOBBLICUTL MEXAYHAPOAHBIN PENTUHT Poccun nHaekca Tak HasbiBaeMoro
ANEKTPOHHOIO Pas3BUTUA».
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KomnbroTepHas npectynHocTb B Poccumn
'MmasetaonHoB M.A.

EnaGyxckun rocyaapcTBeHHbIN Neaarormyeckun yHuBepcuTeT
r. MengeneeBck, Poccus
carma2004@mail.ru , marat 1983@mail.ru

Computer crime in Russia
Gimazetdinov M.A.

Elabuzhsky state pedagogical university
Mendeleevsk, Russia
carma2004@mail.ru , marat_1983@mail.ru

Mpobnembl UHGOPMaUMOHHON 6e30nNacHOCTM MOCTOSHHO — YCyrybnseTcsa npoueccaMmu MPOHUKHOBEHUSA
npakTU4eckn Bo Bce cdepbl AeATENbHOCTY 06LLEeCTBa TEXHNYECKMX CPeACTB 06paboTkM 1 nepeayn AaHHbIX U
npexane BCEro BbIMUCIUTENBHBIX CUCTEM. DTO JAET OCHOBaHWE NOCTaBUTbL NPOGNeMy KOMMbLIOTEPHOrO NpaBsa,
OOHMM U3 OCHOBHbIX aCMeKTOB KOTOPOW SIBNSIOTCA Tak HasblBaeMble KOMMbHOTEPHblEe nocsaratenscrea. O6
aKkTyanbHOCTM Npobnembl CBUAETENbCTBYET OOLIMPHBIA NepevYeHb BO3MOXHbIX CMOCOOOB KOMMbIOTEPHBIX
nNpecTynneHun.

O6bekTaMu nocsAraTenbCTB MOryT ObiTb CaMU TeXHUYECKUEe CpeacTBa (KOMMbLOTEPbl M nepudepust) Kak
MaTepuanbHble OGbEKTbI, MPorpaMMHoe obecnevyeHne M 6asbl AaHHbIX, AN KOTOPLIX TEXHWYECKME CpeacTBa
ABMNSAIOTCH OKPYKEHUEM.

KomnbiloTepHas npecTynHocTb B Poccum  ctaHoBMTCS OgHMM M3 Haubonee onacHbiX BUOOB MPECTYMHbIX
nocsratenscTB. CornacHo 3KCNepTHbIM OLEeHKam, oHa cnocobHa HaHecTu yuiepb, conoctaBuMbI ¢ 06 bEMOM
XULLIEHUI NPOM3BEOEHNIN UCKYCCTBa BO BCEM MUpeE.

PasButne cospemeHHOro obllecTtBa, OCHOBAHHOTO Ha WCMOMb30BAHUM OFPOMHOMO KONMYyecTBa CamoWn
pa3HoobpasHoi uHopMaumn, HembiCNMMO 6e3 LUMPOKOro BHeApeHus BO BCce cdhepbl Xu3HM obliecTsa
3MEKTPOHHO-BLIYUCIIMTENBHON  TexHWKM. OHa ChAyXWT He TOMbKOo AnA  XpaHeHuss W obpaboTkm
COOTBETCTBYIOLEN UHPOPMAaLMN HA YPOBHE OTAENbHbIX YNPaBNeHYECKUX UMM XO3SNCTBEHHbIX €AWMHUL, UK
MCNonb30oBaHMNA KaK CcpeacCcTBa CBA3W MeXAay rpaxgaHamMmun, HO U LWMPOKO BHeApAeTCA B uenax obecneveHus
BHYTPEHHEN W BHelLHen 6e30nacHOCTH rocyaapcTea.

Ho pasBepTbiBaHWE Hay4HO-TEXHUYECKOW PEBOMIOLMU OOYCNOBNMBAET HE TOMBbKO KOPEHHbIE MPOrpecCuBHbIE
N3MeHeHUs1 B cocTaBe haKTOPOB 3KOHOMMYECKOTO pas3BuTUs Poccum, HO U HeraTUBHbIE TEHAEHUMN Pa3BUTUS
NPecTynHoro mupa, NpuBoAMT K MOSIBNEHMIO HOBbIX (DOPM WM BUAOB MPECTYMHbIX MOCAratenbCcTB. JTO SPKO
NposiBNsieTC B TOM, YTO MPECTyMnHble rPynnbl U COOBLLECTBA HAYMHAKOT aKTUBHO MCMOMb30BaTb B CBOEN
0esTeNbHOCTN HOBEeWLLINE AOCTUXKEHUS HAYKN Y TEXHUKN.

Ocobyto TpeBory B 3T0OM MnnaHe Bbi3biBaeT DakT NOSBMAEHUS N pa3BuTMsa B Poccumn HOBOro BMAa NpecTynHbIX
nocsAraTtenbCTB, paHee HEeW3BECTHbIX OTEeYECTBEHHOW HOPUONYECKON HayKe W MPakTMKe W CBSA3AHHbIA C
UCMOMNb30BaHWEM CPEeACTB KOMMbIOTEPHOW TEXHWUKM W WMHOPMaUMOHHO-06pabaTbiBalOMX TEXHOMOMUIA -
KOMMNbIOTEPHBIX MPECTYMNEHNI.

HaunbonbLuyio onacHoOCTb NpeacTaBnseT KOMNbIOTEPHas MPecTynHOCTb B ddmHaHcoBow cdepe. OTmevaetcH
TEHAEHUMS K POCTY KOMMbLIOTEPHBLIX NpecTynneHuni B 6aHKoBCKoM cdpepe.

910 Hebonbluoe uccregoBaHue, NOMOXET HaBepHAKa HOBMYKaM — npenycMoTpeTb U npeaBuaeTb yrpoasbl,
KOTOpPbI€ UX MOry oXnaaTtb B HallemM «COBpEeMEHHOM KOMMbHTEPHOM MUPE».
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UHTepHeT-npecTynHOCTb
Opemntora P.A.

[JanbHeBOCTOUYHbIA FOCYAapCTBEHHbIA YHUBEpCUTET
r. BnaguBocTok
dreamluck@mail.ru

Internet crime
Dremluga R.I.

Far Eastern National University
Vladivostok, Russia
dreamluck@mail.ru

Annotation: The author describes the most uninvestigated socially dangerous phenomenon Internet crime.
The main features of this new form of crime in Russia are researched in this monograph. General results of
author’s study are theoretical analysis of the state, the structure and the dynamic of Internet crime in Russia,
basic offender's and victim’s portraits, representation of hacker's subculture etc. it can be used for Internet
crime prevention, prosecution and counteraction.

CTpemuTtensHoe BHeApeHne UMPPOBbIX TEXHOMOMMN BO BCe Cepbl YENOBEYECKOW XU3HW B KOHUEe XX —
Hayane XX| BB. npegonpeaenuno BO3HWKHOBEHWE HOBbIX OOLLECTBEHHbIX OTHOLWeEHUA. HaunbGonbluyio
3HAYMMOCTb U PacrnpOCTPaHEHHOCTb UMeEET TexHomnorns VIHTepHeT, KoTopas coeguHuna rnogen no Bcemy
3eMHOMY LWapy, caenana KOMMyH/KauMn AelleBbiMU U 6ecnpensaTCTBEHHBbIMU U OTKPbINa HOBbIE FOPU3OHTHI
Ona Bcero MupoBoro coobulectBa. MHTepHeT B nocnegHee Bpems [an YernoBeky 0OearpaHudHble
BO3MOXHOCTM B 0Bnactu nepenayu, pacrnpoCTpaHEHWst U pacchinkv MHopmauumn, No3BONWM BbINOMHATb
UHaHCOBO-OaHKOBCKME oOnepauun, HEeCMOTPS Ha pacCTOsHUSA M rpaHuubl. VIHTEpHeT cTanm He npocTo
TEXHONOrMeun, a yH1KarnbHbIM HOBLUECTBOM, U3MEHMBLLUM MUP.

lMpencraenseTcs, 4TO KpoMe nonoxutenbHoro adpekta nossneHne WIHTEpHET coaepxuT  psag
oTpuuaTernbHbIX MOMEHTOB M NPUBOAWT K HeraTvBHbIM MOCneAcTBMAM. HekoTopble 0COBEHHOCTU AaHHON
TEXHOMOrMM, KOTOpble MNOMOMMN €N PacrnpoCTPaHUTLCA MO BCEMY MUpPY, B TO Xe BpeMs co3garoT
6naronpuaTHble BO3MOXHOCTW /15 MHOMMX BWOOB MPECTYNHOW AeATenbHOCTU. HoBu3Ha obLleCcTBEHHbIX
OTHOLLEHWI, BO3HMKLIMX B pesynbTaTe nosisneHns VIHTepHeT, n OTCYTCTBME COOTBETCTBYIOLLErO NpaBOBOro
nons, KacawLlerocs AaHHOM TeXHOMorMu, NpuBenu K MHOXeCTBY npobnem, oTpuuaTtenbHO BAMAOLWMX Ha
CTaHOBIEHNe OTHOLLEHWUIN B MMPOBOIN KOMMbIOTEPHOW CETU, OCHOBAHHbLIX Ha 3aKoHe.

Bbi3biBaeT onaceHue, YTO OrPOMHbIN TEXHUYECKUIA NoTeHuman n 6esrpaHnyHble BO3MOXHOCTU VIHTEpHET Bce
Yalle B COBPEMEHHBIX YCMOBMSX MOrYT ObiTb MCMOMb30BaHbl B MPECTYNHbIX uensix. Mpu atom UHTepHeT, ¢
OOHOWN CTOPOHbI, no3sonun 6Gonee addekTMBHO M GesHaka3aHHO coBeplLlaTb paHee CylecTBOBaBLUME
TpagWLUMOHHbIE MPECTYNIEHUS, C APYro — Nopoausn HoBble, HEW3BECTHbIE MUPOBOMY COOOLLECTBY elle
COBCEM He[aBHO BM/bl OOLLIECTBEHHO OMaCHbIX MOCAraTenbCTB.

AHanu3 cTaTMCTUYECKMX AAHHBIX O MPECTYMHOCTU B cdhepe KOMMbIOTEPHOW MHAOPMaLMK NOKa3bIBaEeT, YTO C
1997 no 2005 rr. B Poccumn KommyecTBO 3apermcTpupoBaHHbIX MPEcTynreHni B cdepe KOMMbITEpPHON
nHdpopmauum (Maea 28 YK P®) Beipocno 6onee yem B 300 pas n gocturno okorno 10000 npecTynneHun 3a
rog. Xota B 2006-2007 rr. HabniogaeTca CHWXEHWe pernctTpupyembix npectynnenni, B 2008 roagy
KONMMYeCTBO, 3aperncTpyMpoBaHHbIX MPECTYNfeHni onsaTb Bblpocno Ha 24,5%. W3 roga B rop pacteT
NPUMEHEHNE KOMMNbIOTEPHBLIX TEXHOMOMMIN ANsi COBEPLLEHMS LUMPOKOro Kpyra npectynneHuni (Hanpumep, CT.
cT. 146, 159, 242 YK P® u 1.4.). VIHTEpHET aKTUBHO MCMNOMb3yeTCA NPECTYMNHLIMW 3fIeMEeHTamMu, LUMPOKO
pacnpocTpaHeHbl B CETU CalTbl TEPPOPUCTUYECKUX OpraHuW3auui, peknamupylolme W npogatolime
HapkoTUKM U opyxwue, Mybnukylowme nopHorpaduyeckne maTepuansl, a Takke nopTanbl PacUCTCKOMN,
HaLMOHanNMCTCKON, 3KCTPEMUCTCKOW HanpaBMeHHOCTU W Apyrne NpPecTynHO OPUEHTUPOBaHHble VHTepHeT-
pecypcel.

Bbicokas coumanbHas onacHoCcTb npecTynneHurd B MoGanbHOM ceTu BblTekaeT, npexae BCero, M3 ux
TPaHCHAUMOHANbHOIO Xapaktepa, TaK Kak nocneacTBus nNOAOGHbIX AesHun MOryT —OxBaTtbiBaTb
HEeOrpaHMYeHHbIN KPYr N1l B CaMblX pasHbix cTpaHax. [pu aTom konunyecTBo nomnb3oBaTenen NHTepHeT BO
BceM mupe B 2009 r. Hac4MTbIBaET OKONO ABYX MWMMMAapAOB M MPOAOIHKaEeT B HaluM OHW CTPEMUTENBHO
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yBenu4MBaTbCs, YTO npegnonaraeT AanibHEWWWA POCT BO3MOXHOMO yu.l,ep6a, NpPUYMHEHHOro WHTEepHeT-
npecTtynneHnamMmun.

HeobxogMmo OTMETUTb, YTO HEeOOCTaTOK KOMMMEKCHbIX WCCNeAOBaHUW, BbICOKAsi NAaTEHTHOCTb, Kak W
OTCYTCTBME OPULMANbHON CTAaTUCTKU MHTepHeT-npecTynHocTn B Poccun, NpuBodsaT K HE3dEKTUBHOCTU
BbipaboTaHHbIX Mep npeaynpexaeHusi, KoTopble HOCAT dparMeHTapHbIi U NPOTUBOPEYUMBLIA XapakTep,
npegonpegensis TPYAHOCTU B MNpoTMBOAeNCTBUM M Bopbbe C AaHHbIM BUAOM OOLLECTBEHHO OMAacHbIX
AesHui. Kak npaeuno, B CyLECTBYIOWMX Ha AaHHbIN MOMEHT MCCNedoBaHUsX He MOABepranacb aHanuay
KPMMUWHOMOrMyeckasi xapakTrepucrika npectynHoctu B VIHTepHeT. Yalle Bcero aBTopbl OCTaHaBMMBanNuch Ha
N3y4YeHUN YrorioBHO-MPaBOBbIX NPOOGNeM NpecTynieHun, npeaycMoTpeHHbIXx B Tnaese 28 YK P®. [pyrue
BMAbl OBOLLECTBEHHO OMacHbIX AESHWI, KoTopble Gnarogapd WMHMOPMAUMOHHBIM TEXHOMOMMAM BbILMN Ha
HOBBIN KA4YeCTBEHHbIA N KOMUYECTBEHHBIA YPOBHWU, UMW HE 3aTparMBanuvcb, a €crnv B HEKOTOPbIX paboTax u
Aasanacb 06Lasa KpYMUHOMNOIrMYeckas xapakTepucTmka KOMMNbIOTEPHON NPECTYNHOCTU, TO OHA NPaKTUYECKN
He oTpaxana ocobeHHocTel NHTepHeT-NpecTynHOCTH.

CyulecTBytoLne paboTbl ocBeLlany npobnemy b YacTUYHO U HE Kacanucb TakuX BaxKHbIX Ans VIHTepHeT-
NPecTynHOCTM BOMPOCOB, Kak ocobast kpMMuHanbHas CyoKynbTypa CeTeBbIX NPECTYMHUKOB, AeTepMUHauums
coBpeMeHHON NHTepHeT-NpecTynHOCTH; aHanu3 XapakTepuUCTUKU IMYHOCTW NPECTYMHMKa U NoTepneBLUero;
rmyboko He WCCneaoBanucb W ApyrMe  couuanbHO-3HaYMMble  acnekTbl, CBsA3aHHble ¢ WHTepHeT-
NPeCTYNHOCTbLIO.

B npeactaBneHHon moHorpadumn paccmatpuBaeTcs VIHTepHeT-NpecTynHOCTb Kak HeraTMBHOE coumanbHoe
SBMEeHne, BNUSIOLLME Ha Hee NPOLEecChl, a Takke XapakTep BO3AeNCTBUSA Ha WHTepHeT-npecTynHOCTb M
BO3MOXHble cneacTeus nogobHoro BosaencTBus. Llenbio paboTbl ObINO BbIIBNEHNE OETEPMUHUPYIOLLNX
daktopoB K OCOBEHHOCTEN XapakTEePUCTUKM COBPEMEHHON POCCUMCKOW WHTEepHeT-NMpecTynHoCcTw,
KPMMUWHOMOrMYeckass OLieHKa ee OCHOBHbIX MokasaTenen, paspaboTka CUCTEMbI YroriOBHO-MPaBOBbLIX W
KPUMUHOMOrMYeCKUX Mep NpounnakT1kn 1 NPOTUBOAEVCTBUS.

CornacHo aToi o6LLeli Lieny aBTopoM pelanich creayoLve 3agadu:
o NPOBECTN UCTOPUYECKMIA aHaU3 (DOPMMPOBAHNS U CTAHOBNEHWUS VIHTEPHET-NPeCTYNHOCTH;

° npoaHanua3npoBaTb KPMMUHOIOIMYECKNE XapaKTePUCTUKN VIHTEpHET-NpecTynHOCTH 3a nocnegHee
necatuneTtue B PO;

° BblABUTb  XapPaKTepPUCTUKMN  JINYHOCTU MHTepHeT-I’IpeCTynHMKa B 3aBuMCMMOCTh OT BMAaA
coBepLlaemMoro gesaHus;

e BbISIBUTb BUKTUMOIOrMyeckne akTophbl, BAMSOLWME Ha CoBEPLUEHUE VIHTepHET-NpecTynneHn ;

° npoBecTn aHanm3 I'IpeCTyI'IHOIZ Cy6KyJ'IbTypbl n ee ponn B pas3BUTUM W BOCNpPoOU3BOACTBE
MHTepHeT-I’IpeCTyI’IHOCTVI;

o BbISIBUTb 06LLMe 1 cneundunyHble AeTepMnHaHTbl IHTepHeT-npecTynHocTn B P®;
. onpefennTbL OCHOBHbIE HanpasneHnsa mMep no 6opbbe ¢ npecTynHocTbo B [[NobansHowm ceTu;

° paspaboTtaTb Mepbl 1 pekomeHZaumm no npeaynpexaeHuntio n 6opbbe ¢ MHTEpHET-NPecTynHOCTLI0
B PO.

Omnupnyeckorn 6ason HayyHow paboTbl CTanu cTaTUCTUYEcKMe AaHHble, nonydeHHble B MTMAL, MB[ Poccun,
My yBLO TlMpumopckoro kpas, matepuanbl 137 yronoeHbix aen XabapoBckoro u [lpyMmopckoro Kpaes,
Kamuatckon obnactu no ctatbsam Maebl 28 YK P® 3a 2002-2007 rr. Xapaktepuctuka 144 nuu, BbISBIEHHbLIX
B XOA€ CNEeACTBWS MO AaHHbIM YrofloBHbIM [erniam nerna B OCHOBY UCCNEAOBaHUS NIMYHOCTU MPEeCTYyMHMKa
(Bcero B 3a atu rogbl B PO okono 400 nuu). Ana aHanusa NMYHOCTM NOTEpneBLUMX B3sThl 42 fena,
cogepxasLune nogpobHble cBeaeHust o xepTBax MHTepHeT-nocaratenbcTB. Takke ObiNM NPoOaHKETUPOBAHDI
pasHble rpynnbl HaceneHusi (363 u4enoBeka): 1) cneuManucTbl B KOMMbIOTEPHbLIX TEXHOMOMMUSAX —
KomnbtoTepHble «lpodpeccnonansi» (127 4ven.); 2) He umetowme obpasoBaHus B cdepe MHPOPMALMOHHBIX
TEXHOMOrnn, Ho nonbayowmecs NHTepHeT, — «ymanutapun» (149 yen.); 3) He ymelowme N HUKorga He
nonb3ytowmecs NHtepHeT (87 ven.).

Bbino usyyeHo B auHamuke nocnegHux net 6Gomee 2000 caToB aHTUCOLMANbLHOMO W MPECTYMNHOrO
cofepXaHunsi, B TOM uucrne [Ans WCCneaoBaHWst [AOCTYMHOCTW CBeOEHUM W cpefcTs, obnerdawoowmx
coBeplUeHMe npecTynneHnn B cdepe KomnbloTepHon wHdopmaumm (1200 calToB); «XaKepcKon»
cybkynbTypbl (257 cawTtoB); HapkonpecTynHoctu B WHTepHeT (200 cawToB), TeppOPUCTUHECKON
pestenbHocTn B IHTepHeT (126 cantos) u T.4.
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[Ona nowvcka calToB NpPECTYyrNHOW HanpaBneHHOCTM WCMONb30Banncb MOMynspHble 06LWeaoCcTynHbIe
poccuiickne nouckoBble cuctemsl. MNMpoaHannsmpoBaHbl matepuarnbl 114 yronoBHbIX Aen N0 KOMMbIOTEPHBLIM
npecTynneHnsm 3a pybexom, B3ATbIX C oduuManbHOro camta genaptameHTa toctuuuin CLUA, n gpyrnx
MHTepHeT-pecypcoB.

MposeneHo uccneposaHue 27 dpunbmos («Hackers», «TpoHy, «CeTby», «Banomwmk» n gp.); 6onee 100 kHur
(«Bnbnusa xakepa», «J1abupuHT oTpaxeHus», «[JHeBHUK 3nobHoro xakepa», «The art of deception», «The
hacker’'s hadbook», «The hacker crackdown», «The Little Black Book of Computer Viruses» n gpyrue); 24
neceH («lMpo kapaepa xekca», «O xakepax», «BoBka Xakkepp»), VIHTepHeT-canThbl (257 - pecypcos); 14
nepuoanyecknx uagaHum («Xakep», «2600», «Phrack», «K-line» v T.4.) ¥ ApyrMx 3HauuMmbixX AniS
CyOKynbTypbl XaKepoB MCTOYHMKOB Ha aHIMMNCKOM M PYCCKOM sidbikax. B aTon paboTe BnepBble onpeaeneHo
noHATME «VIHTEePHET-NPECTYNHOCTb» W AaHHbI BWL MPECTYMHOCTM BbiAENEH B OTAENbHY NpeaMeTHYH
obnacTtb uccneaoBaHusi; onvcaHbl YrofloBHO-NPaBoBasi U KPUMUHOMOTMYECKas XapakTepuCTUKM OCHOBHBIX
nokasartenemn npectynHoct B [nobanbHom ceTu.

HoBbIM Moaxofom sIBRSIETCS U TO, YTO B OT/IMUME OT APYrUX HayyHbIX paboT, NPecTynHOCTb B VIHTEpPHET u
KOMMbIOTEPHAs MPECTYMHOCTb, UX MEXaHN3Mbl BO3HUKHOBEHMS!, (DYHKLIMOHUPOBaHUSI U Pa3BUTUSI OO bSICHEHSI
B pamMKkax Teopuu cyokynbTyp. OnpeneneHo MOHSTME CYGKynbTypbl WHTEpHET-NpecTyrnHWKOB, BnepBble
CUCTEMHO NpoaHanu3vMpoBaHbl U onucaHbl uageonornyeckas 6asa, obbluaun, putyanbl, MOAENU MOBEAEHNS,
XapaKkTepHble ANs1 AaHHOM CyGKyNbTypbl, HA OCHOBE He TONBbKO HayYHbIX TPYAOB APYrX aBTOPOB, HO U paboT
caMMX XaKepoB KaK WAEONIONMYECKOro, XyAOXKEeCTBEHHOro, nyGnmuuMcTUYEecKoro, Tak W TEXHUYECKOoro
Xapakrepa.

BnepBble 6bio npoBefeHo uccnegoBaHue obLiecTBEHHOro MHeHuss o6 WHTepHeT-npecTynHOCTU, aHanu3
BUKTUMOSOMMYECKNX acCMeKkToB, M3ydeHMe W OnucaHue noptpeTa MUYHOCTU COBPEMEHHOro WMHTepHeT-
npecTynHuKa; BblgeneHbl 0cobeHHOCTU WHTepHeT-npecTynHocTM B Poccum UM BbisiBNeHa cucTtema
AEeTEPMUHUPYIOLLMX ee (haKTOpPOB; NpeaioXeHbl MeToAbl 60pbObl C AaHHLIM BUAOM OOLLECTBEHHO OMAaCHbIX
AesHun. B MoHorpadmm ecTb psf HayyHbIX BbIBOOOB W NPEANOMOXEHUN, KOTOpblE MOryT MpeacTaBnsiTh
Hay4yHyl0 LEHHOCTb W TaKkKe OnpefensitoT HayvyHyl HOBU3HY uWccrnenoBaHusi. BkpaTue wx MOXHO
pes3toMUPOBaTh CrieayoLLUMK NONOXEHUAMN:

o C MOMeHTa BO3HUKHOBEHMWS VIHTepHeT-NnpecTynHOCT! B XOA4e ee 3BoNiouuy aBTop Bbigensen 5
nocrnegoBaTenbHbIX 3TanoB pasBuTUA. 3TV 3aTanbl, NpeAcTaBlieHHble B MOHOrpadun, NpoxXoauT
NHTepHeT-npecTynHOCTb B MtobON cTpaHe mMupa, MEHSAKTCS MUl ObICTPOTa NMPOXOXAEHUS TOrO
WM MHOTO 3Tana, HO MOPSAOK OcTaeTcs TeM xe. B HacToswee Bpemsi, HECMOTPS Ha OTcTaBaHue
paccmaTtpuBaeMon  KaTeropum  POCCUWACKOM MPEeCTYNnHOCTM B  MNPOLUMOM,  HauMoHarnbHas
npectynHocTb B [nobanbHOW CeTU yChnewHO WHTerpvpoBaHa B MexayHapoAHyw WHTepHer-
NPeCTYNHOCTb M HaxXOAUTCS Ha YeTBEepTOM 3Tane pas3BuTus. OTan ObICTPOro KONMYECTBEHHOro
pocTa coBepliaembix VHTepHeT-NpecTynneHWn cosnan C poCTOM MONYNAPHOCTM CyOKynbTypbl
Xakepos.

o NHTepHeT-NpecTynHOCTb ABNSAETCA YacTbio KOMMbIOTEPHOW NPECTYMHOCTU U CMEXHa C TakuMu ee
BMAaMK, Kak MpecTynHoCcTb B cdepe KOMMbITEpPHOW MHopmauun, knbepnpecTynHocTb U T.A4.
MHTepHeT-NpecTynHOCTb OTNMYaeTca OT APYrMx BUAOB OCOObLIMW CBOMCTBaMM: rmoGanbHOCT,
LUMPOKasi pacnpoCTPaHEeHHOCTb, KpaviHe BbICOKasi NTaTEHTHOCTb W Ap., onpeaensowmmmn OypHbIi
POCT 1 O6LLECTBEHHYIO ONACHOCTb.

° JInyHOCTb VIHTEpHET-NpecTynHMKka nMmeeT CBou cneumdmyeckne 0COBEHHOCTH, KOTOpbIE OTAMYaoT
ee OT nuu, coBepLialomx obLeyronoBHble NPecTynneHns TpaguuMoHHbIM nyTem. UHTepHeT-
NPECTYMNHWKA, MO CPaBHEHWIO C MUCCMNeaOoBaHVAMW MpeabloyLMX NEeT, CUMbHO «NOMONoAenu» u
obnagatoT 60nbWKYMK NpodeccMoHanbHbIMU HaBbIKaMu.

. Ons BuKTMMOMOrnyeckon npoduNakTuk1n uccneayeMoro Buaa MPEecTYnHbIX AESAHWUN LOIKHbI
MCMonb30BaTbCA crneuuduryeckme KOMMNbIOTEPHbIE CpeacTBa 3alluWThl, KOTOPblE paHXUPYOTCS B
3aBMCMMOCTU OT LIEHHOCTW OXpaHAeMON KOMMNbIOTEPHON MHAOPMALIMN U HABLIKOB MOfb3oBaTens,
a Takke cpefcTBa 3alluTbl OT «COLMANbHOM WHXeHepuu». ABTOP MPUXOAUT K BbIBOAY, YTO
Hanboree 3Ha4YMMbIMU pakTOpaMn BUMKTUMHOCTU WCCIeAyeMbIX MPeCcTYNneHun SBnsioTcs
HecobnogeHne anemMeHTapHbIX CPeAcTB  KOMMbIOTEPHOW 6GesonacHOCTM M [OBEPYMBOCTb
nonb3oBaTens, XoTa NPUYMHLI MEHSIOTCS B 3aBUCMMOCTH OT BMAa VIHTepHeT-npecTynneHus.

o OdwmumnanbHaa cTatMCTMKa HEeJOCTaTOMHO TOYHO OTpaXaeT XapaKTepuCTUKY CTPYKTYpbl,
COCTOSIHUSI U OMHAMWKW COBPEMEHHOW POCCUICKON WMHTepHeT-npecTynHocTu. B cBsA3n ¢ atum
TpebyloTCA [ONOMHUTENbHbIE anbTepHaTUBHBIE UCTOYHWUKM MHGOPMaUuK, a Takke NpuMeHeHve
MeToouk cbopa u 00paboTkM [aHHbIX AONA  UCCrefoBaHUsA MPEecTynHOCTM — Kak  ee
pasHOBUAHOCTEW, Tak M B Uenom. M3-3a BbICOKOW naTeHTHOCTU WMHTepHeT-nmpecTymHOCTU And
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YCTaHOBNIEHNUA WUCTUHHbIX MacLTaboB ee pacnpocTpaHeHunda Tpe6yeT0ﬂ ncnonb3oBaHMEe HOBbIX
METOAOB M MWCTOYHMKOB MOSMyYEHUS UHOPMaUUKM, TaKMX KaK KOHTEHT-aHanua3 CcaunTos,
cofepxalmx NpecTynHble CBeAEHNS; aHanu3 CTPYKTYpPbl CauToOB C MOMOLLbK NMOUCKOBBIX CUCTEM,
aHanua 4ucna nocelweHn TeX UMM WHbIX CanToB, FMWMHIBUCTMYECKUA aHanui nceBoOHNMOB
XakepoB un T. O.

o BbisiBNeHO, 4YTO HekoTopas 4acTb HAaceneHus CKIOHHa uaeanuampoBaTb obpas WHTepHeT-
npecTynHuKa, 1 4acTo BocnpuHMMaeT ero kak «bopua 3a csobogy». NpecTtynHas cybkynbTypa B
WHTepHeT onpepensieTcsi aBTOPOM Kak COBOKYMHOCTb WAeW, LeHHOCTeW, obbl4aeB, Tpaguuuii,
HOpPM MOBefeHWsl, HanpaBneHHasi Ha opraHu3auuio obpasa XM3HW, LieNblo KOTOPOro SABMsieTcs
coBeplueHne  VIHTepHeT-npecTynneHun, UnX COKpPbITUE W YKMNOHEHWe OT  MpaBOBON
OTBETCTBEHHOCTU. LIEHHOCTHBIN KOMMMEKC AaHHOW CyOKYynbTYpbl CAYXAT Takke ANnS nerMtmmanmn
1 nonynspusauny naen xakepcrea B obLuecTse.

. Cama npupoga cetm WHTepHeT dABNSEeTCA [OCTaTOYHO 6GnaronpuATHOW [ANA  COBEpLUEHUS
npectynneHuin. Takme CBOWCTBA CeTU, Kak rnobanbHOCTb, TPAHCIPAHWYHOCTb, AHOHWMHOCTb
nonb3oBaTtenei, OxsaT LUMPOKOW ayaAuTopuW, pacnpeferneHne OCHOBHbIX Y3MOB CeTU U KX
B3aVMO3aMEHSIEMOCTb CO3Aal0T MpecTyrnHUKaM, ucnomnb3yowmm WHTepHeT, npeumyliecTsa Ha
BCEX 3Tanax COBEpLUEHVSA MPecTynneHus, a Tawkke Mo3BonseT 3PMEKTUBHO CKpbIBATbCsA OT
npaBoOXpaHWUTEeNbHbIX  opraHoB.  Onpefenswowumyi  daktopamn,  AeTEPMUHUPYIOLLMMA
POCCUICKYI0 VIHTepHEeT-NPecTynHOCTb, ABMAAETCS cneundudeckas KpuMrMHanbHas cybkynbTypa, a
TaKKe HepasBUTOCTb IKOHOMUYECKOrO CEKTopa KOMMbIOTEPHBLIX TEXHOMOMMIA, 4YTO He Bcerga gaeT
BO3MOXHOCTM NeranbHoro 3apaboTka.

o Mepbl 60pbbbl C VIHTEPHET-MPECTYMHOCTLIO, KOTOpble CYLLECTBYIOT B HAcToOsilLee Bpemsd, He
OTBEYaloT COBPEMEHHbIM peanusam. CBA3aHO 3TO He TONbKO C He3a(hEKTUBHOCTLIO OTAENbHbLIX
Mep, HO U C OTCYTCTBMEM LIEMOCTHON WX CUCTEMbI, HamnpaBfeHHOMW Ha npoTMBOAENCTBUE
WHTepHeT-npectynHocTn. Haunbonee addektnBHblM B 6Gopbbe C WHTEpHET-NMpecTynHOCTLI0
SIBNSAETCS KOMMMEKC KPUMMHOMOIMYECKUX Mep NpPOMUnakTuKM, COrmacylLwmxcs € Mepamu
coumnanbHO-3KOHOMNYECKOTO, HPaBCTBEHHO-MAEO0NOMMYECKOrO, OpraHvM3aunoHHOrO,
BOCMNUTATENBHO-NCUXOTOMMYECKOro U TEXHUYECKOro xapaktepa. Cpean HUX BblaensieTcsl 0gHO M3
rMaBHbIX HanpaBneHUN — HEWTpanu3auusl HEeraTUBHOMO BIIMSAHUSA KPMMWUHANbHOW CyOKynbTypbl
KOMMbIOTEPHbIX MPECTYMHUKOB.

° Oewncteyowmn B Hactosilee Bpemsa YK P® He B nomHoOM Mepe COOTBETCTBYET COBPEMEHHbLIM
TpeboBaHUsIM 60pbObLI C VIHTEPHET-MPECTYMHOCTLIO U HY>KAAEeTCA BO BHECEHUM psifa U3MEHEHWN,
OTBEYaKLMX peanusmM Hallero BpemeHu, B 06wy n ocobeHHyto yactn YK P®. B moHorpadumm
npoBefeH aHanmM3 KPWMUHOMOIMMYECKUX OCHOBAHUA W3MEHEHWst YrofioBHOMO 3akoHa Ans
COBEpLUEHCTBOBaHWS 60pbObl C KOMNBIOTEPHON N NIHTEPHET-MPECTYMHOCTLIO.

3HauumocTb paboTbl 3aknyvaeTcs B TOM, YTO AaHHOe MoOHorpaduyeckoe wuccrneaoBaHWe 3aTparvBaeT
YronoBHO-NpPaBoOBYD N KPUMWUHOJIOTNMYECKYHO ﬂp06ﬂeMbI, peweHne KOTOopbIX ABNAEeTCA HeO6XO,CI,VIMbIM
ycnosuem pAns cosgaHus 6e3onacHoro M Npo3payvyHoro MHAOPMALMOHHOIO MPOCTPaHCTBa, a Takke
HanpsIMyl CBfA3aHO C Ge3onacHOCTbO MHOrMX cdep yHKUMoHMpoBaHusa Poccuickoro rocygapcTea.
MMeHHO OT WHTEpHET B COBpPEMEHHbIX peanusix 3aBUCUT KOHKYPEHTOCMocoOHOCTb M 6e3onacHoCTb
fbonblMHCTBaA CTpaH Mupa. [daHHas TexHONorMs WrpaeT peLlarollylo poflb B COBPEMEHHOW KW3HMW,
yperynupoBaHne BOMPOCOB MPaBOBOr0 KOHTpons WHTepHeT U YyCTaHOBMEHUSI HALEXHOro 3acrnoHa Ansi
pacnpocTpaHeHnss WHTepHeT-NpecTynHOCT! SABMASETCA OJHOW W3 OCHOBHbIX NpPOGremM COBPEMEHHOrO
WH(OPMaLMOHHOro obLecTsa.

MpoBegeHHoe uvccnegoBaHMe BOCMOMHSET  HEOOCTAaTOMHYK HayyHyl npopaboTaHHOCTb  npobnem,
BO3HUKLUNX B pe3ynbTaTe MHTEHCMBHOIO pOCTa KONMMYecTBa U BUAOU3MEHEHWS KaYECTBEHHBIX XapaKTepUcTUK
MHTepHeT-NpecTynneHni, yBenmyeHms onacHoCTU OeAHUIN, C OOHOW CTOPOHbI, U OTCYTCTBUSI KOMMITEKCHbIX
uccreoBaHuii B 3ToM obnacTtu — ¢ Apyron.

CdopmynupoBaHHble TeopeTuyeckne BbIBOAbI W MOMOXEHUss MOryT OblTb NoOnesHbl nMpu paspaboTke
nporpaMm no 6opbbe C npecTynHOCTbIO B VIHTEpHET B MNpoLecce OCYLEeCTBEHUS CUCTEMbI Mep
rOCyAapCTBEHHON YrofloOBHOW MOMMTMKM, COBEPLUEHCTBOBAHUS COBPEMEHHOrO 3akoHodaTenbCcTBa M
npaBonNpuMMeHeHNss B 06nacTh KOMMNbIOTEPHON N VIHTEPHET-NMPECTYMHOCTY; a MpakTuYeckne pekoMeHgaumm
MOryT 6bITb MCNOMNb30BaHbl B 06nacT ndydeHnss UHTepHeT-npecTynHUKOB 1 X rpynnMpoBOK B OonepaTUBHO-
PO3bICKHOW AeATENbHOCTM NPaBOOXPAHUTENbHBIX OPraHOB M BO BCECTOPOHHEW NpodunakTMke AaHHOro Bmaa
npectynnexunii. Kpome Toro, Matepuanbl uccnefoBaHUs HanayT NpUMeEHeHue npu pas3paboTke u vTeHun
neKuun no Kypcam yrofioBHOro npasa, YrofloBHO-MUCMOMHUTENBHOMO NpaBa, KPMMUHOSOMMN, KPUMUHAMNUCTYKY,
IOPUAMNYECKOWN aHTPOMONOrUU N NCUXOSIOTUN.
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This work contains detailed information:

about the types of computer crimes;
about the ways of opposition to virus and hacker's attacks;
statistical data on the crimes in the sphere of information technologies, in the Ulyanovsk region;

opinions of independent experts and employees of the Department of Internal Affairs of the
Ulyanovsk district, of the Department "K";

problems of provision of safety of the network in FGOU SPO "Ulyanovsk Electromechanical
College".

As of today, computer criminality is one of the most actual problems of mankind. One could not simply
imagine the scales of damage that can be caused by crackers of systems (hackers). The only goal of our
research is to show to everybody that at the present time it is necessary show extreme care as regards
storage of information, and that as practice shows, crime detection in this sphere increases by several times
every year ...

In the given creative work the following items are considered:

1.

Vulnerability of PC.

A review of the basic problems of vulnerability of computers and computer networks is given.
Kinds of computer crimes.

Full classification of the kinds of computer crimes, by various parameters, is presented.
Articles of the Criminal Code of the Russian Federation.

A selection of articles of the CC of the Russian Federation is made, associated with computer
criminality.

Struggle against computer criminality.

The information on the most effective methods of struggle against computer crimes is systematized.
Statistical data on crimes in the sphere of information technology in the Ulyanovsk region.

Anti-virus software.
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Classification of viruses and anti-virus programmes.
6. "Virus" results for 2008.
Results of virus attacks, for 2008, based on data available from IBM.

7. Construction of networks and anti-virus protection at FGOU SPO "Ulyanovsk Electromechanical
College".

Hands-on experience of FGOU SPO "UEMC" in anti-virus and anti-hacker protection of networks.

DaHHasa paboTa cogepXuUT noapobHyro nHhopmMauuro:
o 0 BMAAX KOMMbIOTEPHBIX NPECTYNNEHWN;
o 0 cnocobax NPOTUBOCTOSIHNSI BUPYCHBIM Y XaKePCKUM aTakam;

° cTaTUCTU4eckue AaHHble NpecTynneHun B cepe MHAPOPMALMOHHBIX TEXHOMOMA  YbSHOBCKOM
obnactu;

. MHEHUS HE3aBMCUMBbIX 3KCMIEPTOB 1 coTpyaHukoB YB[ YnbsaHoBckon obnactn Otaena «Ky;

° npobnembl  obecrneyeHumss  GesomacHocth cetm B Oroy  Cro «YNbAHOBCKUIA
3MEKTPOMEXAHNYECKUI KOMMEmX».

Ha cerogHsilWHWA AeHb, KOMMNbOTEPHAsS MPECTYMHOCTb SBMSIETCS OOHOW M3 CaMbIX akTyarnbHbIX npobnem
yenoseyectBa. Macwrabbl yuwiepba, KOTOpble MOryT HaHeCTM B3IIOMLUMKM CUCTEM (Xakepbl) MPOCTO He
BO3MOXHO BoObGpasuThb. Llenb Hallero nccnenoBaHusi ogHa — nokasaTb BCEM, YTO B HACTOSILLLEE BPEMSI HYXKHO
04eHb GepeXHO OTHOCUTBLCS K XpPaHEHUI0 MHAOPMaLUN 1 TO, Kak NoKasbiBaeT NpakTuka, packpbiBaEMOCTb B
aToM cdepe C KaxabiM rogoM yBEenuM4MBaeTCs B pasbl...

B pmaHHOM TBOpUYeckon paboTe paccMOTpeHbI crieayloLme BONnpochl:
8. YassumocTs K.
[aH 0630p OCHOBHbIX NPOGIEM YS3BUMOCTU KOMMLIOTEPOB M KOMMbIOTEPHbLIX CETEN.
9. BuAbl KOMMBLIOTEPHbLIX NPECTYNNEHNNA.

MpuBedeHa nonHas Krnaccudgukauusi BUAOOB KOMMBIOTEPHBIX MPECTYNMEHUA, MO  PasnUYHbIM
napameTpam.

10. CraTbu YK PO.
BeinonHeHa nog6opka ctatent YK PO, cBsizaHHbIX C KOMMNBIOTEPHOM NPECTYMHOCTLIO.
11. Bopbba c KOMNBIOTEPHOWN MPECTYMHOCTHIO.

CuctematnanpoBaHa uWHdopmaums o Haubornee addekTnBHbIX MeTogax Gopbbbl €
KOMMbIOTEPHbIMW  NpecTynneHuamu. CTaTtucTudeckue JdaHHble MNpecTynneHun B cdepe
MHPOPMAaLMOHHBLIX TEXHOMOMMI Y NbAHOBCKOM 06riactu

12. AHTMBMpPYCHOE nporpamMmmMHoe obecrneyeHune
Knaccudukaums BUpYCOB U aHTUBMPYCHBIX NPOrpamm.
13. «BupycHbie» ntorn 3a 2008 rog,
WTtorn BupycHbIx atak, 3a 2008 roa, no aaHHbIM IBM.

14. TocTpoeHue ceTei n aHTMBMUpycHasa 3awmTa B PrOY CrO «YNbSHOBCKUI 3MEKTPOMEXaHNYECKUIA
KONNemx»

MpakTtnyeckmii onbiT PIrOY CrMNO «Y3MK» no aHTUBUPYCHOW M aHTUXaKepPCKOW 3alumTe CeTen.
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Abstract:

The research in progress will examine the potential impacts of cyber attacks on Russian society and will
determine a framework for pattern recognition from Russian cyber space to identify the major clusters of
people’s knowledge and skills in protecting themselves against cyber crime. This system will be used to build
culturally-sensitive response model/mechanism for fighting cyber-crime.

Introduction:

The revaluation of ICT since the 1980s has provided the criminals with great opportunities to transform what
was known as traditional “old-fashioned” crimes such ID theft, fraud, and many other types of crimes to new
mischief's, unwanted and damaging behavior such as what have come to be known as hacking, spoofing,
credit card fraud and spamming.

According to the general-colonel Boris Miroshnikov, chief of bureau for special technical undertakings at the
RF Ministry of the Interior, only in 2007 about 12 thousand computer crimes were recorded, and more than
600 resources containing ‘undesirable content’ were closed. More than half are sites with child pornography
and that is only the top of the iceberg.(Myakisheva, 2008).

The anonymous nature of the internet makes it possible for many individuals to engage into a variety of
criminal activities in cyberspace. Hollinger (1988) conclude that individuals were more likely to be involved in
illegal computer activity if they had friends who also were engaged in the activity.

These trends of crime could:
e Have grave social consequences for the society.
e Be of immediate concern to national government.
e Have a serious impact on the national economy.

In the face of these challenges, the criminal code of Russian Federation have produced the first piece of law,
which includes the articles against cyber crime (The Criminal Code of the Russian Federation, Chapter 28,
Federal Law No. 64-FZ of June 13, 1996 on the Enforcement of the Criminal Code of the Russian
Federation)

Chapter 28. Crimes in sphere of the computer information

e Article 272. lllegal Accessing of Computer Information

e Article 273. Creation, Use, and Dissemination of Harmful Computer Viruses
e Article 274. Violation of Rules for the Operation of Computers,

Computer Systems, or Their Networks
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However despite the numerous attempts, there is a lack of an agreement in frame works for either
understanding or responding to these issues, their impacts and their interrelationships in Russia.

“It is clear that organized cyber crime has taken root in countries that don’'t have response mechanisms,
laws, infrastructure and investigative support set up to respond to the threat quickly,” said Ronald K. Noble,
secretary general of Interpol, an organization that facilitates transnational law enforcement cooperation. He
declined to discuss the Russian Business Network specifically”, ( Richard Koman, 2007).

The research will examine the potential impacts of cyber attacks on Russian society and will determine a
framework for pattern recognition from Russian cyber space to identify the major clusters of people’s knowledge
and skills in protecting themselves against cyber crime.

The main aim of this research is to create the map of Russian society showing the more and less educated
districts of the country. The researcher will identify what initiative is being employed to secure user-individuals.

The objectives of the research are therefore:
e To determine how best to protect the user-individuals from cyber crime attacks.

e To determine more specifically how such incidents are perceived and the possible effects this may
have.

e To identify the clusters of people and explaining the similarities, differences and how the different
clusters of people can be connected.

Cyber crime in Russia

Cyber crime is the modern and one of the most serious problems in the world and affecting to the almost
every people’s life stages. In 21 century cyber world and real world are very close. As Jahankhani (2008)
said: “Identify theft is a growing criminal phenomenon which presents a major threat to individuals,
businesses, governments and society in general”. (Jahankhani and George. 2008). The cyber crime can be
identify in different ways, one of them is: “Any criminal activity that uses a computer either as an
instrumentality, target or a means for perpetuating further crimes comes within the ambit of cyber
crime”.(Pawan, 2003). Stephenson (2000), defines the cyber crime as all criminal activities where committed
using the computer or against the computer or network also using any tool to do so.

( Stephenson, 2000)

The current situation of cyber crime in Russia is one of the most complicated. According to Washington post
article: finds that of all the cyber crime coming out of Russia, it is actually Russian victims that top the list for
hackers (this apparently contradicts the widespread myth that hackers based in Eastern Europe and Russia
focus all their energy on attacking Western sites). (Brian Krebs, 2009). In the report IBM Internet Security
Systems confirmed that Russia remains the world centre for spamming. In 2008 Russia took the 1 place in
world spam, which make around 11.6 percent of world spam senders. (IBM, 2008).

According to Mr. Miroshnikov: “at present the penalty is too tolerant, i.e. 2-3 years of imprisonment, while in
other countries people are sentenced to 10-15 years of imprisonment with property confiscation, such an
inadequately tolerant penalty encourages criminals to continue committing more sophisticated
crimes.”(Myakisheva, 2008)

All these facts, explores that Russian internet community (( around 38,000,000 Internet users as of Dec/08)
according to The Internet world statistics, usage and population, Russian Federation) is vulnerable to cyber
crime. To minimize the harm and impact on the community, the awareness level of cyber crime risks will be
examined and analyzed in this research project.

Clustering and mapping.

In the propose research project, the main part of the research will be heavily rely on grouping (clustering and
mapping) the Russian cyber society. According to Hichem Frigui et al, 1997.: “Clustering, also known as
unsupervised classification, is a process by which a data set is divided into different clusters such that
elements of the same cluster are as similar as possible and elements of different clusters are as dissimilar as
possible”.( Hichem Frigui et al.1997). In the article of Jan Puzicha 1999 et al.: “clustering or grouping
problem, i.e., the general goal is to identify groups of similar image primitives. Depending on the specific
problem these primitives can be entities like pixels, line elements, image patches and regions, real-world
objects, or even complete images being part of an image sequence or an image database.” (Jan Puzicha et
al, 1999)

IT security conference for the new aeneration

29



I(ASI’ERSKYﬁ KA(Mzp(Koro

In the scientific research there are many different types and methods of clustering. The choice of the method
depends of the data and context of examined data. Generally, there are two main different methods of
clustering;

e Hierarchical clustering
o Partitional clustering (Raza Ali et al, 1998)

Also clustering is a method for statistical analysis, which can be applied in machine learning, data mining,
pattern recognition, image analysis and bioinformatics.

Previous researchers have relied on mapping as a part of their research process because it is

“a well- established practice in action research approaches to international development. Any kind of
available local materials are used to create the maps which usually record geographical dispersement,
resource allocation, services, physical barriers and social networks and relations”.(Stratton, 2008). The
research map below shown the different peoples cluster, which was created by David Bonisar. The aim of
this map is to show the National Freedom of the Information Laws, Regulation and Bills for the Privacy
international group in 2008.

National Freedom of Information Laws, Regulations and Bills 2008

A

Dark - Comgrehensive national law anacted
Medium - National regulation enacted

@ L Rty

*Nat all national laws have been implamanted or are effactive. Ses www, privacyintemational .arg/faisurvey for reviews of the laws and practices
In addition, The Privacy International group has produced a Map of surveillance Societies around the world in
2007. This map shows different levels of the societies all over the world.

Map of Surveillance Societies around the world

I I ¥ »

Adequate safgguards aﬂainst abuse
Some safeguards but weakened pri

Systemic failure to uphold safequar
Extensive surveillance sociaties
Endemic surveillance societies

"l
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Allan Brimicombe in his research has used clustering technique to show how London society is divided into
communities by ethnic indications and different religions.

From:
Alian J. Brimicombe

Minority Communities by Ethnicity

Ethnicity, refigion and residential seg ion in London
ooh Greater London, 2001 Census

Environment & Planning B 34: B34-804 (2007)

Typology

B Host: dominant

I Host: mild inclusion

M Host: strong inclusion

B Enclave: pluralist

W Enclave: focused

I Enclave: rainbow

M Enclave: polarised
Enclave: concentrated

Boundary data and 2001 Census data, Crown copyright

The research will contribute to Russian literature of cyber crime, there is no previous studies identified the
cyber skills of Russian society before-to the researcher best of knowledge- and that why this research will be
interesting for the cyber crime expert and will have the additional effect as information about Russian
Federation and its cyber society.

Methodology

To achieve the aim of the proposed research, which is measuring cyber skills in Russia web society and
trying to cluster individuals into groups according to their awareness of cyber security skills, the researcher
believes on using Artificial Intelligent (Al) tools for pattern recognition, which will help to analyse data from the
designed questionnaire. The questionnaire will be scenario-style questions which will be analyse using the
pattern recognition Al software tools. The researcher will rely in a five scenario questions of different
categories of individuals such:

Russian Federation.

MEN WOMEN
new users new users
(young; medium age; old) (young; medium age; old)
experienced users experienced users
(young; medium age; old) (young; medium age; old)
internet workers internet workers
Social users social users

Conclusions

This investigation is quite new and progressive, because nowadays the internet is wildly used for work,
shopping and entertainment. Also, every day the enormous amount of data transmitting all over the world. In
this case even the single user has had some skills about the cyber crime and cyber legislation. This research
project allows finding out the different clusters of people and analyzing their knowledge in cyber crime and
legislation system.
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KpaTkui o630p:

JaHHbIi NpoekT npeanonaraeT rnyGokoe uWccriefoBaHUe MOTEHUMAanbHOro BRUSIHUSE kKubep aTak Ha
poccuiickoe 0OWecTBO ¥ cUcTEMATU3aLMIO pacro3HaBaHUsi 0O6pasoB BHYTPU POCCUIACKOrO  Kubep
npocTpaHCcTBa ANnA VI,EI,eHTVI(*)I/ILI,I/IpOBaHVIﬂ 3HaHUN B OCHOBHbIX Knactepax nonb3oBaTtenen ansa 3awuTtbl UX oT
KMGEPHETUYECKMX Yrpo3. MMaBHOM Lierbio UccnefoBaHns SBNSeTC Co34aHne KapTbl POCCUMIMCKOro o6LLecTBa,
AeMOoHcTpupytoLlasi 6onee nnm meHee o6pasoBaHHbIE CIOU HACENEHUS.

KpaTkuin 0630p:

[aHHbIii NPoeKT npeanonaraeT rnyGokoe uccrieqoBaHue NOTEHUMANbHOrO BIMSHUS KMbep atak Ha
poccuiickoe O0OWecCTBO U cUcTEMATU3aLMO pacro3HaBaHUsi 06pasoB BHYTPU POCCUIACKOTO  Kubep
NPOCTPaHCTBa ANA UAEHTUMULMPOBaAHUS 3HAHWIA B OCHOBHBLIX KIlacTepax nofb3oBaTtesiei Ans 3awmutbl Ux ot
KMbepHeTUYeckux yrpos. MMaBHoI Lienbio UCCrefoBaHVs SBNAETCA Co3AaHne KapTbl POCCUIMCKOro oGLLecTBa,
[AEeMOHCTPMPYIOLLIEH YpOoBEHb 0BPa30BaHUs PasfMYHbIX CI0EB HaceneHus!.

BBepeHue:

Mo paHHbIM nposepku, nposefeHHbI UKT(MHdopMaLMOHHO-KOMMYHUKALMOHHbIE TEXHOMOrnM) ¢
1980-x rogos, GbINO YCTAHOBMEHO, YTO KPUMWHAM, 3aHUMAOLWMNCA TPagULMOHHBIMU NPECTYNNeHnsIMu-
N3BECTHbIMM, KaK «CTAapOMOAHbIE», BOPOBCTBO, MOLUEHHUYECTBO, NOAAENKa JOKYMEHTOB U Ap., MOMNyYnnun
BO3MOXHOCTb 4151 CO34aH1sA HOBbIX hopM Knbep kpummnHana, Hambonee HexenaTemnbHbIX U OMACHbIX, TAKUX
KaK xakepCTBO, CMyUHT, MOLLIEHHNYECTBO C KPEAUTHBIMWU KapTamu 1 CNaMMUHT.

Mo 3asBneHuto HadvanbHWKa OKpPO, NO TEXHWYEeckum cornawenuam npun MBO P®, reHepan-
nonkosHuka bopuca MupowHukoBa, Tonbko B 2007 rogy, 3apernctpuposaHo okorno 12 000 KoMNboTEPHbIX
npectynnexHui n 6onee 600 pecypcoB, MMeEOLNX «HexenaTenbHoe coaepxaHne» 6bino 3akpblto. Bonee
NONOBMHbI- CalTbl C AETCKOW NnopHorpaduen 1 aTo nullb BeplivHa acbepra (Makuwesa 2008).

AHOHUMHOCTb MHTEpHeTa [fernaeT BO3MOXHOW Ans MHOMMX MNonb3oBaTenen npucoeauHATCS K
pasnuyHbIM BUAAM KPYMMWHANbHOW aKTMBHOCTU B knbep npocTpaHcTBe. Xonnurep(1988), npuwen
3aKMOYEHNIo, YTO Monb3oBaTenu Haumbonee akTMBHO BKIHOYAKOTCA B HENeranbHyl KOMMbIOTEPHYHO
DeATenbHOCTb, €CNNU OHU WMEIOT OpY3el, BOBMEYEHHbIX B 3Ty AEATENbHOCTb paHee. OTW HeraTuMBHbIE
TEeHAEHUMM CO3[atoT:

e Yrposy HauuoHanbHo 6e3onacHoCTK;
e  OnacHocTb 419 HaL. SKOHOMUKM;
e  CouuarnbHyo yrpo3sy ans obLecTsa B LieNIoM 1 BNeKyT 3a coBol Tshkenble NoCneacTBus.

Mepen nuuom, BbienepeyvncrieHHblXx onacHocTen B YK P® Obin BBegeH psiA HOBbIX 3aKOHOB
cofepxalumx ctaTtby, HanpasneHHble NpoTue knbep npectynnexnun. (YK P® rn.28 depepanbHbin 3akoH Ne64
3 o1 13 noHa 1996, HanpasneHHbIe Ha ycuneHve PO).

aea 28. lNpecmynneHusi 8 cghepe KoMblomepHoU UHhopMayuu.
o Cmambs 272. HenezanbHbIl 0cmyn K KOMIbiomepHoU UHgopmayuu

o Cmambs 273. Co3daHue, ucrnonb308aHue u pacrpocmpaHeHue 8ped0OHOCHbIX KOMIbMEPHbIX
supycos.

e Cmambs 274. HapyweHue npasun ucronb308aHUsi KOMIbOMEPO8, KOMITbIOMEPHbIX CUCMEM U UX
cemed.

Ho, HeB3upas Ha MHOrOYMCNEHHbIE MOMNbITKA ynydlweHna cywecTBytolero nonoxeHus, HabntogaeTcs
pAn CUCTEMHbIX HE4OCTATKOB U3- 3a BHYTPEHHUX OTHOLLEHWNIN B POCCUNCKOM obuecTBe 1 HecobnoaeHun nnm
WrHOPUPOBAHMN CyLLLECTBYHIOLLINX 3aKOHOB.

Kak 3assun Pornanbg K HoGenb, reHepanbHbin cekpeTapb MHTepnona, opraHnsauny, Ysu BO3MOXHOCTH
No3BOMAIOT [OCTUYb  MEXKOHTUHEHTANbHOro B3aMMHOrO CoTpyAHuyecTBa. «CTaHOBUTCA SACHBIM, YTO
opraHnsoBaHHas kubep npecTtynHocTb GepeT cBoe Hayano B TeX CTpaHax, KOTopble He MMEKT CTPOron
3aKkoHoAaTenbHoM 6asbl, MHPPACTPYKTYPbI 1 NPABOBOr0 perynmpoBaHnsi, CNocobHOro GbICTPO pearMpoBaTb
Ha yrpo3y» OH nogyepkHyTO YKMoHWncsa oT obeyxaeHns cutyauun B PBK. (Puyapa Koman, 2007).

Llenbto nccnegoBaHus siBnsieTcs:
e Haunyywme cnocobbl 3awmThl NONb30OBaTENEN OT KNMBP aTak;

. Pa3pa60TKa Hanbonee 3 PEKTUBHBIX crnoco6oB BLISIBITEHNS] MHLUMOEHTOB M MX NOCNeacTBUIA.
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e peHTndukaums KnacTepoB NoAeN 1 BbiSIBIIEHWE CXOACTBA, Pasnuynii 1 CBA3ER MeXAy HUMMN.
Kn6ep kpumuHan B Poccuinckon Peagepaumm.

KnGep npecTynHOCTb SIBNSieTCA O4YeHb OCTPOM NpPoBneMon COBPEMEHHOCTW, TaK Kak 3aTparuBaeT
MHTepecChl NPaKTUYECKN BCEX NMOAEN COBPEMEHHOTO 0OLLECTBa Ha pasfiMyHbIX aTanax ux xusHu. B XXI Beke
Knbep v peasbHbI MUPbI TECHO B3auMMOCBsi3aHbl. Kak ckasan goktop fAkaxanHu(2008): «peHTudmkaums
HapyLUMTENs- 3TO HEOGXOAMMOCTb, Tak Kak pacTywias Kubep NpecTynHOCTb, npeacTaBnsieT coboi yrposy
NMYHOCTK, BU3HECY, NPaBUTENBCTBEHHBIM CTPYKTYpaM, BCEMY OBLLECTBY B LEMOM.»

Knbep kpumuHan, MoxeT onpegensTbcs no- pasHomy, [laBaH 2003 «Jlobas pesiTenbHOCTb
MCMonb3ylowwasi KOMMbITEP, Kak WMHCTPYMEHT, MWLIEeHb WNW CPeAcTBO ANs COBEpLUEHUS NPecTynneHus,
ABNseTcs kpuMmuHansHony. CtuseHcoH 2000, onpeaenun knbep npectynneHus, Kak nobyo KpMMUHaNbHYO
[esATenbHOCTb, rAe NPecTynieHns COBEPLLATCS C UCMOMb30BaHMEM KOMMbIOTEPA UMW NPOTUB KOMMbIOTEPa
WKW CeTun, UCNonb3ys NPy 3TOM pasnuyHble MHCTPYMeHThI. (CTneeHcoH, 2000)

CyuwecTBytowiasa cuTyaums B kubep npecTtynHocTu, ogHa M3 Hambornee OCTPbIX U CIOXHENLLMX Npobnem
coBpemMeHHon Poccum. CornacHo cTtatbe BaluMHITOH nocT, kubGep npecTynneHus, npovcxopdline Ha
TeppuTopun Poccum B nepByl0 ovepedb 3aTparvBaloT CaMuMX POCCUSH, KOTOpble SBMSATCA OCHOBHbIMU
XepTBaMU POCCUNCKNX XakepoB (3TO MPOTUBOPEYNT LLUMPOKO PacnpoCTpaHEHHOMY MUQY O TOM, YTO XaKepbl,
Haxoaswwmecsa B BoctouHon EBpone un Poccumn cocpenoTadmBaloT Bce CBOE BHMMaHWe Ha 3anafHblX canTax)
(BpanH Kpebc, 2009). B otyete IBM ytBepxgaetcs, uto Poccusi octaeTcsa MWPOBBIM LEHTPOM MO
pacnpocTtpaHeHuto cnama, 11.6% pacnpoctpaHeHus cnama B mupe. (IBM, 2008).

CornacHo 3asiBneHuto reHeparn- nonkoBHMka MUpOLLHUKOBA «B HACTOsILLEEe BPEMS HakasaHue 3a knbep
NPecTynineHnsi BECbMa He3HauyuTenbHo, Bcero 2-3 roaa 3akioyeHusi, B TO BPeEMSs, Kak B OpYyrux cTpaHax
nono6Hele npectynneHus kapaetca 10- 15 rogamu 3aknoyeHnst ¢ KoHUCKaLMen NMyLLEecTBa, YTo ABMSETCS
afeKBaTHbIM OTBETOM MNPECTYNHUKaM W YyAEPXMBAET UX OT COBEPLUEHWs MNOAOGHBIX MNPECTyNnfeHui B
AanbHenwemy (Msikuwesa, 2008).

Bce BbllenepeyumcneHHble akTbl yKasblBalOT Ha TO, YTO POCCUICKOE UHTEpPHET cooblyecTBo ((okono
38000 000 nonb3oBatenen Ha pAek. 2008) cormacHO [aHHLIM  MUPOBOW  WHTEPHET CTaTUCTUKE
nonb3oBartenemn n Hacenexwus P®) asnaetca ya3sumbiMu AN knbep npectynHocTn. Ytobbl MMHUMHU3MpoBaTh
yuepb 1 HeraTuBHOe BMMSHWE Ha OBLLECTBO, B HacTosLen pabote byget nccrnefosaH v npoaHanuanpoBaH
YypPOBEHb OCBEAOMIIEHHOCTM MOfb3oBaTens o6 onacHoOCTH knbep NpecTynneHui.

KnactepuHr n cosgaHue kapr.

OcHoBHasi 4YacTb npegnonaraemon paboTbl OydeT HampaBneHa Ha co3gaHWe KrnacTepoB W KapT
poccuiickoro knbep coobuectea. CornacHo Xudem ®pukbmn(Hichem Frigui) 1997 «KnactepuHr nssecteH kak
He KOHTponupyemas knaccudukaums, SBRASOLWASCA NPOLEeccoM, C MOMOLLbI0 KOTOpOro Habniogaemblie
rpynnbl NOAPa3AensitoTCa Ha pasnuyHbIe KnacTepbl, 3NIEMEHTbI KOTOPbIX NOXOXW APYr Ha Apyra u Knactepbl
3MNeMeHTbl KOTOpbIX abCcomnoTHO pasnuuHbly (Ppukbto, 1997). B ctatbe XKaHa [ysnya «KnactepuHr mnu
rpynnuposaHve npobnem, Hanpumep obLien Lenu, No3sonseT onpedensTe rpynnbl NOXoxux obpasos. B
3aBUCMMOCTU OT creumdmrkn npobnembl 3TM 06pasbl MOryT GbiTb NPEeACTaBMeHbl Kak MUKCeNW, NMHeNHbIe
anemeHTbl, 0bpasHble aMeMeHTbl U paloHbl, peanbHble CyLlecTByloWwMne obbekTbl U gaxe vactn obpasa,
cornacytowero ¢ BA» (Jan Puzicha, 1999)

B HayyHbIX MccrnegoBaHMAX CYLLECTBYHT pas3nuuyHble TUMbl U MeToabl knactepuHra. Beibop metoaa
3aBNCUT OT CYLLIECTBYIOLLMX (hAKTOB, KOHTEKCTA U UCCNedyeMbiX OaHHbIX. B o6Lem pasnuyatoT 2 OCHOBHbIX
MeToAa KnacTepuHra.

e VepapXxuyeckunin KnacTEepWHT;
e YacTtnyHbii knactepuHr (Pasa Anu, 1998)

KnactepuHr, Takke sBRsieTCS MeTOAOM CTaTUCTMYECKOrO aHanusa, MW3BriedeHust uHdopmMaumu,
pacnosHaBaHus 06pa3oB, aHanManpoBaHUs obpasoB 1 Guo- MHdopMaTUkK. Jiobble UMelowmMecs AaHHble,
MCMONb3YylTCA AN CO34aHWa KapT, KoTopble OObIYHO OTpakaloT AeicTBUTENbHoe reorpaduyeckoe
pacnpocTpaHeHue, pacrnorioKeHNe pPecypcoB, U3nYeckme NpensTCTBUS, CouManbHble CETU Y OTHOLLEHUS».
(CrapTToH, 2008)

Kapta wuccrnepoBaHus, cosgaHHas [asugom BoHucapom v npegcTaBneHHas Huxe, OeMOHCTpupyeT
pasnuuHble Knactepbl Nnogen. Llenb aTon KapTbl, NokasaTb HauuMoOHanbHble cBoboAbl M perynupoBaHve
MHGOPMAaLMOHHBIX 3aKkoHOB 1 Bunnu ans PIG(Privacy International Group) 2008.
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Drarik - Cammrehensive natonal law anacted
Maedium - National regutation enacted

David Banisar - Panding efort ic ansct B
Decembar 2008 i - Mo law ar kaw not oparatve

*Not all national laws have been implamanted or ara effactive. Sas www, privacyintemational . arg/folsurvey for raviews of tha laws and pracbces

B pononHeHne k atomy PIG BbinycTMna kapTy KOHTponupyembix coobuiectB 3a nepuog 2007 roga
o6wwecTs no Bcemy mupy. (PIG 2007)

Mago developed from btipcffenglish freeman jo

AnaH Bpumukom, B CBOEM MWCCReAOBaHMM MWCMONb30Ban TEXHWUKY KnacTepuHra, 4Tobbl nokasaTtb, Kak
NOHAOHCKOE OOLLEeCTBO pasdensieTcsl Ha rpynnbl MO 3THUYECKON W PenurnosHoi npuHagnexHocTu. (Allan
Brimicombe 2007)
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Ethnic typology

Host: dominant
o Fost: mild inchesion
MW Hosi: sirong inclusion

Enclave: pluralist

W Enclave: focused
Enclave: cainbow

W Erclove: polinssd

W Enclave: concentmted

e

km

Mpepnonaraemoe uvccnegoBaHve OyaeT ABNATbCA  OOMOSNHUTENBLHOWM  UWHGpoOpMaumen no Pd, ee
KnbepHeTMyYeckomy OOLLEeCTBY, [OJPKHO CTaTb BKMagOM B POCCUWCKYHD HayKy O knbep NpecTymnHOCTU U
3aMHTepecoBaTb 3KCMEPTOB, TaKk Kak A0 HACTOSILLEro BpeMeHuM paboT Ha nopobHyro Temy B PO He
BbINOJHANOCh.

MeTogonorus.

Ona [oCTUXKeHWs uenel 4aHHOTO UCCREAOBaHMUS, KOTOpbIe AOMKHbLI onpeaenuTb knbep HaBblkM B UHTEPHET
coobLlecTBe U MOMbITaTbCsl CO3AaTb KnacTepbl B 3aBUCUMOCTU OT UX YPOBHSI OCBEAOMIIEHHOCTM O Mepax
Ges3onacHoOCTM, uccrnegoBaTtenb CcyMTaeT HeobXoAMMbIM WCMOMb30BaHWE NpPOrpamMmbl  MCKYCCTBEHHOIO
WHTEeNneKkTa Ans pacnosHaBaHus obpa3oB, KOTOpble MOMOrYT aHanuM3vpoBaTb MHOPMAaUMIO MOMYYEHHYHO
nyTemM aHKeTMpOBaHWs. AHKEeTMpOBaHWe npegnonaraeT Cco3faHue CUTyaTMBHOCTM, KoTopas Oyger
aHanusupoBaHa nyTem pacnosHaBaHUs 00pa3oB C UCMOMb30BaHNEM CUCTEMbI UCKYCCTBEHHOIO UHTEMMEKTa.
Wccneposatent npepnonaraeT UCnonb3oBaTb 5 CUTyaTUMBHbIX BOMPOCOB Cpeau PasnuuHbIX KaTeropui
nonb3oBaTenei, NpeacTaBneHHbIX B Tabnuue.

Poccuickana ®egepaums

My>XUYMHbI YKeHLWuHbI
HoBble nonb3oBatenu HoBble nonb3oBatenu
(momnopgble; cpegHero Bo3pacTa; (Monopple; cpefHero Bo3pacTa;
noxunele) noXxunele)

OnbITHbIE NOMb30BaTENMU OnbITHbIE NOMb30BaTENMU
(Monogple; cpeaHero Bo3pacTa; (Monogble; cpegHero Bo3pacTa;
noXxwunele) NoXwurnble)
PaboTHWKM KOMMbIOTEPHOM PaboTHWKM KOMMNbIOTEPHOW
cepsl cepbl
PaboTHukn cdepsbl ynpaBneHusi PaboTHukn cdepsbl ynpaBneHusi

3aknouyeHue

370 uccrnenosBaHue ABNAeTCA aGCoMTHO HOBBLIM M MPOTPECCUBHBLIM, Tak Kak B HAacTosILLEe BPeMsl UHTEPHET
LUIMPOKO UCMONb3yeTcsl BO BCeX cdepax AesTenbHOCTM YerioBeka: Hayke, Ou3Hece M pasBreyeHusix.
ExxeqHeBHO 60sbLUOE KONMYECTBO MHGOPMALMM pacnpoCTpaHsieTcs No BCeEMY MUPY Yepes MHTepHeT. B aTon
cuTyauuy noGor nonb3oBaTeNlb JOSkeH obnagatb HeoGXoaWMbIMU HaBblkaMu B 0GNacTM UHTEpHeT
npectynneHwii M kubep. 3akoHofaTenbcTBa. [laHHbIi NPOEKT npeanonaraeT BbISBNEHWE Pa3NUYHbIX
KrnacTepoB MOAEN U aHanu3 ux 3HaHuiA B 061acTu knbep NpecTynHOCTM U 3aKOHOAATENbBHON CUCTEMDI.
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TpaHcHauuoHanbHble UHTepHeT-NpecTynseHus : npoonembl
HOPUCANKLUN N OCOOEHHOCTU peLleHu No 3aKkoHoAaTeIbCTBY
Poccuu u N'epmaHumn
[MapamoHoBa C.J1., LL.M.

Makc-MnaHk-UHCTUTYT NO MHOCTPAHHOMY U MeXAYHAapOAHOMY YroJIOBHOMY NpasBy,
r. Ppanbypr;
acnupaHT YHuBepcuteta lNaccay, N'epmaHus
s.paramonova@mpicc.de; sunshinesvet2@yandex.ru

Transnational Cybercrimes: Problems of Jurisdiction and
Peculiarities of Solutions According to the Legislation of
Russia and Germany
Paramonova S.L., LL,M.

Max Planck Institute for Foreign and International Criminal Law, Freiburg
PhD-Student at the University of Passau, Germany
s.paramonova@mpicc.de; sunshinesvet2@yandex.ru

Cybercrime is a primary example of cross-border crime, and so, it raises the issue of jurisdiction. It turns out
that countries think quite differently on this issue. The cybercrime statutes of numerous countries show
varying and diverging jurisdiction clauses. In this article, these approaches are outlined regarding Russia and
Germany, by indicating when states claim jurisdiction and under which jurisdictional principles, legislative
provisions of Russia and Germany allow that claim and how jurisdiction conflicts should be solved.

The purpose of the work is to show, during research of the legislation of Russia and Germany concerning
the issues of jurisdiction as regards the Internet crimes, by the example of real and invented legal cases, the
necessity of reform of the Russian legislation in the field of jurisdiction, to give particular recommendations.

Tasks:

1. Examination of criminal legislation of Russia and Germany, applicable to the solution of issues of legal
foundation for the propagation of own jurisdiction in the Internet space.

2. The analysis of jurisdictional conflicts arising in the absence of country for solution of legal situation
(negative jurisdictional conflict) or in case of collision of interests of the states in application of the own
criminal law (positive jurisdictional conflict).

3. Detailed analysis of principles on the basis of which, the application is implemented, of the national law
concerning the Internet crimes.

4. Conclusions and particular recommendations, proved practically and theoretically, for perfection of the
Russian legislation, based on practical and theoretical substantiations.

Urgency

Trans-national crimes is not a new phenomenon, they always existed. In the modern world various kinds of
Internet crimes represent vivid example of trans-boundary offences. The Internet getting increasing
significance in the modern life is accompanied by new virtual capabilities which entail growing legal
uncertainty and instability.

When solving any legal situation with a foreign element, in particular, concerning the trans-boundary crimes,
the first arising question is a question of jurisdiction: which state is authorized to apply the own national law
with respect to the criminal case. The solutions have their features within the framework of Internet space. In
the cyberspace, when committing crimes, it is possible to quickly and frequently cross, if not territorial, then
jurisdictional borders of states. At that, the victims can potentially be all the users of the Internet. There is a
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correct question regarding the law that should be applied with respect to Internet crimes. Whether criminal
law and order of multitude of states shall be declared to be applicable, whereas huge amount of information,
including illegal information available in the Internet, is accessible from practically any country of the world.
Within the frameworks of the given research, the analysis of criminal jurisdiction is carried out, mainly by the
example of the Russian and German legislation as regards the Internet crimes.

The main results of the research:

Particular proposals on changing the clauses 11 and 12 of chapter 2 (action of the criminal law in time and
space) of the Criminal Code of the Russian Federation, with the consideration of the specificities of the
Internet space.

Practical application in the sphere of information safety

Practical application of the given research consists in that the inserted changes in the Russian legislation on
the part of jurisdictional problems of Internet crimes would allow to protect in a greater degree, the rights of
citizens of the Russian Federation outside the territory of the Russian Federation. On the other hand, they
would allow the Russian Federation to extend the own jurisdiction to those cases where the state interests
are directly affected by the crimes committed in the Internet space. It is first of all concerned with the
alteration of territorial (item 1 of clause 11 of the CC of the Russian Federation) and actual (item 3 of clause
12 of the CC of the Russian Federation) jurisdictional principle.

Llenblo paboTbl ABNsSeTCA B x04e MCCredoBaHus 3akoHogatensctBa Poccun n epmaHum B OTHOLLUEHMK
BOMPOCOB OPUCAMKUMK, Kacarowmxcs NHTEepHET-NpecTynneHnn, Ha npuMepe pearsbHbIX U BbIMbILLIEHHbIX
npaBoBbIX CryyYaes, Moka3aTb HeobxoaumocTb pedopmbl Poccuiickoro 3akoHogatensctBa B obnactu
IOPUCAMKUMN, AaTb KOHKPETHbIE PEKOMEeHOALMN.

3apaum:

1. WccnegoBaHve yronoBHOro 3akoHopaTenbctBa Poccun un epmaHuu, NPpUMMEHUMMOro K paspeLueHuto
BOMPOCOB 3aKOHHOTO OCHOBaHWS QAN pacnpoCTpaHeHuMs COOCTBEHHOW topucaukumm B VIHTepHeT-
NpoCTpaHcTBe.

2. AHanu3 1opUCOMKUMOHHBIX KOHMIIMKTOB, BO3HMKAIOLWMX NPWM OTCYTCTBUM CTPaHbl ANA paspelueHns
NpaBoBON CuTyauun (HeraTMBHbIA OPUCAMKLUMOHHBIA KOHMNWUKT) WAWM MNpPU  CTOMKHOBEHUWM WHTEPECOB
rocyaapcTs B NPUMEHEHUN COGCTBEHHOTO YronoBHOMO Npasa (MO3UTUBHBIN KOPUCONKLMOHHBIA KOHIWKT).

3. MNMoapobHbI aHanu3 NPUHUMNOB, HA OCHOBE KOTOPLIX pellaeTcsl NMPUMEHEHUE HauMOHarnbHOro npasa B
OTHOLLEHUN VHTepHeT-NpecTynneHui.

4. BbiBogbl M KOHKpETHble peKkoMeHAauuu, OOOCHOBaHHble MNPaKTUYEeCKM W TEeOpPeTUYecku, Ans
COBEPLUEHCTBOBAHMSA POCCUIACKOIO 3aKOHOOATENbCTBa, OCHOBAHHbIE HAa MPaKTUYECKUX U TEeOpPEeTUYECKUX
000CHOBaHUSIX.

AxkTyanbHoOCTb

TpaHcHauunoHanbHble NPECTYNiieHUs - He HOBOE SBMIEHME, OHW Bcerga cyllecTtBoBanv. B coBpemeHHOM
MUpE pasnuyHble Buabl VIHTEpHET-MpecTynneHun nNpeacTaBnsAloT CcoboW  camblil  SpKMA  NpyuMep
TpaHCrpaHWyHbIX NpaBoHapylweHun. HTepHeT, npuobpeTatowmin Bce Gornbluee 3HaAYeHWEe B COBPEMEHHOMN
XWU3HKW, COMPOBOXAAeTCA HOBbIMUM BUPTYyarbHbIMW  BO3MOXHOCTSIMW, KOTOpble BMeKyT 3a cobown
BO3pacTaloLLyl0 NPaBOBYIO HEONPEAENEHHOCTb N HECTabUNBbHOCTD.

Mpu peweHnn nobor NpaBoOBON CUTyaLUW C MHOCTPAHHBLIM 3fIEMEHTOM, B OCOOEHHOCTU B OTHOLLEHWU
TPaHCTPaHUYHBLIX MPECTYMNMEeHN, MepBbli BO3HMKAMOWMA BONPOC - 3TO BOMPOC HOPUCOUKLMKU: Kakoe
roCyAapCTBO YMNOSTHOMOYEHO MPUMEHSATb B OTHOLUEHUM YrONOBHOTO Aderna COBCTBEHHOE HauvoHanbHoe
npaso. CBon 0cobeHHOCTN NMEIOT peLleHns B pamkax VMIHTepHeT-npocTpaHcTea. B knbep-npocTtpaHcTse, npu
COBEpLUEHUN MpPecTyNNeHUn MOXHO ObICTPO W 4acTo nepecekatb, €CnM He TeppuTopuanbHble, TO
IOPUCAMKUMOHHBIE TpaHuubl rocygapcts. [lpy 3TOM xepTBamuM MOrYT CTaHOBUTbCH MOTEHUMAanNbHO BCe
nonb3oBaTenu uHTepHeTa. BosHukaeT cnpaBeanvBbIn BONPOC O npasBe, KOTOPOe AOIMKHO MPUMEHATLCH B
oTHOWeEHUN UHTepHeT-npecTynneHnin. [JJomkHbl N 06BbABNATECA MPUMEHUMBIMU YTOMOBHbLIE NPaBONOPSAKMN
MHOXeCTBa rocyaapcTB, MpW TOM, YTO OFPOMHOE KONMMYeCcTBO MHAOpMauuuW, B TOM YMUCIEe HE3aKOHHOW,
umerowernica B WHTepHeTe, OOCTYMHO w3 npaktuyeckn nwbow cTpaHbl mupa. B pamkax pgaHHoro
nccrnefoBaHNa NPOBOAWTCH aHanmM3 YrofoBHOW IOPUCAMKLMM FMaBHbIM 06pa3oM Ha npyMepe POCCUICKOro 1
HeMeLIKoro 3akoHofaTenbCTBa B OTHOLEHUN VIHTepHeT-NpecTynneHni.

OcHOBHbIe pe3ynbTaTbl UCCre[OoBaHUA:
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KoHkpeTHble npeanoxeHnss No uameHeHuto crtatenn 11 u 12 rnaebl 2 (OAEACTBME YroONIOBHOIO 3akoHa BO
BpeMeHu u npoctpaHctee) YK PO, ¢ yuetom cneundmkmn MHTEpHET-NPOCTPaHCTBA.

MpakTnyeckoe npumMeHeHue B chepe MH(popMaLMOHHOWM Ge3onacHOCTU

MpakTtuyeckoe NPUMEHEHWE [OaHHOIO MWCCNeaoBaHWUsl COCTOUT B TOM, 4YTO BHECEHHbIE W3MEHEHUs B
POCCUIACKOE 3aKOHOAATENbCTBO B OTHOLUEHUM HOPUCOMKUMOHHBIX Npobnem WHTepHeT-NpecTynnexHun,
no3sonaT B Gonbluei cTeneHn sawumwaTte npasa rpaxgaH P® 3a npegenamu Tepputopumn P®. C gpyron
CTOpoHbl no3BonsAT Poccuiickon ®epepaumn pacnpocTpaHsaTe CODCTBEHHYIO OPUCAMKLUMIO HA Te crnyyaw,
Korga HenocpeACcTBEHHO 3adeTbl TOCy4apCTBEHHbIE WHTEpPeChbl MPEeCTYNNEeHMSAMUM COBEPLUEHHbIMU B
MHTepHeT-NpocTpaHCcTBe. OTO Npexae BCEro kacaeTcs U3aMeHeHust TepputopuansHoro (. 1 ct. 11 YK PO) n
peanbHoro (n. 3 cT. 12 YK P®) 1opMCAMKLMOHHOIO NpUHLIMNA.
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NpoGrnema npaBoBOro perynmpoBaHus
[Meykypos A.B.

Ky6aHckuin NlocypapcTBeHHbIN TeXHONOrM4eckum YHMBepcuTeT
r. KpacHopap, Poccus

pechkyrov@mail.ru

Problem of legal regulation
Pechkurov A.V.

Kuban State Technology University
Krasnodar, Russia
pechkyrov@mail.ru

The work’s goal is next development laws in protect of information sphere in Russia. Author considers that it
is important to work out and pass the bill “About struggle with computer's crime”. Author formulates
fundamental articles of this bill and reasons of passing this bill.

Peanun coBpeMeHHOW >XW3HWM TaKoBbl, YTO YacTb WHQoOpMauuM HeobxoaMmo orpaauTb, caenaB eé
[JOCTOSIHMEM TOMbKO HeoBGXoaMMOMY BaM Kpyry nuu. Ho cyliecTByoT nuua (KOMMbIOTEPHbIE MPECTYNHUKY,
Xakepbl), CNocoGHbIe B3noMaTb Gapbepbl 3alUThl KOHPUAEHUNATNBHBLIX CBEAESHWN.

CoBpeMeHHOe 3akoHoAaTenbCTBO B 06nactu 3awmTtbl MHpopmaumn n MHopmaLmoHHoW Ge3onacHocTu
pa3paboTaHo TLaTenbHO.

OpHako oTcyTCcTByeT npopaboTka Bonpoca O npaBoBOM cTatyce Hapywwutena WC. B uensx nydwero
noHumanmsa B, NoHATUA «KOMMbIOTEPHBIN MPECTYMHWKY, ero cpeacTsa, cneayeT MpUNoXuTb yCcunus ans
pa3paboTkm 1 npuHATMSA 3akoHonpoekTa «O 6Gopbbe € KOMMbITEPHLIMU MPECTYNNEHNAMUY», KOTOPbIA
NOCNY>XWUT OCHOBOW Ansi pa3paboTku HOoBbIX cpeacTB VB He Tonbko B NpaBoBol cdepe.

B paHHoM pabGoTe aBTOp nonbiTancs cOpMynupoBaTb OCHOBHblE MYHKTbl 3TOr0 3akoHOMpoekTa. bbinu
paccMOTpeHbl OCHOBHbIE MPUYMHBI HEOOXOAMMOCTU MPUHATUSA TAKOrO 3aKOHOMNPOEKTa U €r0 aKkTyanbHOCTb.
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MeToauka oGHapyxeHusa 1 Knaccudumkauum Kpuntorpacgpunyeckm
npeobpa3oBaHHbIX thannos
Peunuyknn A.C.

CraBpononbckui FlocyaapcTBeHHbIM YHUBEpCUTET
r. CraBpononb, Poccus

artlst-tm@ya.ru

Technique for detecting and classifying cryptographically
transformed files
Rechitskiy A. S.

Stavropol State University, chair of Organization and technology of data protection
Stavropol, Russia

artlst-tm a.ru

The methodology of proving base collection during court computer-technical examination performance in case
of using on studied object cryptographic facilities and devices of processing and storing the information is
worked out. It is stressed the necessity to work out detailed manuals concerning expert research of computer
technologies and soft programs which should be used in such circumstances.

PaspabotaHa meToponorust cbopa [okasaTenbHoii 6asbl B Xo4e NpoBefeHUst cyneGHOW KOMMbIOTEPHO-
TEXHMYECKOW IKCNEPTU3bl B CryyYae NPUMEHEHWsI Ha UccrefyeMoM oGbekTe KpunTorpaduyeckux CPeacts u
YCTpOMCTB 06paboTkn 1 xpaHeHusi nHdopmaumu. MoayepkBaeTcs HeO6XoAUMOCTb B pa3paboTke AeTarnbHbIX
PYKOBOACTB MO 3KCMEPTHOMY UCCINEN0BAHUI0 CPEACTB KOMMBIOTEPHBIX TEXHOMOMMIA U MPOrPaMMHbIX NMPOAYKTOB
Ansi AeiicTBUI B NOAOGHBIX 0GCTOATENBCTBAX.

B Hactosiwen pabote paspabatbiBaeTcs MeTogonorMs cbopa AokasatenbHon 6asbl B xoAe MpoBeAeHus
CcynebHON KOMMbIOTEPHO-TEXHUYECKOW JKCMEPTU3bl, B TOM Cryyae, ecrn UMEeKTCs OCHOBaHWS npeanonarartb
npuMeHeHne Ha uccriegyeMom oObekTe Kpuntorpadunyeckux cpegctB M YCTPOWCTB 06paboTku M XpaHeHWs
MHOPMaLMK, KOTOpble B HacTosee Bpems CTanu LUMPOKO [AOCTYMHbl. BOMbLUMHCTBO PYKOBOACTB MO
3KCMEPTHOMY WCCEAOBAHUIO CPEACTB KOMMbLIOTEPHLIX TEXHOMOMMI U NPOrpaMMHbIX MPOAYKTOB HE copepxar
ncyepnbIBaloLLMX pekoMeHJaumn Ana AencTBuin B nogobHbIx obcToaTensctBax. BocctaHoBRNEHNE CTPYKTYpbI

OaHHbIX — TOMbKO MOMOBMHA MyTW, ropa3go Oonee crnoxHoe — MPEnaTcTBME MpeacTaBnsieT 3agada
naeHTuukaumm kpuntorpadmyecknx KOHTEMHEPOB, a TakkKe UX Knaccudukaumsa ans nocneaylowmx nonbiTok
JelwmdpoBaHus.

AKTyanbHOCTb paboThbl 3aKMOYaeTCs B yAOBNETBOPEHNN NOTPEOHOCTM KOMMbIOTEPHO-TEXHUYECKOW 3KCMEePTU3bl
B 3(phEKTUBHBIX MHCTPYMEHTax obHapyxeHus u Knaccudukaumm kpuntorpadumyecky npeobpasoBaHHbIX
cannos.

LUenbto paboTbl aBnserca paspaboTka Komnnekca MeToauk pAns  obHapyxeHus  KpunTtorpaduyecku
npeobpa3oBaHHbIX hannoB 1 Ux KnaccnudukaLmm.

[na gocTmkeHnsa nocTaBneHHOM Lenn asTopom CCbOpMyJ'IVIpOBaHbI M pelleHbl cnegyruine YacTtHble 3agayu:

° npoaHanuanpoBaHbl 0COBEHHOCTU crnenoobpa3oBaHUsi  KOHKPETHbIX 0bpasuoB  CpeacTBo
Kpuntorpaduyeckor 3awuTtbl MHpopmaummn (CK3N);

° npoaHanManpoBaHbl BO3MOXHOCTM MAEHTUMKaUMn CK3W, uncnonb3oBaBLUErocsi COBMECTHO C
ncecnegyemMmbiM HoOCUTENeEM WMHopmaLmK, No ero «cregamy;

e  paspaboTaH MeTod 0T6Opa «MNOO03pPUTENbHBLIXY (DaNoB, KOTOPbIE BO3MOXKHO BbINN NOABEPrHYTHI
KpunTorpacuyeckum npeobpasoBaHusiM, M3 O6LEern Macchbl MHOPMAaLUMOHHBLIX OGLEKTOB Ha
nccneayemMom Hocuterne MHgopmaumm;
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° pa3paboTaH MeTof SKcnpecc-aHanmM3a OToOOpaHHbIX «NoJ03pUTENbHLIXY (ainoB Ha npegmet
naeHTMduKaumm ncrnons3oaHHoro CK3A.

MpuUMeHNTENbHO K 0COBEHHOCTAM CrefooGpasoBaHnsl PacCMOTPEHbI TUMUYHBLIE CUTyauuM WUCMONb30BaHMUS
CK3WM un pacnpocTpaHeHHble MNpUeMbl, K KOTOpbIM MpuberawT ONsl YCNOXHEHVs 3agadu novcka W
naeHTUUKaUMM Kpuntorpacduyeckux KOHTEMHEPOB, a Tak XXe Bbl3blBaeMble 3TUM BO3MOXHbLIE OCMOXHEHWS!
npoBeeHUsl 3KCMepTu3bl. [Ns  COKpalleHUs BpeMeHW Mowucka W  Knaccudpumkaumm MHopMaumu,
HaxoasLencs Ha uccnegyemMom obbekTe, NPeanoXeHO MCMorb3oBaTh NPoLEeaypy, BKMovaloLlyo B cebs asa
MeToda: SKCMNPECC-OLEHKN ayTEHTUYHOCTU Y UHTErpanbHOM OLEHKN NoO03pUTENBHOCTY.

MpeanoxeHHbIN METOA SKCNPECC-OLEHKN ayTEHTUYHOCTU, OCHOBAH Ha MPOBEpKE FOrMYecKkux accoumauui
Mexay nNpUIoXeHUsMK, pacwmpeHnamu TunoB awnnos, W Tunamyv AaHHblX. [Ona ero peanusaumu
Heobxogumo npousBecTn cbop MHopMauun Ans aHanu3a no ykasaHHbIM KpuTepusaMm. [locne yero Bce
cobpaHHble faHHble Ha JaHHOM JTane NOABEprarTCs NepekpecTHOW MPOBEpPKe, a TaK Xe CPaBHMBAKTCH C
aTanoHHon "6Gason" cooTBeTCTBUA. Ha oOcHOBaHWM pes3ynbTaToB MPOBEPKM MPUHATH  pelieHve o
HeobXoouMOCTM [OeTanbHOro WccrnefoBaHusa onpederneHHbix obbekToB (dawnoB, 3anucert B peecTpe,
YCTaHOBMEHHbIX nNpunoxeHun). [lpousBeneH BbIGOP [AOCTYNHOTO WMHCTPYMEHTapus [Ans  peanusaumu
npeanoXeHHoOro Metoaa.

MeTon wvHTerpanbHOW OLEHKM MNOA03PUTENBbHOCTM OOBLEKTOB, 3akriuvallmMics B nocnegoBaTenbHOM
«ornpoce» Bcex OOHapyxeHHbIX OOBLEeKTOB, OCHOBAaHHOM Ha 3apaHee OnpeAeneHHOM OrpaHWYeHHOM
MHOXECTBE MPOCTbIX KpuTepueB. Pe3ynbTaTom NpoBEpKM NO KaxaoMy KpuTepueB SBMsieTCA yBenuuyeHue
(MM He yBenuYeHWe) WHTEerpanbHO pEenTUHra MoJ03pPUTENBHOCTM OObEeKTa Ha 3aJaHHyl BENUYUMHY.
LlenecoobpasHa coBMecTHasn peanusaums AaHHOro Metoda CO cpeacTBaMyM WMHAEKCUPOBaHMS OOBLEKTOB Ha
HocuTene MHdoOpMauMu, a TaK Xe ero paclmpeHue MpuMeHeHWeM BecoBbIX koadhduumeHtoB. CobpaH
BO3MOXHbII BapuaHT onpoca. WTorom paboTbl mMeToda sBnsieTcs 6asa gaHHbIX halnoB C MHAEKCOM
nogo3puUTENBHOCTU.

Takum obpasom, B Xxode BbIMNONHEHUs1 paboTbl BbiSIBIIEHbI OCOBEHHOCTU crnefoobpa3oBaHUSA KOHKPETHbIX
o6pasuoB CpeacTB  KpunTorpadmyeckon 3awmTtbl UHGOPMaLMM psaa  OTEYECTBEHHbIX W 3apyGexHbIX
npou3soanTenen; BoisiBreHsl Nyt naeHtudmkaumm CK3W, ncnonb3oBaBlierocss COBMECTHO C uccrnegyembiM
HocuTenem uHdopMauum, paspaboTaH BEPOSTHOCTHLIN METOL COPTUPOBKW, MO3BOSISIIOLLMIA BbISIBUTL ¢hainbl,
noAaeepraBLuMecs kpuntorpaduyeckum npeobpasoBaHusM, a Takke MeTon 3SKChnpecc-aHanu3a ¢annoB Ha
npeaMeT naeHTUMKaLummn Ncnosb3oBaHHOTO Npu Mx co3gaHnm CK3N.
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Bo3MOXHOCTM KNGEpPHETUYECKOro HapyLuuTens no
COXpPaHEeHUI KOH(uaeHUManbHOCTN cBoen nHpopmaumm m
COOGCTBEHHOW aHOHUMHOCTU Nepea NUMUoM NocyaapCcTBEeHHbIX
cnyX6 rmno6anbLHOro aNIeKTPOHHOro Haa3opa
LLlaBaHoB A.B.

Ky6aHckuin NlocypapcTBeHHbIN TeXHONOrM4eckum YHMBepcuTeT
r. KpacHoaap, Poccus

sapka@pisem.net

Possibilities of a cybercriminal preserving confidentiality of
information and own anonymity in the face of Public services
of global electronic supervision
Shabanov A.V.

The Kuban State Technological University
Krasnodar, Russia

sapka@pisem.net

The purpose of the given work is acquaintance to effective methods of which the malefactor for detour of the
state systems of the global electronic control can take advantage and which are necessary for taking into
consideration to special services to provide the complete control of the information extended on
communication channels and effective disclosing of crimes made by means of cybernetic networks.

Llenbto gaHHOM paboTbl sBNsSeTcs npuBegeHWe U MPUMEHEHME K CBEeAEHUSIM AEeWCTBEHHbIX MEeTOAOB,
KOTOPbIMX MOXET BOCMONb30BaTbCA 3MOYMbILUMNEHHUK Ans obxoda rocyaapCTBEHHbIX CUCTEM rnobanbHOro
3NEKTPOHHOIO KOHTPOMS M KOTOpble Heo6X0aAMMO NpUHMMAaThL BO BHMMaHue cneucnyxbam, 4abbl obecneunTb
LLeSTOCTHbIA KOHTPOJSIb pacrnpocTpaHsaeMon Mo KaHanam cBs3v WHdbopmauun 1 addekTUBHOE pacKpbiTue
COBepLUaeMbIx NocpeacTBOM KMbepHeTUYECKNX ceTel NPecTynieHnin.

Bbicokunin ypoBeHb pasBuTUA WHGOPMaTU3auum obliecTBa MO3BONSAET KMOEpHeTU4EeCKUM MpecTyrnHUKam
npuMeHsTb BCce Bonee mnsoLlpeHHble MeToAbl B 0bnactn obecnedeHnss CKpbITHOCTU U 6e30MacHOCT CBOMX
NPOTNBO3aKOHHBLIX AEVCTBUIA. BBMAY 3TOro rocyfapcTBeHHble Cryx0bl, Beaylme rnobanbHbIi 9NeKTPOHHBIN
Haasop B cetn MHTEPHET pomkHbl npuHuMath Bce Gonee OeWCTBEHHbIE MPOrpaMMbl MO NpeceyeHuto
He3aKOHHbIX OEVCTBUIA Takoro poaa. Takme mexayHapoaHble cucTeMbl rnobansHoro No3LMOHNPOBaHUS Kak
«Carnivore» (EBpona), n 6onee cepbesHas «Echelon» (NATO), npu3saHbl KOHTPONUPOBAaTb BECb MOTOK
nMHdOPMaLMK, LMPKYNMpYLoLLeln B ceTAX CBA3KN. [laHHble NporpaMMbl BbINOMHAIOT POfib «BCEBUASALLENO OKa»,
3ajava KoToporo 3HaTb BCe 000 BCeX, unu ecnm He Bce 060 BCeX, TO O MOTEHLUMAlNbHbIX HapyLMTensx
TOYHO (ctoda BXoAuT nobas nHpopmaums, BkNoYaLwas He TONbKO MHTePHET-AaHHbIe, HO AaHHbIe COTOBON
1 CNYTHWKOBOW CBA3M, a Takke niobble cepTuduLmpoBaHHble cnocobbl KOMMyHUKaumn). MNMogobHas cuctema
MHOPMALMOHHOIO  KOHTPOMNS rnobanbHOro No3vUMOHMPOBaHMA eCcTb Uy Poccuickon cneucnyxobl
«COPM». B paHHoOM paboTe cobpaHbl Hanbonee OeNCTBEHHble MeToAbl obxoaa [OaHHOM CUCTEMBI
npasonopsika, KoTopble B TakoM Xe Mepe MNpuMMEeHMMbl M K 3apybexHbim aHanoram. OpgHako!
[ocyaapcTBeHHble cncTeMbl MHOPMAaLMOHHOMO Haa3opa — MULb TeXHUYeckass CTOPOHa CBOEBPEMEHHOrO
npeceyeHns n noucka kmbep-npectynHuka. Ons csoeBpemMeHHON U addpekTBHOM paboTbl cneucnyxbam
Heobxoanma paspaboTka BbICOKOI(EEKTNBHBLIX OpraHN3aLUMOHHbIX Mep. B HacTosee Bpemsi cepbesHbIM
npenATcTBMeM And  cnyxb, a Takke nasenkon Ana Kubep-nmpecTyrnHUKOB SBNSETCA OTCYTCTBME
rocygapCTBEHHbIX rpaHu1L, B NPOCTPaHCTBE MHTEPHET NMpY BO3MOXHOCTU MOMNyYeHUs 4OCTyNa B NoBY TOUKY
MUpa C NPOTMBOMOMOXHOWM CTOPOHLI MnaHeThl. B peweHnn gaHHon npobnemMbl AOCTUTHYTHI OnpegeneHHble
OOTrOBOPEHHOCTKN, Takne Kak «CornaweHums O COTpyaHu4ecTBe rocyaapcTB — ydacTHukoB CoppyxecTtsa
HesaBucumbix locygapctB B Gopbbe ¢ npectynneHnsmMm B cdepe KOMMbIOTEPHOW MHopmaumu»
paTtnduuuposanHoe Cosetom Penepaumm 19 ceHtabpsa 2008r. OgHako! Mopon CTaHOBUTCS HEBO3MOXHBLIM
[OroBOPUTBLCA C APYrMM rocy4apcTBOM O Bblgaye AaHHblX ¢ Tpebyemoro nepcoHanbHOro KomMbloTepa unm
Bbla4ye caMoro npectynHuka. Lienbto gaHHon paboTbl ABnAeTcs nNpuBefeHUe U NpUMEHEHUe K CBeAEHUsIM
OENCTBEHHbIX  METOAOB, KOTOPbIMM  MOXEeT  BOCMOSfIb30BaTbCs  3MOYMbIWMAEHHNK  AnA  obxoda
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rocy4apCTBEHHbIX CMCTEM rrobanbHOro 3MeKTPOHHOrO KOHTPOMS U KOTopble HeobXOAMMO MpUHMMaTh BO
BHMMaHue cneucnyxbam, fabbl o6ecnevnTb LEenoCTHbIA KOHTPOMb PacnpocTpaHaeMon No KaHanam CBSA3M
MHdopMaLuum 1 3dEEKTUBHOE pacKpbITME COBEpLUAeMbIX MOCPEACTBOM  KMOEpHETUYECKMX ceTen
npecTynneHnn.

Tenepb paccmoTpuM NnogpobHo cxemy paboThl cneucnyx6 no BbiIABNEHWO kKnbepnpecTynHuka.

B 6onblunHcTBE cnyyaes crneucnyxbe ynaetcst yctaHoBUTb IP-agpec xakepa, HO 3TO HUYEro He 3HauuT, T. K.
maeHaa uenb — Yy3Hatb ®UNO «npecTynHuMka» M BO3MOXHO [OOM. agpec. 3gecb Bce ynupaeTcs B
nposangepa, T. K. TONbKO NpoBavaep MOXeT ckasaTb, KoMy npuHagnexut IP, a B cnyyae c¢ DialUP — ¢
Kakoro TenedoHa OCYLLECTBNANOCb noakniodeHne. Ecnm xakep Haxogutcsa B Poccun, TO POCCUMICKMM
crneucnyxbam B 3TOM nNnaHe 3HA4MTENbHO Mpolle (NMPakTUYECKM BCe OTeYeCTBEHHble NpoBanaepsl
HaxoOATCA MoA KOHTPONMEeM pOCCUMCKMX cneucnyxb). Ho He HyxHO cuuTatb, YTO WHOCTPaHHbIM
crneucnyxbam BooOLie HWKAK He yaacTca YCTaHOBUTb  NWYHOCTb. Ecnu coseplueHHbI xak Gydet
[OCTaTOYHO Cepbe3HbIM, TO HE UCKINIYEHO, YTo crneucnyxb6am oboux CTOpOH yaacTcst goroBoputbes. Ecnn
HeT, TO HapywuTensa GyayT BbIMUCNATL MO KOCBEHHbIM Mpu3Hakam. Hanpumep, ecnu nocne coBepLUEHHOro
B3rOMa, OH, NOMb3ysACb OAHOM M TON Xe LIeNOYKON NPOKCKU, 3aKasbliBaeT cebe AOMOW Ha amazon.com Kakon-
HMOyab ctadd, TO, B crnyyae, ecnv Aeno BeAyT amepuKaHCKuMe creucnybbl, UM He COCTaBUT HUKaKOro
Tpyga «HagaBuTb» Ha afMWHOB MmarasuHa, ¢ TpeboBaHueM BbiaaTb ero agpec (B ceete 11 ceHTabps ato
BooGLLe He npobnema, 4oCcTaToYHO 00BbSABUTL TebA TeppopucTom). B obuiem, noka B MIHTepHeTe ecTb XOTb
HEMHOrO NMYHON MHOPMaLMK, ee MOryT packonaTb, cnocoboB Ans 3TOr0 MHOrO WM Cry0bl MU XOPOLLO
BnagetoT (K TOMy e, BNOSHe pearnbHO XakHyTb U camoro nposangepa).

Ho cyliectByeT MexaHn3m, 0 KOTOPOM MOYEMY-TO MHOTWE HapyLUMTenu 3abbiBatoT.

——
Hacher

Database

"ocyaapcTBO crieguT 3a NOTOKOM JaHHbIX B CETU.

COPM  pacwudpoBbIiBaeTCca  Kak  «CUCTEMA  OMEpaTUBHO-PO3bICKHBIX  MEPOMPUSTUAY,
nogpasgensietca Ha paBe cuctembl: COPM-1 u COPM-2. [llepBas npegHasHadeHa [Ans KOHTponsi
TenedoHHON cBA3KW, BTOpas aHanuavpyeT WHTepHeT-Tpadwmk. TpeboBaHus COPM peanu3oBaHbl M Ans
POCCMUICKOro cerMeHTa CucTeMbl CNyTHUKOBOM cBsA3n [nobanctap. CornacHo NMPUITOXXEHUIO k npukasy
FockomeBsian Poccum ot 27.03.99r. Ne47 «OBLUIME TEXHUYECKUE TPEBOBAHUA K CUCTEME
TEXHWYECKUX CPEACTB TO OBECMEYEHMIO ®YHKLUWA OMEPATUBHO - POS3bICKHbIX
MEPOMPUATUA HA CETAX (CNY>XBAX) OOKYMEHTANBHOM QNEKTPOCBA3M», B pamkax aTom
CUCTEMbI KaXAbll WHTepHeT-npoBangep 6Obin oba3aH ycTaHOBMTbL OOOpyAOBaHWE, MNporpaMmbl U
BblAENEHHY0 NHUIO AN MecTHoro oTtaenexHus ®CB. Otot komnnekc mep npegoctasnsetr ®Cb n MB[
BO3MOXHOCTb AWUCTaHLUMOHHO OTCRexuBaTb, NnepexsaTbiBaTb W MNpepbiBaTb CBA3b MOOOro KnneHTa aT10ro
npoeangepa. CerogHsa COTPYAHWKM creucnybbl CMOryT OCYLUECTBASATb HECaHKLMOHMPOBAHHBLIN [OCTYN K
JaHHbIM, nepefaBaeMbiM nobbiM aboHeHTOM Internet n apyrux cetem HenocpeaCTBEHHO W3 CBOUX
nomeLLeHnn 1 o chakTe Takoro 4ocTyna He OyaeT M3BECTHO Aaxe npoBangepy.

MTak 0 caMux BO3MOXHOCTsIX cucteMbl COPM-2, Bce 3Tun onepaunn MOrytT BeCTuCb B peXxume
peanbHOro BpemMeHu. CnncoK KOHEYHO HEMOJSHBIN:
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KAIPZR{IKY 3

1. TpocmoTp copepxaHus nepefaBaembiX COOOLIEHUW, T.e onepaTop CUCTEMbl MOXET COBEPLUEHHO
cB0oOOAHO uMTaTb U MepexBaTbiBaTb BCH IMEKTPOHHYK NOYTy, davinbl U APYryld MHTEPECYIOLWYH ero
MHpopMaLmio, NpocMaTpMBaTh 3arpyxaemble Ha KoMnbioTep Habnogaemoro nuua HTML-ctpanmubl, WML-
cTpaHuubl, cogepxumoe TCP/UDP ceccuit, otnpaensemesle SMS-coobLyeHus;

2. MpocnywuBaHne 3BOHKOB OMEpPaToOpoB CTALMOHAPHOW M MOOWMbHOM TenedOoHHOW CBA3M, a Takke
pasroBopoB C ucnornb3oBaHnem IP-tenecoHnu;

3. CkaHupoBaHve u dunbTpauns MHGOpPMaUMM NO PasnUyYHbIM MapaMeTpaMm (UMEeHU nornyyatens u
OTNpaBUTENs, KIIOYEBbIM CIIOBOCOYMETAHUAM M agpecam CalToB, KOTOpble MOryT MAeHTUUUMpOBaTb MX
aBTopa M NoceTUTens Kak NoTeHLManbHO OnacHbI 06bLEKT;

4. OTcnexviBaHne afpecoB 3NEKTPOHHOW MOYTbl, X UCTOYHMKOB M agpecaToB, BpeMeHn ux nepegayu, IP-
agpecoB, HomepoB TenedoHoB (SIM-kapT) W BHYTPEHHUX WAEHTUHUKATOPOB CaMuX MOOUMBHBLIX
TepmuHanoB (IMEI), HomepoB TenedgoHoB ctaumoHapHbix ATC n HomepoB TenedoHOB B 3BOHKax IP-
TenedoHun. KoHtponb yyeTHbix 3anuncen n UIN none3osatenert ICQ v gpyron nogo6Hon nHdopmaumm;

5. AHanus nHcopMauuM OAHOBPEMEHHO OT MHOTMMX UCTOYHWMKOB U BO3MOXHOCTb MOMYyYeHUs! BbIBOZA O ee
NPUHAANEXHOCTU OAHOMY (PUBNYECKOMY IMLY, KOHLECCUPOBAHHOW rpynne WnuM MHTEPHET-COObLLeCTBY.
AHanu3 KOHTaKToB 06 LEKTOB HabMNAEHUS;

6. CosgaHue cneumanuanmpoBaHHoi 6a3bl AaHHbIX ANS XpaHeHUs U 06paboTkM MHopMaLIMK.

Bo3MOXHbI anropuTm paboTbl CUCTEMbI MOXKHO MOKasaTb Ha KOHKPETHOM MpPUMEpPE, a UMEHHO MOYeMy He
MOXeT OblTb MONIHOCTbIO aHOHMMHbLIM BapuaHT paboTbl B Internet ¢ mo6unbHoro TenedgoHa U3
COBCTBEHHOrO AOMa.

Bo Bpems ceaHca Internet yepes MOGUMNBHKK y onepaTopa CBS3W OCTalOTCA NOrM Ballero BXoda-BbiXxoAa B
CeTb 1 MOoceLLeHHbIX BaMU CeTeBbIX agpecoB. B aTom nore kpome AaHHbIX camoro TenedoHa (Homepa SIM-
KapTel W BHYTPEHHero annapaTtHoOro uaeHtudpukatopa mobunbHuka IMElI — nposepsetca Habopom
KOMOUWHauun *#06# ) ocTaeTcs elle naeHTMdUKATOP BbIWKM peTpaHcnsTopa (6a3oBon cTaHUuMu) — a 3To
Balle NPUMEpPHOEe MECTO XWUTENbCTBa C TOYHOCTbIO A0 HECKOMbKUX COT MeTpoB (+/- 200 meTpos). MNoHATHO,
YTO B 9TOM paganyce MOXeT NMPOXMBaTb HECKOMbKO ThICAY YenoBeK, HO 34eCb ecTb ogHo 6onbwoe HO. Mel
He cerogHs Havanu nonb3oBaTbcs Internet. Mbl ThicAYM pas BbIXOAUAM B CeTb CO cBoero «benoro» IP-
agpeca v nocelanu pasHble «MHTEpPecHble» canTbl U POpyMbl. He BaXHO nucanu Mbl TaMm YTO-TO UMK HET.
Mbl Tak e Tbicsun pas nonb3oBanucb AHgekcom nnm Pambnepom ang novcka HyXHOM Ham MHgopmaumn.
[Mpu aTom BBOAUNM B CTPOKY «MOWUCK» onpeeneHHble criosa. [Mpobnema B TOM, YTO TaKMX «OMaCHbIX» CrOB
(vmeH, Ha3BaHMI, onpeaeneHun U.T.N.) Ha cCaMoM Jene He TaK VXX M MHOro — B npegenax TbiCAYn-aBYX, YTO
ANs UX aHanusa npv NOMOoLLM coBpeMeHHbIx OBM siBnseTcs HecnoxHon 3agadvei. T.e. B crnydae paboTbl B
ceTn Internet ¢ mMoGWnbHMKa M3 CBOEW KBapTWPbl, MNPV MepeceyeHnM Bamy HEKOW 3anpeTHOW 4epTbl —
cpabaTbiBaeT Kak Obl «3BOHOYEK» 1 Balla MOKa BUPTyarnbHasi TIMYHOCTb CTAaBUTCHA Ha KOHTPOMb. [lanee us tex
HECKOINbKMX ThICAY YErNoBeK (BUOUTE, YXKe «KPYr» Cy3uncs, T.K. KOMMbITEP XOTA yXKe MOYTU U B KaXAOM
Aome, Ho He Bce nombaytoTcs Internet, ecnu 1 nonbaytotcsa, To ANa ceMby U3 4 YenoBeK ToYka AOCTyna B
ceTb B 99% cnyyaeB BCero ofgHa.) octaeTcs yxe Heckonbko coTeH. 3atem COPM obpalyaetcsa k 6aszam
OaHHbIX NOo npoBangepam, paboTalowmm B Baleih MeCTHOCTM. KOHKpPeTHO aHanmMaupylTca norn Tex
WHTEepHEeT-aapecoB, KOTOpble C HekoTopbix  |P-agpecoB, pacrnofnoXeHHbIX B YXe O4YepYeHHOM Kpyre,
nocelianncb 3a nocrnegHee Bpems. 34eCb ONATb UCMOMbL3YHTCHA ONpeAenieHHble «OonacHble» Mapkepbl —
agpeca KOHKPETHbIX «3KCTPEMWCTCKUX» U «BONbHOAYMCKUX» calToB. Kpyr elie cysuncs, npuyeM OYeHb
CMINBbHO — A0 HECKOSbKMX YerlioBeK, a BO3MOXHO YXe M A0 Bac ogHoro. [lanee mMoxeT AenaeTtcs 3anpoc K
POCCUICKMM MOWUCKOBMKaM - BKIIOYAETCH NWHIBUCTUYECKMN aHanu3 BaluMxX 3anpocoB, W Ha 3TOM 3Tane
fAenaeTcs BblIBO4 O TOM , MPOCTO Tak Bbl 3aX0AMTE HA Te CaMble CalTbl, UMN 3TO Yy Bac yxe obpas XusHu
TaKoWN «HenpaBuIbHbINY. Bce — Bbl nonanucb, kak NTuyka B KNeTKy.

O603Ha4YeHHbIE HUXe NYHKTbI, NPU NOJTHOM PAacCMOTPEHUN KOTOPbIX CTaHOBUTCA OYeBUOHbIM BO3MOXXHOCTb
NONHOro yxogda m3 noag HabnogeHns Kakux-nmbo cuctem rrnobanbHoro onepaTtnuBHOINO KOHTPONA B CeTU
MHTEPHET, He npeacTaBiideTCcA BO3SMOXHbIM pacKpbITb B paMKax AaHHOro npe3eHTaunoHHOro cooOLeHus..

° onpegerneHue nopora cpabarbiBaHuss COPM. (Kak onpenenvTb, Kakne UMEHHO BUAbl CETEBOWA
OEeATeNbHOCTM rpaXkaaHuHa sIBNATCS KKOMMNPOMETUPYOLLMMNY);

° onucaHme MeToAOB WU cpeacTtB no obecnevyeHUro MHPOpPMaLMOHHOW 6Ge3onacHOCTU OT
COPM;

° pa3pbiB yeno4kn COPM. (Bo3amMoOXHOCTM yxo4a OT HenocpeacTBEHHOrO BeAeHNs HabnoaeHns 3a
BaMu B TEKYLLUIA MOMEHT BPEMEHN).
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r. Hosbpbck, Poccus
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Computer crimes and Russian Legislation
Shaimardanov D.l.

Professional and Informational Technologies College
Noyabrsk, Russia
dial479@mail.ru

This work represents the full research of crimes dealing with information technology field in Russian
legislation. The author examines computer crime classification, the way of perpetration and prevention of
wrong.

The growth of scientific and technological advance, connecting with realization of up-to-date information
technologies, leads to unlawful interference in electronic computer processing, systems and network, theft,
misappropriation and extortion of computer information. According to these crimes’ mechanisms, the ways of
perpetration and information hiding these types of crimes are possessed of definite structure and are
characterized by the high level of latency and the low level of crime detection.

The main purpose of this research work is to examine such crimes in computer information field from the
point of view of Russian legislation; to discover the way of computer crime perpetration.

The main aspects:

° to study the literature and the other information sources dealing with the problem of the
research work;

° define the terms “computer information”, “computer crime” from the point of view of Russian
legislation;

° to make the classification of computer crimes;

° to observe the way of perpetration and prevention of computer crimes.

“Computer crime”, as the penal term, is provided in punitive law for culpable infringement someone’s rights
and interests concerning the computer- aided system of data processing perpetrated harmful to the rights
and interests of natural and legal persons, societies and states, which are subject to legal safeguard.

The distinguishable features of such crimes are high latency, complexity of collection evidence, transnational
character (as a rule the telecommunication system usage), the meaning of property damage, and also the
specificity of such criminals.

Computer crimes are committed crimes using the computer information. Ft this case computer information is
the subject and (or) means of committed crimes.

Computer crimes are divided into several categories according Russian legislation:

° in circulation computer information field;

° in telecommunication field (article 138 of Russian Federation criminal code);
° in information equipment field;

° in defense of protected information field;
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° in information legal relationship field;
° in economy and computer information field.

The most important and determinant element of any crime’s criminalistic description is the way of its
perpetration

Computer crimes, determined as socially dangerous acts, in which the computer information is the method or
object of criminal tresspass, may be combined in four main groups according to the methods of computer
information usage by criminals:

1. information interception;
2. unauthorized access;

3. data manipulation;

4. complex methods.

Three main action groups are distinguished for preventing computer crimes, putting together the whole
system of struggle with these socially dangerous phenomena: legal, technical-organizational and criminalistic
groups.

Theoretical meaning of this research work consists in the opportunity of usage such materials in educational
process.

B npepnctaBneHHon paboTe MpoOBEAEHO MCCNedOBaHWE BOMPOCA OTPAXEHUS MNPECTYNneHun B obnacTtu
MHOPMALMOHHBLIX  TEXHOMNOMM B Poccunckom 3akoHopatenbcTtBe. PaccmoTpeHa knaccudukaums
KOMMbIOTEPHbLIX MPECTYNNEHNIA, CNOCOObI UX COBEPLLUEHWSI U NPEAYNPEXAEHMS.

Pa3BuTne Hay4yHO-TEXHWYECKOro Mporpecca CBsiI3aHHOE C BHEAPEHUEM COBPEMEHHbIX WMHMOPMALMOHHbBIX
TEXHOMOIMN, NpPUBENO HEe3aKoOHHOMY BMELLATeNbCTBY B PaboTy SMeKTPOHHO-BbIYUCIUTENBHBIX MaLLWH,
CUCTEM W KOMMBIOTEPHBIX CETEW, XWLLEHWIO, NPUCBOEHWIO, BbIMOraTeNbCTBY KOMMbIOTEPHON MHAOPMaLIMW.
Mo cBoeMy MexaHn3my, cnocobam COBEPLUEHUS 1 COKPbITUSI 3TW BUABI NPECTYNNEHUA UMEIOT OnpeaerieHHyo
cneunduKy, XxapakTepuaytoTcsi BbICOKMM YPOBHEM NTATEHTHOCTY U HU3KMM YPOBHEM PacKpbIBaeMOoCTH.

Llenb paGoTbi: PaccMoTpeTb MpecTynsieHuss B cdepe KOMMbIOTEPHOW WMHMOPMauUMM C TOYKU 3peHUs
Poccuiickoro 3akoHo4aTeNbCTBA, BbISIBUTb CMOCOGLI COBEPLLEHMS! KOMMBIOTEPHBIX MPECTYNEHU

3apgauu:
o N3yunTb nutepatypy v Apyrue MHHOPMaLMOHHbIE UCTOYHUKN MO TeME UCCreoBaHuUs;
o Onpepenntb MNOHATUS «KOMMbIOTEPHAS MHAMOPMaLUSa», «KOMMbIOTEPHOE MNPEecTynneHne» ¢
TOYKM 3peHnst Poccuiickoro 3aakoHoaaTensCcTea;
. MpoBecTn KNaccumKaLumio KOMNLIOTEPHLIX NPECTYNNEHWUN;
o PaccmoTpeTb cnocobbl CoBEpLUEHUS U NPeayNPeXAeHNS KOMMbIOTEPHbIX MPECTYNNEHNN.

KomnbloTepHOe NpecTynfieHMe Kak YrorloBHO-MPABOBOE MOHATME — 3TO MPEeAyCMOTPEHHOE YroNOBHbLIM
3aKOHOM BWHOBHOE HapyLUEHUEe YYyXWUX MpaB U MHTEPECOB B OTHOLUEHWM aBTOMAaTU3MPOBAHHbLIX CUCTEM
006paboTkM [OaHHbIX, COBEpLUEHHOEe BO Bpen MoAnexallMM nNpaBoOBOM OXpaHe npaBaM W MHTepecam
uUanyecknx n rpugu4eckmx nuy, obLiectTsa 1 rocyaapcrtsa.

OTnuumTensbHbIMU OCOBEHHOCTAMWN AaHHbIX FlpeCTyFIJ'IeHVII7I ABMAKTCA BbICOKaA NATEHTHOCTb, CJTOXHOCTb
cGopa [0oKa3aTesbCTB, TpaHCHaLIMOHaJ'IbeIVI XapakTtep (KaK npasuno, C ncnonb3oBaHNEM
TeNEeKOMMYHUKaUNOHHbIX CVICTeM), 3Ha4YNUTEeNIbHOCTb MaTepuaribHOro yu.lep6a, a TaKkxe CI'IELI,M(*)M‘-IHOCTI:
caMunx nNnpecTynHUKOB.

KoMnbiloTepHble NPecTynneHns - 3TO MPecTyMfeHUsl, COBEpPLUEHHblIE C WMCMNOMb30BAHMEM KOMMbIOTEPHOW
MHdopmauun. [lpn 39TOM, KOMMNbIOTEPHas WHGOPMauMa ABNsSeTcs npegmeTom W (MnM) CpeacTBOM
COBEpLUEHNSA NPECTYNeHns.

KomnbloTepHble NpecTynneHns no pocCMMUCKOMY 3akoHOA4ATENbCTBY AENSTCA HAa HECKOMNbKO KaTeropui:
° B cdpepe 06opoTa KOMMNbIOTEPHOM MHOPMaLMN;

o B cchepe TenekoMMyHukaumi (cT. 138 YK P®);
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o B cchepe UHopMaLmMoHHOro o6opyaoBaHus;

° B cdhepe 3alnTbl OXpaHaeMon nHopMaumm;

° B cdhepe MHPOPMALMOHHbLIX MPaBOBbIX OTHOLLEHWUN;
° B cpepe IKOHOMUKU 1 KOMMbIOTEPHON MHGOPMaLINKA.

BaxHenwnm n onpegensowmm 311eMeHTOM KPUMUHANNCTUYECKON XapaKTePUCTUKN ntoboro npectynneHuna
sBNsieTcsl cnocob ero coBepLleHua.

KoMnbloTepHble MNPeCcTynreHns, onpefensiemMble Kak OOLLECTBEHHO OMacHble [OeWCcTBUs, B KOTOPbIX
MalLMHHasa MHopMaums aBnseTcs nmbo cpeacteomMm, nmbo o6bekToM npecTynHOro nocdaraTtesnbCcTea, MOXHO
o0beanHUTL B YeTblpe OCHOBHblE TrPYNMnbl MO MeTodaM WCMNOSb30BaHUSA MPEecTynHUKaMU MallnHHOW

MHopMaumm:
1. nepexsaT MHopmaLmu;
2 HeCaHKLMOHMPOBAaHHbIN AOCTYN;
3. MaHVUNyNAUMSA AaHHbIMUN;
4 KOMMNEKCHbIE MeTOAbI.

BbloensoTcs Tpu OCHOBHbIE Tpynnbl Mep npeaynpexaeHns KOMMbITEPHbIX NPEeCTYNNeHnn, cocTaBnsaowmne
B CBOEW COBOKYMHOCTWU LESIOCTHYI CUcTeMy 60pb6bl C 3TMM couunalnibHO onacHbIM ABIIEHUEM: NnpaBOBbIE,
opraHn3aunoHHO-TEXHNYECKNE N KpUMUHaNncCTn4eckune.

TeopeTnyeckasi 3Ha4MMOCTb PaboTbl COCTOMT B cMCTeMaTu3aumMn nHgopmaumm B 06nacT KOMMbIOTEPHbIX
NPECTYNIEHN C TOYKM 3peHns POCCMICKOro 3akoHoAaTenbLCTBa

npaKTI/I‘-IeCKaﬂ 3HA4YMMOCTb 3aKrn4vaeTcd B BO3MOXHOCTU MPUMEHEeHUA MaTtepuanoB uUcCcnenoBaHuUA B
06pasoBaTean0M npouecce.
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Cekuunsa

KomMnbloTepHbIE Yrpo3bl.
Yrpo3bl Anst MOBUIIbHbBIX YCTPOUCTB

Computer threats and threats targeting mobile
devices

MoOGunbHble BUPYCbl U TEXHONOIMU 60pbObLI C HUMK
AnekceeB N.C, AtanvnH A.B, TyxTtamaHos [1.B.

Camapckuii rocyaapCcTBeHHbIN a3pOKOCMUYECKUIA YHUBepcUTeT M. akagemuka C.I.
KoponeBa

r. Camapa, Poccus

ank@ssau.ru

Transportable viruses and technologies of struggle against
them
Alekseev I.S., Atapin A.V., Tuhtamanov D.V.

The Samara state space university of academician S.P. Koroleva
Samara, Russia

ank@ssau.ru

Mol xuBem B BeK, Korga cpefactsa KOMMYHMKALMKW JOCTUIM TOro YPOBHS PasBuTUSA, O KOTOPOM, NOXanywn,
elle MosfcCoTHU NeT Ha3aj MOXHO ObINo Tonbko MeyTaTb. Mbl He 3agyMblBaeMcsl Hag TeM, Kakoe paccTosiHWe
npeogonesaemM, Habvpas HoMep MoBuUNbHOro TenedoHa YenoBeka, HaxoasiLLerocs 3a ThiCHYM KUIIOMETPOB
oT Hac. [lymato, HUKTO He ByadeT cnopuTb C TeM, YTO yAOOCTBO UCMONb30BaHMA MOOWUMBHOTrO TenedoHa B
KayecTBe 3anuCHON KHWXKW, NOYTOBOrO fAlMKa U cpeacTtBa Aoctyna B WHTEpHET 3HaYMTEeNbHO 3KOHOMUT
Hawe Bpemsi u obnerdaeTt BefeHne gen. Ho aTo ogHa n3 cTtopoH mMepanu. C gpyroni CTOPOHbI pasBuTue
MOBUIBbHBIX TEXHOMOIMIA NOATOTOBUMO ANS Xakepckoro cooblecTsa orpoMHoe none Ans pabotel. Torga Kak
B KOMMbIOTEPHOW Cpeae K NOsBIEHNI0O HOBOTO BUPYCa Mbl OTHOCUMCS Kak K JOSIKHOMY, B cpefe MOBUIbHbIX
TEXHOSMOMMIN 3TOr0 BCTPeYaeTCs He 4YacTo, HO BCE e mpoucxoguT. [Moka xakepbl BedyT passedky 6oew,
n3peaka nocbinas ceBoumx «bonuo». Hawwu TenedoHbl, cmaptdoHbl, KIMNK noka ele He nogBepranucb
MaccupoBaHHbIM aTtakam u byaemM HageaTbCH, YTO 3Toro He ByaeT u B ByayLiem, HO Mbl yxKe cendac AOIKHbI
ObITb BO BCeopyxuun, 4Tobbl BCTPETUTL Bpara B Nt060N MOMEHT.

B paHHOM paboTe Mbl pacckaxem 06 yxe CyLecTBYLMUX MOBUNbHBIX BUpycax u o cnocobax 60opbbbl ¢
HuMK. onpobyeM cnporHo3upoBaTb, YTO Hac XaeT B OyaylieMm, Kakve nepcrnekTMBHble HanpaBreHus
60pbbbl ¢ MOBUIBHBIMY BUpYCamMKn MOXHO 6yaeT passusaTth B byayLiem.
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K Bonpocy yassumocten Web-6paysepoB
Anydpues A.B., Cngopos M.B.

HoBocubupckuii rocyaapcTBeHHbIN apXUTEKTYPHO-CTPOUTENbHbIA YHUBEPCUTET
r. HoBocnbupck, Poccus

god_dja@list.ru

On the problem of Web-browser vulnerabilities
Anufriev A.V., Sidorov M.V.

Novosibirsk state architectural - building university
Novosibirsk, Russia

god_dja@list.ru

Nowadays it is almost impossible to imagine human activity without the Internet which has penetrated
through many spheres of everyday life. Of course, it has been noticed by various hacker communities, and
that can be proved by numerous publications and reports of leading world IT-companies dealing with the
development of antivirus software. For example, the company Symantec has investigated that nearly 80 %
of all hacker attacks in the Internet aim at web-cites and web-browsers, and the diversity of these hacker
operations is very wide — from fishing to user’s private information espionage (www.egovernment.com).

This particular work has a review nature, and the producers have tried to analyze and systematize the
principal threats and hacker attacks existing in web-security from the point of view of web-browsers. As the
latter are the programs providing PC users with the access to the Internet, researches of various
vulnerabilities of web-browsers and their shooting have become quite urgent research issue to date. The
producers have pointed out the vulnerabilities or imperfections and defects in web-browsers, with a help of
which hackers can influence IMS to cheat the integrity or cause the misoperation of different applets. They
have also adduced the arrangement of the applets and the comparison of web-browsers in the presence of
loopholes or defects. The producers also adduce guidelines making possible to secure users against attacks
appearing in line with the vulnerabilities of web-browsers.

B HacTosillee Bpems HEBO3MOXHO MPeAcTaBUTb AeATENbHOCTb YenosBeka 6e3 Internet, KOTOPbLIA NPOHMK
npakTU4eckn Bo BCe cdhepbl AeATenbHOCTH YenoseyecTBa. ECTECTBEHHO, 3TO He OCTanoCb He3aMeYeHHbIM
pasnuYHbIMN  XakepckuMn CcoobLUecTBaMu, 4YTO MOATBEPXKAAETCA MHOMOYUCMAEHHbIMKU Nybnukaumamm u
oTyeTamMu Beaymnx MUpoBbIX IT-koMNaHui No pas3paboTke aHTMBMPYCHOrO NPOrpaMMHOro obecneyeHus.
Tak, HanpumMep, No pesynbTaTtam UccneaoBaHui, NpoBeAeHHbIX KoMnaHmen Symantec, npumepHo 80% Bcex
XaKkepckux aTak B ceTu Internet HaueneHbl Ha web-canTbl 1 web-6paysepsbl, npuyem nanutpa nNpPoBoAUM
XaKepCKnx akumm camas pasHoobpasHas — OT MLLIMHIa [0 LWNUOHaXa KOHMWAEHUManbLHON uHdopmaumm
nonb3oatens (http://www.egovernment.ru/main.php).

HaHHas paboTta HOCUT 0G30PHbLIN XapakTep, rAe aBTopbl NOMbITANIMCL NPOBECTN aHaNM3 U cucTemMaTnsaumio
OCHOBHbIX YrpO3 W XaKepckux aTak, KoTopble CyLIecTBYlOT B web-6e30omacHOCTM, C TOYKM 3peHus web-
6pay3epoB. [lockonbky web-6pay3epbl fBnsTCA nporpamMmamu, obecrneymBalolLMMU NOMb30BaTENAM
nepcoHanbHbIX komnbtoTepos (1K) goctyn B ceTb Internet, To nccnegoBaHns pasnuyHbIX ya3BUMOCTen web-
6pay3epoB M MX ycTpaHEHUs CTaHOBWUTCH AOCTATOMHO aKTyarnbHOW TeMOW cerogHsilHero AHs. NokasaHsbl
ya3BuMocTM B web-Opaysepax, T.e. HegocTaTkm M HegopaboOTKM, C MOMOLLBIO KOTOPbIX XaKkepbl MOryT
BO3[eNCcTBOBaTb Ha onepaumoHHylo cuctemy [MK Ans HapylweHus ee LenoCTHOCTM unu  BbI3BaTb
HemnpasusbHYl0 paboTy pasnuuHbIX MNPUNOXEHUW, MpuMBeAeHa WX knaccudwukauusi, cpasBHeHue web-
6pay3epoB no Hanuumio “gpip’-HegopaboTok. Takke aBTOPbI NPUBOAAT pAfd pPekoMeHAaunin, No3BOMSALLMX
obe3onacuTb Nonb3oBaTens OT Yrpo3, BO3HMKAOLWMX B CBA3M C ysS3BUMOCTAMKU web-6paysepos.
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BecnpoBoaHblie cetn Wi Fi. U nx besonacHocTb

BocoBsa M.

Camapckui rocyaapCcTBeHHbIN a3pOKOCMUYECKUIA YHUBepcUTeT UM. akagemuka C.I1.
KoponeBa

r. Camapa, Poccus

ank@ssau.ru

Wireless networks Wi Fi. And their Safety

Bosova M.
The Samara state space university of academician S.P. Koroleva
Samara, Russia

ank@ssau.ru

1. bBecnpoBogHble ceTeBble TexHonornm ((wi-fi)

BecnpoBogHble ceTeBble TexHonormm Bce rnybxe u rnybxe BXoAAaT B Hawy >u3Hb. CerogHa yxe
HEMbICIMMO NpeacTaBUTb pabounin ouc 0e3 KOMMbIOTEPOB, fOKanbHbIX CeTed W 3awuTbl OT
NPOHUKHOBEHNSA M3BHe. [JomMallHWe KOMMblOTepbl CTanu npaktudeckn GecnonesHbl 6e3 NOAKMoYeHus K
WHTepHeTy. BecnpoBogHble ceTeBble TexHonoru nosponsitot Bawm, rge Obl Bel He Haxogunucb, ObiTb
NOAKMIOYEHHBIMU K CEeTW, 0OMEHNBATLCS AaHHBIMWU, HAXOAUTb HYXHYI0 MHOpMaumMio B MIHTepHeTe unu xe
NpOCTO UrpaTb C KEM-TO.

MOCTOSIHHO pacLUMPSAIOLLMIACH CNEeKTp 00OpPYAOBaHWS, YCOBEPLUEHCTBOBaHME CTaHAApTOB M yrlydlleHue
3almMThl JenaeT BO3MOXHbIM NpuMeHeHue Wwi-fi B KoprnopaTuBHbIA JoKanbHbIX ceTax. Hoseiiwee
06opyaoBaHMEe COOTBETCTBYET BbiCOYaMWMM TpeGoBaHMsSIM Ge30nacHOCTM, YCTOWYMBOCTM W BbICOKOW
CKOPOCTM.

y,D,OGCTBO Mcnonb3oBaHMA U Xopowada 3alUueHHOCTb AenakT BO3MOXHbIM NMpuUMeHeHune GGCI'IpOBO,EI,HbIX
CceTeBbIX TEXHOMNOMMN U B AOMALLHUX ycnoBusax. HesaBucumocTtb OT nposoaoB, BO3SMOXHOCTb OGbG,DMHGHI/Iﬂ
HECKOJTbKMX KOMMNbKOTEPOB OOMa B 6eCFIpOB0,D.Hy}0 CeTb N elle MHOroe gpyroe yxe cTtanu npakTtuy4ecku
CTaHAapTOM Yy MHOIMX noJib3oBaTtenax MHTepHeTa.

2. CraHpapTbl 6ecnpoBogHbIX cETEN

Ha gaHHbIA MOMEHT CyLlecTBYeT 4eTblpe OCHOBHbIX cTanHgapta Wi-Fi - ato 802.11a, 802.11b, 802.llg n
802.Hi. M3 Hmux B Poccum mcnonbaytotca aea m3 Hux: 802.11b n 802.llg. B 2006 rogy B Poccumn gomkeH
nossutbesa n 802.Hi. K 2007 rogy nnaHupyeTcs HayaTb BHeAPEHME eLle oOHOro ctangapTa - 802.11n.

802.11b

OT0 nepBbIt HeCNPOBOAHON CTaHA4apPT NOSIBUBLUMICA B POCCMU 1 NPpUMEHSIEMbI NOBCEMECTHO A0 CMX Mop.
CkopocTb nepefayun 4OBOMbHO HEBbICOKasA, a 6e30nacHOCTb HaXOAMTLCS Ha JOBOMBHO HU3KOM ypoBHe. Mpu
KenaHuv 3MoyMbILLIIEHHUKY MOXeT noTpeboBaTbCsi MeHblue 4Yaca Ans pacluMdpOBKM Kroya cetu u
NPOHMKHOBEHNS B Bally IoOKanbHyl0 ceTb. [nA 3awmTbl ucnone3dyetcs npoTtokon WEP, koTopbin
oxapakTepusoBan cebsi He C My4Luei CTOPOHbI ¥ Bbln B3rTIOMaH HECKOSbKO NeT Ha3ad. Mbl pekomeHayem He
NPUMEHSATb AaHHbIX CTaHdapT He Joma HuM Tem 6Gonee B KOPMOPaTMBHBIX BbIMMCAUTENbHbLIX CETAX.
McknioveHne MoxeT COCTaBnmATb Te cryyaun, Korga obopydoBaHve He nogdepxvBaeT Apyron, Gonee
3alUMLLEHHBIN CTaHAapT.

- CkopocTtb: 11 Mbps

- Paguyc gencreus: 50 m

- MpoTokonbl o6ecneyeHusi 6esonacHocT: WEP —YpoBeHb Ge30MacHOCTU: HU3KMIA
802. lig

OTo Gonee NpoABUHYTLIV CTaHAapT, Npuweawnii Ha cmeHy 802.11b. Bbina yBenuyeHa ckopocTb Nnepegayn
OaHHbIX noytM B 5 pas, n Tenepb oHa cocTtaBnsieT 54 Mbps. lNpu ucnonb3oBaHuM o06opyLOBaHMSA
noaaepXuBaroLero TexHonornm superG* unu True MIMO* npegen mMakcumanbHO AOCTUXMMOW CKOPOCTH
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cocTtaBnset 125 Mpbs. Bo3poc u ypoBeHb 3aluTbl: Npu cobnogeHnn Bcex HeobXoaMMbIX YCIOBWUIA Mpu
NpaBuITbHON HACTPOWMKE, ero MOXHO OLEHUTb KaK BbICOKMW. [daHHbIA cTaHO4apT COBMECTUM C HOBbIMU
npotokonamu wugpoanns WPA n WPA2*. OHn npepoctaBnsaoT 6oriee BbICOKMA YPOBEHb 3aliuThl,
Hexenu WEP. O cnyyasix Banoma npotokona WPA2* noka He n3BecTHo.

*- [NoppepxuBaeTca He BceM obopyaoBaHMeM
-54 Mbps, po 125" Mbps
- Pagnyc pencteus: 50 m

- MpoTokonkl ob6ecneyeHus 6eszonacHocTn: WEP, WPA, WPA2* -YpoBeHb 6€30MacHOCTU: BbICOKUIA

802.Hi

OTO HOBLIN CTaHAApPT, BHeAPEHME KOTOPOro TONbKo HaunHaeTcs. B aaHHOM criyyae HenocpeacTBEHHO B cam
cTaHgapT BCTPOEHa nogaepka caMblX COBPEMEHHbBIX TEXHOMOMMI, Takmx kak True MIMO n WPA2. MNMoatomy
HeobGxoaumocTb Bornee TwatensHoro Belbopa 06opyaoBaHust oTnagaeT. MnaHupyeTcs, 4To 3TO cTaHAapT
npuaeT Ha cmeHy 802.1lg n cBegeT Ha HET BCE NONbITKM B3NoMa.

- CkopocTb: 125 MbpsK

- Paguyc pgenctaua: 50 m

- MpoTokonbl o6ecneveHns 6esonacHoctn: WEP, WPA, WPA2
-YpoBeHb 6e3onacHocTuh: Beicokun

802.11MN

Byaylumn ctaHgapT, pa3paboTku KOTOPOro BeAyTCs B AaHHbI MOMEHT. OTOT cTaHAApT A0MKeH o6ecneynTts
Gonblune paccTosiHUA oxBaTa 6ecnpoBOAHbLIX CeTeit U Goree BbICOKYH CKOPOCTb, BMOTh Ao 540 MouT/cek.

- CkopocTtb: 540 MbpsK

- Paguyc penctensi: HEM3BECTHO M

- MpoTokonbl o6ecneyerns 6esonacHocTn: WEP, WPA, WPA2
-YpoBeHb 6e3onacHocTh: Bbicokui

OpHako, cnegyeTt NOMHUTL, YTO HeNnpaBuIibHas HAacTporka 06opyaoBaHUs, NogOAEPXKUBAIOLLIErO AaXe caMble
COBpEMEHHbIE TEXHOMorMm 3awmTbl, He obecneynT [OMKHbIM ypoBeHb Oe3onacHocTu Balwen cetn. B
KaXgoM cTaHgapTe eCTb [OMOfHUTENbHbIE TEXHOMOrMM W HacTPOWKM ANs  MNOBLbILWEHUS YPOBHSA
6esonacHocT. [loaToMy Mbl pekomeHOyem [oBepAaTb HacTpowiky Wi-Fi  obopyaoBaHus  TOMbKO
npodeccmoHanam.

3. BbesonacHocTb 6ecnpoBoAHbIX ceTen

BeedeHue

Y 6ecnpoBofHbIX CeTel OYeHb MHOro obLiero ¢ NMpoBOAHbIMW, HO €CTb M pasnuuusa. [na Toro, 4Tobbl
NPOHWKHYTb B MPOBOAHYIO CETb, Xakepy HeobXoauMo um3nyecku K Hel nogkmounTecs. B BapmaHTe Wi-Fi
eMy J0CTaTO4YHO YCTaHOBUTb aHTEHHY B Gnvxanluein NogBopoTHE B 30HE AENCTBUSA CETU.

XoTa cerogHs B 3awute Wi-Fi-ceTen n NnpUMEHSIIOTCS CrOXHbIe anropuTMMYEecKMe maTteMatuieckue mogenm
ayTeHTuduKaumm, WUPPOBaHUS OaHHbIX, KOHTPONSA LEMOCTHOCTU WX nepefadd, TeM He MeHee Ha
HavanbHbIX 3Tanax pacnpocTpaHeHust Wi-Fi Hepegko nosIBNSNMCbL COOGLLUEHWST O TOM, 4YTO Oaxe He
MCNoNb3ys CIOXHOrO 060pyAOBaHNS U CleLmanbHbIX MPOrpaMm MOXHO ObIo NOAKMUNTLCA K HEKOTOPbLIM
KOpMopaTMBHLIM CETSIM MPOCTO Npoe3Xxast MMMO C HOYTOYKkOM. MosiBUNUCH Aaxe NnereHabl 0 pa3besXkaroLmnx
no KpymHbIM ropofam Xxakepax (war driver) ¢ aHTEHHaMmu, COOPYXEHHbIMU W3 KOHCEpBHOW OaHku unm
YyNaKoBKWU M3-Nof 4MncoB. Akobbl y HUX faxe Obira CBOS YCNOBHAsi CUCTEMa 3HAKoB, KOTOPblE pPUCOBanuCb
Ha TpoTyape M ykasblBanu Hes3allulieHHble OOIMKHbIM 006pa3omM Touku gocTtyna. Bo3amoxkHo, Tak n 6bino,
NULLb BMECTO GaHOK M3-Mog YMMNCOB UCMOMb30BaNnCh MOLLHbIE aHTEHHbI, @ YCINOBHbIE 3Hakn 0603HavYan1cb
Ha KapTe, CBA3aHHOW C cucTemon rmobansHoro nosvumoHnposanus (GPS).

UT0 e TeopeTnyeckn MOXET MOMYy4YUTb 3MOYMbILUMEHHUK B 6eCnpoBOAHOM CETU, HacTPOMKEe KOTOpPOW He
6bINo yAeneHo JOMKHOro BHUMaHWA? BOT ctaH4apTHLIN CINCOK:
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e [OCTYyn K pecypcam u auckam nonb3osartenen Wi-Fi-cetn, a yepe3 Heé — u k pecypcam LAN;
noacnywmsanme Tpaduka, U3BNEYEHNE U3 HEro KOHPUAEHUManbHOW MHMOPMaLMK; UCKaXKeHNe
NPOXOAsLEN B CETU UHPOPMAaLUKN; BOPOBCTBO MHTEPHET-Tpaduka;

e araka Ha K nonb3oBaTtenen u cepsepbl ceTu (Hanpumep, Denial of Service unu gaxe rnyweHve
paguocesaan);

e  BHeaApeHue noaaenbHOM TOYKM AOCTyna;

e  pacchblnika cnama, NpoTMBONpaBHas OeATENbHOCTb OT UMEHU Balwlen cetu. Paszsumue 3awumsi Wi-
Fi

B 1997 roay Bbiwen nepebit ctanaapT IEEE 802.11, 6e3onacHOCTb KOTOPOro, Kak okasanocb, Aarneka oT
npeana. MpocTon naponb SSID (Server Set ID) ona goctyna B NoKanbHYy CETb MO COBPEMEHHbLIM MepKam
Henb3s cYMTaThb 3amUTON, 0COBEHHO, yunThIBas dakT, 4To K Wi-Fi He Hy)XXHO (hn3nM4ecKky NoAKNIYaTLCS.

CMaBHOM e 3alMTon AoMNroe BpeMs ABMASNOCh UCMNOMNb30BaHUE LUMGPOBLIX KIYen WndpoBaHUs NOTOKOB
AaHHbIX ¢ nomoubio dyHkumn Wired Equivalent Privacy (WEP). Camu knioun npepcrtasnstoT n3 cebs
06bIkHOBEHHbIE Naponu ¢ AnuHon ot 5 ao 13 cumeonos ASCII, 4yto cootBeTcTBYEeT 40 nnu 104-paspsgHomy
LWnMdpoBaHNio Ha cTaTtndeckoMm yposHe. Kak nokasano Bpems, WEP okasanacb He camoin HaaéxHow
TEeXHOmMorven 3awmTbl. M, KcTaTW, BCE OCHOBHblE aTaku XakepoB MPULLMUCL Kak pas-Takn Ha 3noxy
BHeapeHusa WEP.

Mocne 2001 roga Anst NPoOBOAHbLIX M GecnpoBOAHbIX ceTein Obin BHeAPEH HOBbIM cTanaapT IEEE 802.1X,
KOTOPbIA  UCMONb3yeT BapuaHT AMHaMuyeckux 128-paspsdHbiX  KAYen  LWndpoBaHWs, TO ecCTb
nepruoanyeckn N3MeHsIILLMXca BO BpeMeHn. Takum obpasom, nons3osartenu cetu paboTtatoT ceaHcamu, no
3aBepLUEeHN KOTOPbIX UM MpuUckinaeTcs HosbliM kntod. Hanpumep, Windows XP nopgaepxuBaeT AaHHbIN
cTaH4apT, 1 N0 YMONYaHWIO BpeMsi O4HOro ceaHca paBHO 30 MUHyTaMm.

B koHue 2003 roga ©Obin BHeppéH ctaHgapT Wi-Fi Protected Access (WPA), koTopbii coBMellaeT
npenmyllecTsa AMHaMm4eckoro obHoBneHus knoden IEEE 802.1X ¢ koanpoBaHMem NpoTokona MHTerpauum
BpemeHHoro kntoya Temporal Key Integrity Protocol (TKIP), npoTOkonom pacluvpeHHow ayTeHTudukauum
Extensible Authentication Protocol (EAP) 1 TexHONMOrMen npoBEepKU LeNoCTHOCTM coobuieHnii Message
Integrity Check (MIC).

Momumo aToro, mapannensHO pasBMBAETCA MHOXECTBO CaMOCTOATENbHbIX CTaHAapToB 6e3onacHocTu oT
pasnuyHbIX pa3paboTymKoB, B YaCTHOCTW, B JAHHOM HanpasneHun npeycnesatot Intel n Cisco. B 2004 roay
nossnsetcs WPA2, nnn 802.Hi, — MakcnmanbHO 3aluLLeHHbIN CTaHaapT.

TexHorso2uu 3awumsi
WEP

Ota TexHomnorns Obina paspaboTaHa crneuuanbHo Ans WMdPOBaHUS MOTOKa nepefaBaeMbiX OaHHbIX B
pamkax nokanbHon cetu. [aHHble LmdpyloTcsa KnyYoM ¢ paspsgHocTeio oT 40 go 104 6ut. Ho aTto He
Lenbii KN4, a TOMbKO €ro craTuyeckas cocTaBndawlas. [ns ycuneHus 3aluTbl NPUMEHSieTCs Tak
HasbiBaeMblil BEKTOP uHMUmanu3aumm Initialization Vector (IV), koTopbll npeaHasHayveH ans paHaoMm3aumm
OOMOMNHUTENBHON YacTu Krnio4a, 4To obecneuvBaeT pasnuuyHble Bapuauuu wudpa ANS pasHbiX NakeToB
OaHHbIX. [OaHHbIn BekTop sBnsieTca 24-6uTHbIM. Takum obpas3om, B pesynbraTe Mbl nonydaem obuiee
WwndpoBaHne ¢ paspsigHocTbio oT 64 (40+24) no 128 (104+24) 6ut. Noesa oyeHb 34paBasi, MOCKOMbKY Npwu
LWnchpoBaHMM Mbl ONepUpyeM U NOCTOSHHBIMU, U CITy4alnHO Nogo6paHHBEIMU CUMBOMaMU.

Ho, kak okasamnocb, B3rnoMaTb TaKyl 3alUMTy MOXHO — COOTBETCTBYHOLUME YTUNUTbI MPUCYTCTBYHOT B
WHTepHeTe (Hanpumep, AirSnort, WEPcrack). OcHoBHoe e€ cnaboe MecTo — 3TO KaK pas-Taku BEeKTop
MHMUManu3aumm. [ockonbky Mbl FroBOpuUM O 24 6utax, 3TO nogpasymeBaeT okoro 16 MunnvoHoB
KOMOUHaumn (2 B 24 cTeneHn) — nocne UCMNosb30BaHUS 3TOr0 KONMMYECTBA KIHOY HauYMHaeT NOBTOPSATLCS.
Xakepy Heob6xoaMMo HanTh 3Ty NoBTOpbI (0T 15 MUHYT Ao yaca Aansg kntoya 40 6uT) 1 3a cekyHAbl B3rnomaTb
OoCTanbHyl 4acTb knioya. lMocne 3Toro OH MOXeT BXOAUTb B CETb Kak OObIYHbIA 3aperncTpupoBaHHbIN
nonb3oBarensb.

802. IX

IEEE 802.1X — 9TO HOBbI CTaHOapT, KOTOPbLIA oOKasancsa Kni4veBbiM ANs PasBUTUS  UHAYCTPUK
GecnpoBofHbIX ceTel B LiernoM. Ha aaHHbI MOMEHT OH noaaepXkuBaeTcs Tonbko co ctopoHsl OC Windows
XP un aHoHcupoBaH ans Windows Server 2003. 3a ocHOBY B3ITO UCMpaBNeHWe HeAO0CTaTKOB TEXHOMOMMN
6esonacHocTn, npumeHsiembix B 802.11, B 4aCTHOCTW, BO3MOXHOCTb B3rioma WEP, 3aBucumocTtb OT
TexHornornn npoussogutensa u T. n. 802.IX no3sonseT nogknioyaTte B ceTb gaxe PDA-ycTponcTBa, 4TO
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nos3eonsieT 6onee BbIrOAHO MCMNONb30BaTb camy uaeto becnposogHor cesAsn. C apyroi ctopoHsl, 802.1X un
802.11 sBnaOTCA cCOBMECTUMbIMU cTaHAapTamu. B 802.1X npumeHseTcsa TOT xe anropuTtm, 4to u B WEP, a
MMeHHO — RC4, HO C HEKOTOPbLIMU OTIIUYMAMM.

802.1X GasupyeTcsa Ha nNpoTOKONe pacluMpeHHOn ayTeHTudukaumm Extensible Authentication Protocol
(EAP), npoTokone 3awuTbl TpaHCMOPTHOrO ypoBHA Transport Layer Security (TLS) n cepsepe goctyna
RADIUS (Remote Access Dial-in User Server). Intoc k 3Tomy cTouT Aob6aBuTb HOBYIO OpraHnsaumio paboTsl
KnueHTtoB ceTu. llocne Toro, kak nonb3oBaTenb MPOWEN 3Tan ayTeHTUduKaumMu, emy BbiCbinaeTcs
CeKpeTHbIi KNioY B 3aWwMdpoBaHHOM BMAEe Ha OnpeAenéHHoe HesHauuTenbHoe BpeMs — BpeMms
AENCTBYIOLLEro Ha AaHHbIN MOMEHT ceaHca. 1o 3aBepLueHnn 3TOro ceaHca reHepupyeTCs HOBbIV KIoY U
onATb BbICbINAETCA Momnb3osaTtento. [MpoTokon 3awwuTbl TpaHCMOPTHOrO YpoBHA TLS obecneunsaet
B3aVIMHYI0 ayTeHTUMMKALMIO N LEeNOCTHOCTb Nepefayn AaHHblX. Bee knioum asnsiotca 128-pas3psgHeiMm no
YMOMYaHuio.

WPA

WPA — 37O BpeMeHHbI CTaHgapT, O KOTOPOM AOroBOpMINCHE Npou3soauTenyn obopyaoBaHus, noka He
Bctynun B cuny IEEE 802.Hi. Mo cytn, WPA = 802.1X + EAP + TKIP + MIC, rge:

WPA — TexHonorus sawuiLeHHoro goctyna k 6ecnposogHbim cetam (Wi-Fi Protected Access),
EAP — npoTokon paclumpeHHon ayteHTudmkaumm (Extensible Authentication Protocol),

TKIP — npoTokon nHTerpaummn BpeMmeHHoro kntoda (Temporal Key Integrity Protocol),

MIC — TexHomnorns NnpoBepKM LLeNocTHOCTU coobLeHnn (Message Integrity Check).

Kak Bugum, kno4veBbiMM 3decb sBnsioTcs HoBble modynu TKIP u MIC. Crangapt TKIP wncnonesyet
aBTomaTmyeckn nogobpaHHble 128-6UTHbIE KrOYM, KOTOpble CO34alTCA HenpeackasyembiM cnocobom u
obwee umucno Bapumauuin Kotopbix gocturaet 500 munnuappoB. CrnoxHas wepapxudeckas cuctema
anropuTma nogbopa knoven n guHammyeckas ux sameHa yepes kaxgole 10 K6awnt (10 Tbic. nepegaBaemMbIx
nakeToB) AenawT CMCTEMY MaKCMMarnbHO 3aLLUULLEHHON.

OT BHELWHEro MPOHUKHOBEHUSI M W3MEHEHUSI MHGOPMaUUM Takke OBOPOHSIET TEXHOMOrMs MPOBEPKU
uenoctHoctn coobuweHun (Message Integrity Check). [JocTaTOMHO CMOXHBIN MaTeMaTU4YecKuii anropuTtm
MO3BOSISIET CBEPSATb OTNPABEHHbIE B OAHOW TOUKE W NOMyYeHHbIE B APYron AaHHble. Ecnv 3ameveHbl

N3MEeHEeHNA U pe3ynbTaT CpaBHEHUA HE CXOOUTCA, TakKne AaHHble CHUTAKTCA JTOXKHbIMU U Bbl6paCbIBaI'OTC$I.

Mpaspa, TKIP cenvac He aBnseTcs Ny4ywvM B peanusaumu LMgpoBaHWs, MOCKOMbKY B CUMy BCTynawoT
HOBblE anropuTMbl, OCHOBaHHble Ha TexHorormn Advanced Encryption Standard (AES), koTopas, kctatu
rosopsi, yxe pasHo ucnomnb3yetca B VPN. YUto kacaetca WPA, nopaoepxka AES yxe peanusoBaHa B
Windows XP, noka TonbKo ornumMoHarnbHo.

VPN

TexHonorusa BuUpTyanbHbIX YacTHbIX ceTen Virtual Private Network (VPN) 6bina npeanoxeHa komnaHuen
Intel ans obecneyeHus 6e3onacHOro COeQUHEHWsT KITMEHTCKMX CUCTEM C cepBepamMu Mo obLiefoCTynHbIM
UHTEepHeT-kaHanaMm. VPN o4eHb xopowo cebs 3apekoMeHOoBanuM C TOYKM 3pEHUs LWIMPOBaHUA W
HaaEéXHOCTM ayTeHTudukaumm. MNnc TeXHONOrMM COCTOUT M B TOM, YTO Ha NPOTSKeHUM Bonee Tpéx net
NpaKTU4ecKoro WCMoNb30BaHUS B WHAYCTPUM AaHHbIA MPOTOKON HEe MONyYnsl HWKaKUX HapekaHuin co
CTOPOHbI Nonb3oBaTenen. NHdopmauum o ero Banomax He 6bIno.

TexHonorui wudpposaHMs B VPN npvMeHseTcs HeCKOnbko, Havmbonee nomnynspHble M3 HUX OMucaHbl
npotokonamm PPTP, L2TP u IPSec ¢ anroputmamun wwndpoBaHus DES, Triple DES, AES un MDS5. IP
Security (IPSec) ucnone3dyetcs npumepHo B 65—70% crnydaeB. C ero nomolubio obecneyvBaeTtcs
npakTUyeckn MakcumarnbHas 6e30nacHOCTb NINHUK CBA3K.

M xoTs TexHonorus VPN He npegHasHavyanacb n3HavyanbHO UMeHHo Ans Wi-Fi, oHa MoXeT ncrnonb3oBaTbcst
ansi nrboro TMna ceTen, N naes 3aWwnTUTb C €€ NOMOLLLI0 6eCnpoBOAHbIE NX BapuaHTbl 04Ha U3 Ny4ylunx Ha
cerogHs.

Ons VPN BbinyweHo yxe goctatodHo 6onblioe konudecTtso nporpammHoro (OC Windows NT/2000/XP,
Sun Solaris, Linux) u annapatHoro obecneveHusa. [Ons peanusaumm VPN-3awuTel B paMkax ceTu
HeobxoAMMO yCTaHOBUTb cneunanbHbin  VPN-WA3 (NporpaMMHbI MAW - annapatHbli), B KOTOPOM
€o3JaloTcs TYHHenM, Mo OAHOMY Ha Kagoro nonb3oBatens. Hanpumep, ans 6ecnpoBOAHbIX CeTen Luno3
crnepgyeT YCTaHOBWUTb HENOCPEACTBEHHO Mepef TOYKOM AocTyna. A nonb3oBaTensm cetu Heobxoanmo
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YCTaHOBUTbL CreumarnbHbie KIMEHTCKME NPorpamMmMbl, KOTOPbIE B CBOK o4epeb Takke paboTaroT 3a paMkamu
GecnpoBoaHOI ceTu 1 paclumMpoBKa BEIHOCUTCA 3a €€ npeaensbl.

XoTa BCE 3TO AOCTaTOYHO FPOMO3AKO, HO OYeHb HAOEXHO, rMaBHbli HEeAOCTaTOK TAKOro pelleHus —
HeoBGXoAUMOCTb B aAMUHUCTPUPOBAHMU. BTOpOM CYLLECTBEHHbLI MUHYC — YMEHbLUEHWE MPOMYCKHOW
cnocobHocTn kaHana Ha 30—40%.

Memoodbi 3awumsi

Takum 0bpa3oMm, Ha CEerofHsILLHWIA AeHb y 0Obl4HbIX NONb3oBaTene U aaMUHUCTPATOPOB CEeTel MMetnTcs
BCE Heobxoaummble cpencTBa pAns HagéxHon 3awmtbl Wi-Fi, n npu OTCyTCTBMM $IBHbIX OLIMOOK
(NpecnoByTbIi  YenoBedeckuin  akTop) Bcerga  MOXHO  obecneunTtb  ypoBeHb  Ge3onacHoCTH,
COOTBETCTBYHOLLNIA LIEHHOCTU WHAOPMaUUN, HaxopsLwiencss B Takon ceTu. OCHOBHblE e npaBuna npu
opraHusaumm n HacTpolike YactHon Wi-Fi-ceTu (ecnu HeT 3agaun caenatb e€ obLeoCTynHOM) TakoBbl:

MaKkcMMarbHbIM YypoBeHb GesonacHocTu obecneunt npumeHeHne VPN — ucnonb3ynTe 9Ty TEXHOMNOMMI0 B
KOprnopaTuBHbIX CETSX;

€Ccnn ecTb BO3MOXHOCTb ucnonb3oBaTb 802.IX (Hanpumep, Toyka fJocTyna nogAepxuBaeT, MMeeTcs
RADIUS-cepBep) — BOCNONb3yNTECH €M (BNPOYEM, YA3BUMOCTM ecTb 1 Y 802.1X);

nepen MOKYMNKOW CETEBbIX YCTPOWCTB BHMMATESNbHO O3HAKOMbTECb C [AOKYMEHTauuew. Y3HalTe, Kakue
NPOTOKOSbl UMW TEXHOMOorMM LWKUdPOBaHUS UMW nopaepxuBatoTcs. poBepbTe, nogaepXxvBaeT nu 3Tu
TexHomnornn wundposaHusa Bawa OC. Ecnu HeT, TO ckavanTe angenTbl Ha caiTe paspabotunka. Ecnu psa
TEeXHOMOorMi He nogaepxuBaeTcs co cTopoHbl OC, TO 3TO AOIMKHO NOAAEPXKMBATLCS Ha YPOBHE ApafiBepOB;

obpatute BHMMaHMe Ha yCTponcTea, ucnonbayowme WPA2 n 802.111, nockonbky B 9TOM CTaHAapTe Ans
obecneyveHns 6esonacHocTn ncnonbayetcs HoBbin Advanced Encryption Standard (AES);

ecnn Tovka AO0CTyna nos3BonseT 3anpewartb AOCTYM K CBOMM HAacTpoWkam C NMOMOLLb0 6ecnpoBOgHOroO
NOAKMNIOYEHNS, TO WCMOMb3ynWTe 3Ty BO3MOXHOCTb. HacTpauBante AP Tonbko no nposogam. He
ucnonb3ynte no paguo npotokon SNMP, web-uHTepdenc n telnet;

€Crnu1 ToYKa JoCcTyna No3BonseT ynpaBnsaTe 4ocTynom knveHToB no MAC-agpecam (Media Access Control, B
HacTponkax MOXeT HasbiBaTbCs Access List), ncnonbayiite 3Ty BO3MOXHOCTb. XoTs MAC-agpec v MOXHO
NOAMEHUTb, TEM HE MEHee 3TO AOMNOSNHUTENbHBIA Gapbep Ha NyTU 3M0YMbILLNEHHKKA;

ecnn obopyaoBaHue No3BONSAET 3anpeTuTb TpaHCNAUMo B aup naeHtudmkatopa SSID, ncnonbsynte aty
BO3MOXHOCTb (Onums moxeT HasbiBaTbes "closed network"), HO n B aTOM cnyyae SSID MoxeT ObITb
nepexsaveH Npu NOAKMYEHUN NErMTUMHOIO KIMUEHTa;

3anpetuTe gocTtyn Ans knueHTtoB ¢ SSID no ymonyanuo "ANY", ecnu obopyaoBaHue no3BonseT 3TO
denatb. He wvcnone3yiite B CBOMX CeTsX mpocTble SSID — npuagymanTe 4To-HMOYAb YHWKanbHOE, He
3aBsi3aHHOE Ha Ha3BaHWe Ballel opraHusaumMm W OTCyTCTBylOWee B croBapsx. Bnpouyewm, SSID He
LundpyeTcs U MOXeT ObITb Nerko nepexsayeH (Mnu nogcmoTpeH Ha MK knueHTa);

pacnonaraﬁTe aHTeHHbl KaK MOXHO Aanblle OT OKOH, BHEeLWHMX CTeH 30aHuA, a Takke OrpaHI/I‘-IMBaVITe
MOLLUHOCTb paauousnyyeHus, YTOObl CHU3UTb BEPOATHOCTb NOAKMKYEHUA «C Yynuubi». VlCI'IOJ'IbSyVITe
HanpasJi€eHHble aHTEeHHbI, HEe I/ICI'IOJ'Ib3yl7ITe pagnokaHan no yMmosndaHuio;

€CnM npu yCTaHOBKEe [JpalBepoB CeTeBblX YCTPOWCTB Mpeanaraetcs BblOOp Mexay TexXHONormsmu
wudgposaHns WEP, WEP/WPA (cpegHuin BapuaHnT), WPA, Bbibupante WPA (B ManbiX CeTsX MOXHO
ucnonb3oBaTb pexum Pre-Shared Key (PSK)). Ecnu yctporictea He nogaepxmsatoT WPA, To obs3atensHo
BkMtoyanTe xota 66l WEP. MNpun BeiGope ycTponcTea HuKorga He npuobpeTaiite TO, YTO He NoAAepxuBaeT
naxe 128bit WEP.

BCErfa UCMormnb3ynTe MakCUMarbHO OJIUMHHbIE KMoyn. 128-6UT — 3TO MUHUMYM (HO eCnn B CETU €CTb KapThbl
40/64 OuT, TO B 3TOM Cfy4yae C HUMU Bbl HE CMOXETE COeAMHWUTbLCS). Hukoraa He nponucbiBaiTe B
HacTpowkax MpocTble, «AedONTHbIE» WM OYeBUAHbIE KMOYM M naponn (OeHb poxaeHus, 12345),
nepuoanyeckn KX MeHsnTe (B HacTpolkax OObiMHO umeeTca yaobOHbIM BbIOOP U3 4YeTbipéX 3apaHee
3a[jaHHbIX KIoYen — coobLUnTe KNMeHTam O TOM, B KaKOW AeHb HeAEeNN Kakow KIoY UCnosnb3yeTcs).

He JaBanTe HUKOMY MHdOpPMauUMM O TOM, KakuM obpasoM M C KakMMuK Maponsamu Bbl NOAKIIOYaeTeCh (ecnm
MCMOonb3yloTCA Naponu). VickaxxeHne gaHHbIX NN X BOPOBCTBO, a Takke npocnylmeaHve Tpadduka nytem
BHeApPeHUs1 B nepedaBaeMblii MOTOK — O4YeHb TpydoeMmKas 3afjadva Mpu YCroBUSIX, YTO MPUMEHSIIOTCH
ANVHHBIE OMHAMMWYECKN MU3MeHsiiowmecs knodun. MNoaTtomy xakepam Mpolle MCrnonb3oBaTb YenoBevecKui

akTop;
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ecnv Bbl UCMonb3yeTe cTaTUYeckue KIoum 1 naponu, nos3aboTtbTecb 06 MX YacToil cmeHe. [enaTb 31O
nyylie o4HOMY YenoBeKy — aAMUHUCTPAaTOpY;

€Cnu B HacTpoWKax YCTpoOMCTBa npeanaraetcsa Bbloop mexay metogamun WEP-ayTeHTudUKaumm "Shared
Key" n "Open System", Bblibupante "Shared Key". Ecnu AP He noppepxwuBaeT dwunbTpaumtio no MAC-
appecam, To Ansa Bxoda B "Open System" goctatovHo 3HaTb SSID, B cnydae xe "Shared Key" knueHt
ponxeH 3Hate WEP-know  (www.proxim.com/ support/ all/ harmony/ technotes/ tn2001-08-10c.html).
Bnpouewm, B cnyyae "Shared Key" Bo3amMoOXeH nepexsaT Kfo4a, U Npu 3TOM K04 JOCTyna OAUHaKoOB ANns
BCEX KIMMEHTOB. B CBA3K C 3TMM MHOIrMe UCTOYHMKM pekomeHayoT "Open System';

obsasaTenbHO MCnonb3ynTe CROXHbIM Napofib ANd JOCTyna K HacTpoukaM TOYKkM goctyna. Ecnu Todka
AOCTyna He NO3BOoJIAET OrpaHn4YmMBaTb OOCTYN Naponem, €€ MecCTO Ha CBarlke;

ecnu Ans reHepaumm Knova npegnaraetcs BBECTU KtoyeByto dpasy, To ucnonbaynte Habop 6yks n umdp
6e3 npobenos. lNpu pyyHom BBoAde kniova WEP BBogMTe 3HaueHuss Ans Bcex nonewn krwoda (npu
LeCcTHaauaTePUYHON 3anncK BBOAUTb MOXHO Undpbl 0—9 n 6ykebl a—f).

No BO3MOXHOCTW He wucnonb3yite B GecnpoBogHbix ceTsx npotokon TCP/IP gns opraHmsaumm nanok,
dannos n npuHTepoB obuero goctyna. OpraHu3aums pasgensiemblx pecypcoB cpegctBamu NetBEUI B
AaHHOM cnyyae GesonacHee. He paspeluarite rocteBov 4OCTYN K pecypcam obLero 4ocTyna, Cnonb3ynte
ANVHHBIE CIIOXHbIE Maponw;

NMo BO3MOXHOCTW He Ucrnonb3yite B GecnpoBoaHoii cetn DHCP — BpyyHyto pacnpefenuts ctaTudeckue |P-
agpeca Mexay NerMTMMHbIMK KnineHTamu 6esonacHee;

Ha Bcex [MK BHyTpM GecnpoBodHOW ceTu ycTaHoBWUTE daliepBONIIbl, CTapanTeCck He yCTaHaBNMBaTb TOYKY
pocTtyna BHe 6paHamayapa, Ucnonb3ynte MMHUMYM npotokonos BHYTpU WLAN (Hanpumep, Toneko HTTP u
SMTP). [lerno B TOM, YTO B KOpnopaTuBHbLIX CETAX (hanhepBonn CTouT 0BbIMHO OAMH — Ha BbIXOAE B
MHTEPHET, B3NOMLLMK Xe, nonyumnsLumn goctyn vyepe3 Wi-Fi, MoxeT nonacte B LAN, MUHys1 KOPNopaTUBHbIA
bariepBons;

perynsipHo uccrnegyiTe YsI3BUMOCTU CBOE CeTM C  MOMOLLbI  CheuManv3vpoBaHHbIX CKaHepoB
6e3onacHocTn (B TOM uncne xakepckux Tuna NetStumbler), o6HoBNSTE NpOWNBKA 1 ApariBepa YCTPOWCTB,
ycTaHaBnuBawTe 3annatku ansg Windows.

HakoHeL, NpocTo He oTnpaBnanTe ocobo cekpeTHble AaHHble Yyepe3 Wi-Fi. A elwé MOXHO Mcnonb3oBaTb
ToukM goctyna-npumaHku (AP honeypot, www.blackalchemy.to/Projects/fakeap/fake-ap.html), cneunansHoe
obopygosaHue (www.airdefense.net/products/), SSL n SSH.

4. HoBble BO3MOXHOCTW 3aLLMTbl 6ECNPOBOAHbIX ceTel, ucnonbayemble B Windows XP.

Bbl oymaeTe, 4To Balua 6ecnpoBogHas ceTb B 6e3onacHocTu? Jlydwe nogymarite ewle pas. Hosenwwnin Wi-
Fi ctanpapT, HasbiBaembii «Wireless Protected Access 2» (WPA2), npegoctaBnseT npodeccnoHanbHbIv
YPOBEHb LWIMGPOBAHNST OaHHbLIX, OOHAKO, HE CMOTPSl Ha TO, YTO CTaHAAPT CyLecTBYeT yxe Gonee roaa,
OONbLUMHCTBO NOJb30BaTENEN BCE €LUE HE UCMOMb3YIOT ero.

BesonacHocTe WPA2 6e3ycroBHO CTOUT TEX CKPOMHBIX YCUMWIA, KOTOpble TpebyroTca Anst €€ YCTaHOBKM.
CrtangapTt 6e3onacHoct WPA, aBnsowmiics 6a3o0BbiM, MOXET OblTb OTHOCUTENBHO NErko B3rfIOMaH, Aaxe
ecnu Bbl UCMOMb3yeTe NaponbHoe CrioBo AnnHon 6onee 20 CMMBOMOB, Y 3TO HE OAHO U3 TeX CMOB, KOTOPbIE
MO>HO NErko HamTu B crioBape (He BaXXHO PYCCKOM Unu KakoM-nnbo gpyrom).

Moka e LUMPOKO pacnpocTpaHeH npeflwecTBeHHUK ctaHgapta WPA-"Wired Equivalent Privacy" (WEP),
0OHaKo [0BepsATb AaHHOMY cTaHgapTy 6GesonacHOCTM, 3TO BCe paBHO 4YTO He MMeTb Ge3onacHon cetu
BoBce. WEP moxeT 6bITb B3riomaH 6ykBanbHO B CEKyHAb!, N HE MMEET 3HaYEHUS HACKOMbKO CIIOXHbIN KoY
Bbl AN Hero ncnone3osanu. WEP goctaTodeH TOnbKo Ans Toro, YTobbl 3awmutuTb Tpaduk Ballen cetn ot
cocefen unu Npoxoxux, T.e. Tex, KTo He BydeT TpaTWTb BPeMs Ha B3fOM Balleli cucTeMbl 6e30macHOCTU.
OpHako ecnu Bbl CEPbE3HO 3a60TUTECH O COXPAHEHMMN BaLLMX NNYHBIX AaHHBIX, TO BaM Hy>xeH WPA2.

Mpexge 4em Bbl CMOXeETe 3aWmUTUTL Bally ceTb npy nomoLin WPA2, Bbl AOMKHbI 3arpy3uTb U YCTaHOBUTb
\JI/PA2-06HoBnenve ana Windows XP (KB893357). Bo3amMOXHO, 4TO BaM Tak Xe NoHagobutbCca yCTaHOBUTb
camylo MoCneaHIo Bepcuio apansepa Ans Bawewn kaptol Wi-Fi. Takon gpanBep MOXHO HaWTW Ha cawTe
Microsoft B katanore Windows Update, HO 5 6bl pekoMeHaoBan obpalwaTtbcs HeNnocpeaCcTBEHHO Ha canT
npov3BoanTens KapTbl.

Cnegylowimm waroMm BaM HeobxoAMMO 3arpy3auTb W YCTAHOBUTb HOBYIO MPOLUMBKY [Af15 Ballen
6ecnpoBOAHON TOYKM [OCTYNa, €Cnu OHa elle He umeeT noaaepxkn ctaHgapta WPA2. MNMpowmsky MOXHO
HaWTU Ha calTe npousBoauTeNs Bawen Touku goctyna. (AnbsiHc Wi-Fi NOCTOsSIHHO OBGHOBMSIET CNMCOK
NPOAYKTOB, KOTOpble noaaepxusatoT ctaHaapt WPA2. 3aecb Bbl MOXeTe NpoBepuTb, MOAAEpXKMBaET nn
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Balla Touyka AOoCcTyna 3ToT cTaHaapT.) Ecnu Bawa GecnpoBogHasi Todka JOCTyna CrAMLIKOM cTapa U He
MOXeET ObITb 06HOBNEHa Ao ctaHgapta WPA2, nnu gaxe go 6asooro ctangapta WPA, To nydile Bcero eé
3aMeHUTb; HoBas oGolaeTca Bam He aopoxe 403.

Mocne Toro kak Bawe o6opynoBaHue GyaeT OOHOBMEHO, OTKPOMTE CTPAHUYKY yrNpaBreHust Ballel TOYKON
poctyna npu nomowwm Web-6paysepa (M3y4mTe pykoBOACTBO Monb3oBaTtens Ana nonyyeHns 6onee To4HON
MHdOpMaLun) 1M U3MeHuTe HacTpourkm GesonacHoctm Ha WPA2: Bbibepute TKIP+AES B KayecTse
anropuTma ucnonb3osaHns WPA 1 BBeanTe naposibHOe CroBo B Mnore, KoTopoe obbli4HO HasbiBaeTcs « WPA
Shared Key» n B none nogTreepxaeHuns naponbHoro crnosa. Bawe crnoso moxeT cogepxaTb ntobyro
KoMOMHaumno 6ykB 1 umdp anvHon Ao 63-x 3HakoB. CoxpaHWTe M3MEHEHWS, Y HA 9TOM HacCTPOWMKY TOYKU
AoCTyna MOXHO cYUTaTb 3aKOHYEHHOMN.

Mpu crepyowem MNOAKMIOYEHUM K TOYKE AOCTyna, 3aliviieHHon npu nomowwm WPA2, Bawa cuctema
nonpocuT Bac BBECTU NaporibHoe crnoBo (B TepmmHax Windows aTo HasblBaeTcs «Knod ceTu»). Beegute
naporibHOe CrnoBO, KOTOPOe Bbl MCMOMb30BanuM Npu HacTPoOWKe TOYKM AOCTyNa, B COOTBETCTBYIOLME MONs B
AnanoroBom okHe «becnpoBoaHOe ceTeBoe MOAKMIOYEHNE», U HAXMUTE KHOMKY «[oakniounTby». Tenepb Bbl
MOXeTe CMOKOWHO npogormkaTe paboTaTh € Ballen 6ecnpoBOAHON CETbio, NPW CReayloLwmx NoAKMHYEHNAX
naponb He ByaeT 3anpalumBaTbCs, a COeAUHEHNE ByaeT yCTaHaBNMBaTbCs aBTOMaTUYECKM.
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3awuTa flash-Hocutenen ot BpeaoOHOCHOro NporpaMMHOro
obecneyvyeHus
Banbrep C.A., CopoknH H.B.

HoBocubupckuii rocyaapcTBeHHbIN apXUTEKTYPHO-CTPOUTENbHbIA YHUBEPCUTET
r. HoBocubupck, Poccus

swetlaya@mail.ru

The security of flash-mediums against of the malicious
software
Val'ger S.A., Sorokin N.V.

Novosibirsk state architectural - building university
Novosibirsk, Russia

swetlaya@mail.ru

Nowadays it is impossible to imagine any human activity without the Internet which has crept into all the
spheres of our life. It is natural that the current situation wasn't left unnoticed by the hacker communities
which are proved by numerous publications and accounts given by the leading world IT-companies in the
sphere of antiviral software (www.kaspersky.com, www.esetnod32.com). Consequently, the malware also
tends to become more and more perfect day after day. This conclusion is also proved by the data of the
Malware Rating  Table issued by the Kaspersky  Laboratory in  January, 2009
(www.viruslist.com/ru/analysis?pubid=204007643).

The analysis of the before-mentioned data shows that the malware spread by means of USB-devices take
more and more profound positions. That leads to the supposition that mail-spread and script-spread malware
attacking a user’s personal computer from afar are gradually substituted by other kinds of malware which is
not perfect yet, but develops rapidly. It doesn’t mean that such malware harms the USB-device itself. It
accentuates the method of spreading and the special features of such attacks: the malware has an
opportunity to get the access to the hardware as soon as you insert the USB-device into a USB-drive. This
kind of malware takes various actions and achieves a wide range of results from interference with the normal
work of the PC software to stealing passwords and other sorts of confidential information. It often happens
that even PCs of experienced users appear to be infected by means of the before-mentioned method.

This investigation concerns the methods of penetration, infection and struggling with USB-malware. It is hard
to contradict the fact that nowadays information is one of the main means of the defense of the users:
“Forewarned is forearmed”. That is why the profound investigation of the problem is the primary aim of this
report.

B HacTosilLlee BpemsA He BO3MOXHO MPeACTaBWUTb OEATENbHOCTb YenoBeka 6e3 Internet, KOTOPbIN NPOHUK
npakTnyeckn BO Bce cdepbl AeATENbHOCTU YenoBeyecTBa. EcTecTBeHHO, UTO Takoe NONoXeHue Aen He
OCTanocb He3aMeYeHHbIM CO CTOPOHbl pPasfnuYHbIX Xakepckmx coobLecTB, 4TO noaTBepXxaaeTcs
MHOTFOYUCIIEHHBIMM  NYGNUKaUMAMM U OTYETaMU BedylMX MUpPOBbIX IT-kOMMaHWM no paspaboTke
aHTMBMPYCHOro nporpamMmHoro obecneyenuss (www.kaspersky.ru, www.esetnod32.ru). CrnegoBaTensHo, U
TEHOEHUMM B pacnpocTpaHeHWU BPedoHOCHOro nporpammHoro obecnevenus (MO) ¢ kaxgbiM OHEM Bce
bonee n Gornee coBepLUEHCTBYIOTCA. OTW BbIBOAbI TakkKe NOATBEPXKOAITCA AaHHbIMW Tabnvubl peiTuHra
BPEAOHOCHbIX nporpamm, onybnunkoBaHHon 3AO «JlabopaTopuern Kacnepckoro» B siHBape 2009 ropa
(www.viruslist.com/ru/analysis?pubid=204007643).

AHanu3 pgaHHbiXx  Tabnuubl  perTuHra BpegoHocHoro MO nokasbiBaeT, 4To BpepoHocHoe [10,
pacnpocTpaHsiiowuecs Yyepes USB-HocuTenu, 3aHumaroT Bce 6onee un 6onee npoyHble nosvuun. M3 atoro
cnegyeTt, YTO Ha CMeHY MOYTOBbIM WM CKPUMTOBbIM BPEAOHOCHBIM NporpaMmMam, aTakyloLMM KOMMNbTep
nonb3oBaTensa YyOaneHHO, MPUXOAAT ApYyrMe Mnoka elle He [OOCTUrIMe COBEpPLUEHCTBA, HO UMelolme
WHTEHCMBHYIO OMHaMUKy pa3BuTusa. M3 aToro He cnegyeTt, 4To Takoe BpefoHocHoe O HaHoCWUT YpOH
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HenocpeacTteeHHo USB-HocuTento. 3aeck nmeeTcs B BuAy cnocob pacnpocTpaHeHus un cneumduka atakm —
[OCTaToOYHO BCTaBUTb HakonuTens B USB-pasbém, kak BpegoHocHoe [10 nonyyaeT BO3MOXHOCTb
MPOHUKHYTb Ha XeCTkui auck. [lencteua n pesynbTathl paboTbl Takoro BPEAOHOCHOMO MPOrpaMMHOro
obecneyeHnss camble pasHoobpasHble — OT HapyweHuss paboTbl nporpaMMHoro obecneyeHus
nepcoHanbHoro komnbtotepa (MK) oo kpaxwu naponev wn Apyron KoHdumaeHumanoHoM UHpopmaumu
nonb3oatens K. 3avacTyio gaxe KOMNbIOTEPDLI OMbITHBIX NOMb30BaTENEN OKa3bIBAOTCA 3apaxXeHHbIMU, U
WMEHHO TaKMM CnocoBoM, KOTOPbIN YKa3aHHbLIM BbiLLE.

B paHHOW paboTe peyb NongeT O MeTogax MPOHWKHOBEHUs, 3apaxeHust u cnocobax Gopbbbl ¢ USB-
BPEAOHOCHLIM MporpaMMHbIM oGecneveHnem. CrOXHO CMopuTb C TeM, YTO UHOpMauus siBNsieTca Ha
CErofHsIlHWIA [eHb OAHVMM W3 T[MaBHbIX CPeAcTB 3almTbl nonb3oBatens: «[MpegynpexnaeH, 3HauuT
BOOPYXeH». IMEHHO No3TOMy BCECTOPOHHEE M3yYeHWe BONpoca — OCHOBHAs Liefb AaHHOTo AoKnaga.

“Voidman” virus comprehensive analysis
Erdenebat Chuluun

Mongolian University of Science and Technology
Ulaanbaatar, Mongolia

Ch.Erdenebat@gmail.com

In this article, we have aimed to examine and inspect the origin of “voidman” viruses that are “made in
Mongolia” on a profound level. This anti-program is one of few viruses that are labeled “made in Mongolia”
and from 2006 to 2007 it has damaged number of computers and their functioning in laboratories of many
large universities of the country, causing immense inconvenience at the time.

The most computer viruses are thought to develop using the basis of the previous version and re-engineering
them by investigating, recovering and neutralizing them is therefore thought to be possible. For this, we need
to determine the method and the way of functioning of the virus, which will allow us to develop the system of
“cure” (treatment), to detect the threat, also to handle any resistance programs accordingly. These issues are
faced often.

When examining the “Voidman” viruses we have used the method of re-engineering of code tracking.

Keywords: virus, analysis, re-engineering.

BcecTtopoHHui aHanu3 Bupyca Voidman
OpaeHebat YynyyH

MOHronbLCKU YHUBEPCUTET HAYKN U TEXHONOIMU
Ynan-bartop, MoHronus
Ch.Erdenebat@gmail.com

Llene HacTosiwen cTaTby 3aknioyaeTcss B TOM, 4TOObl U3y4uTb WM MNPOBEPUTb MPOUCXOXAEHUE BUPYCOB
voidman, kotopble "codgaHbl B MoHronuu", Ha OCHOBaTeNbHOM YpPOBHe. 3Ta aHTMnporpamma SBnAseTcs
OAHWM W3 HECKONbKNX BUPYCOB, KOTOpble MMeloT MeTKy "CaenaHo B MoHronuu", n B nepunog ¢ 2006 r. no
2007 r. oHa HaHecna Bped PS4y KOMMbOTEpPOB M ux pabote B nabopaTopmsx MHOrMx 6Gonbwmx
YHMBEPCUTETOB CTPaHbl, BbI3biBasi NPW 3TOM OrPOMHbIe Heyao6CTBa.

CuuTtaeTcs, 4To BONBLIMHCTBO KOMMbLIOTEPHBIX BUPYCOB pa3pabaTtbiBaeTcsl C UCNONb3oBaHNEM npeablayLuei
BEpCUW, 1 NO3TOMY NpeanonaraeTcs, YTO BO3MOXEH UX PEUHXUHUPUHT NyTeM UCCNeA0BaHUs, U3BIIEYEHNS U
HenTpanu3aumu. [MoaToMy [Ons oBHapyXeHus yrposbl W, COOTBETCTBEHHO, AN paboTbl € nobbiMK
aHTUBMUPYCHBIMW MporpaMMamMu Heob6xoaMMo onpeaenuTe MeTod U cnoco® (yHKUMOHMPOBaHWA BUpYCa,
KOTOpble No3BOMNAT paspaboTatb cuctemy "neyerus”. C aTMMM BONpOCaMm YacTo NPUXOOUTCS CTankMBaThbCS.

Mpun ananuse Bupycos Voidman Mbl UICNONb30BaNN METOA PEVHXWHUPUHIA C OTCNEXMBaHNEM KoAa.

KntouyeBble crioBa: BUPYC, aHanNM3, PeUNHXUHUPUHT.
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Pa3paboTka cucteMbl NacCCUBHOro cbopa codbITUN CeTeBbIX
aTak (Honeypot): Bluetooth cetu
[MycTtobaeBa [.

Camapckuii rocyaapCTBeHHbIN a3pOKOCMUYECKUA YHUBepCcUTeT UM. akagemuka C.IM.
KoponeBa

r. Camapa, Poccus

ank@ssau.ru

System development of passive collection of events network
attacks (Honeypot): Bluetooth networks
Pustobaeva D.

The Samara state space university of academician S.P. Koroleva
Samara, Russia

ank@ssau.ru

TexHonorusi honeypot - 3aTo oAWMH M3 MeTOAOB, NO3BOMSAOWMX OTCNEeAWTb pPaHHUE MPU3HAKW aTaku,
nokanusosaTb Npobrnemy A0 TOro, Kak ataka 3aTPOHET BaxHble 0ObEKTbI CUCTEMBI, 3aTOPMO3WUTb ataky, AaB
agMVHUCTPATOPY BPeMs Ha NPUHATUE KOHTPMeEP.

Honeypot - 9TO WHGOPMAUMOHHAA cuUCTeMa, npedHasHayeHHast Ans  HernpaBoOMEepHoro AocTyna.
dakTnyeckn, aTo obMaHka, npuBnekaTenbHbl OGBLEKT ANA aTaku, Npu 3TOM HaxXOAALMACA MO MOMHbIM
KOHTporem crneuuanuctoB no 6esonacHoctu. MHgopmaLmoHHas cucteMa honeypot MoxeT NpeacTaBnaTb
coboil Kak OTHEenbHblii XOCT B CeTW, TaK M CeTb, HamofHeHHyl pasHOro poga OGbekTaMu:
MapLupyTM3aTopamu, cepeepamMu, pabounmMm CTaHUMSIMI, peanbHbIMU UMW BUPTYanbHbIMU.

BbloensitoT gBa OCHOBHbIX Tuna peanmsau,mﬁl, aMynupyouine u pearnbHble, UHOrOa UX onpenendrT Kak
cnabo- n BbICOKOUHTEPAKTUBHbIE.

MepBble cnocobHbI aMynMpoBaTb B3aMMOZENCTBME OT nuua onpeneneHHoro cepauca, Hanpumep, NpUHATb
coefiMHeHVe Ha tcp NopT 22, NpuHATL OT aTakyloLlero UMs Nonb3oBaTens v naposb W Tak ganee, npu aTom
dumkcupys Bce AENCTBUSI aTakyHoLLero.

BbICOKOMHTEPAKTUBHBIE honeypot, OCHOBaHHble Ha MpuUMeHeHUK peanbHbix OC U peanbHbIX CEpPBUCOB,
HECKOJIbKO CIIoXHee B NpuMeHeHun. PakTUYecku OHM NpeacTaBnsioT coboi cneumansHO CnpoekTUPOBaHHbIe
ceTeBble CerMeHTbl, MOAKIOYEHHbIE K CeTsaM obLuero nonb3oBaHusl. CeTeBoii Tpaduk Mexay honeypot u
BHELLUHUM MUPOM KOHTPONUpYeTcst U DUKCUPYETCsl, YTOObI MOSNTHOCTHI0 COXPaHUTL BCE AEMCTBUS aTaKyoLLMX.

lMpumeHeHne honeypot-cnuctem B peanbHOM XM3HW NO3BONSET onpefensTe dakT aTaku, npegoTBpallaTtb
aTakm Ha pearnbHble cepBucbl M obecneyvBaTtb cryx0Oy 6e3onacHoCTM MaTepuanamu Ans aHanusa u
OTBETHOW OEeATENbHOCTU.

OnpepeneHve cakTa aTakuM 3anoxeHo B camy ugeto honeypot - k honeypot He MoryT oGpaliatbcs 3a
CEepBUCOM pearbHble KnueHTbl. Ecnu k Hemy obpaTunucb, 3TO CBMAETENbCTBYET O TOM WM UHOM
HapyleHun. OnpeaeneHve akta atakv ABNAETCS BaXKHbIM MOMEHTOM AN aAMUHUCTPATOPOB, Tak Kak 3To
NO3BOJISIET ONEePaTUBHO NPUHSATL MePbI MPOTUBOAEACTBUS.

Bluetooth - aTo HOBasi TexHonorns 6ecnpoBOHON Nepeaayvn AaHHbIX Marow MOLLHOCTU, pa3pabaTbiBaemas
C Uenblo 3aMeHbl CYLLEeCTBYIOLLMX NPOBOAHBIX COEANHEHUI NEePCOHanbHbIX OPUCHON N BBITOBOM TEXHUKM C
LUMPOKNM CMEKTPOM MEPEHOCHbIX YCTPOWCTB, TaKUX, KaK SMEKTPOHHbIE 3aruCHble KHWXKKM U MOOWUMbHbIE
TenedoHbl, JaTYUKM CUrHaANU3aLmn n TeneMmeTpum, u T.0.

TexHonorus Bluetooth 6bina paspabotaHa B 1998 rogy rpynnow Begywmx KoMnaHMn B obnacTtu
TenekoMmyHukaumin. Bluetooth - 3To BO3MOXHOCTb OOBEAMHATE B NOKamnbHble CETU MOOYI0 TEXHWKY: OT
MoBunbHOro TenedoHa 1 KoMnbloTepa A0 XONOAUMbHMKA. [pn 3TOM, OAHM N3 HEMAIOBaXHbIX NapameTpoB
TexHonorum bluetooth - 370 HM3Kasi CTOMMOCTbL YCTPOMCTBA CBA3M, COOTBETCTBEHHO HeborblUne pasmepsl U,
YTO HemaroBa)KHO, COBMECTUMOCTb M MPOCTOTa BCTpavMBaHWSA B pasnuyHble yCTPOWCTBA. JTa TexXHOMNorus
ucnonb3yet Hebonblume npuemonepefaTynku Manoro paguyca pfenctsus, nnbo HenocpeacTBEHHO
BCTPOEHHblE B YCTPOMCTBO, NMBO noaknoyaemble 4Yepes cBobodHbIi nopT unu PC-kapTy. Apantepbl
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Bluetooth pabotatot B paguyce 10 mnm 100 meTpoB U, B oTnnumne oT IrDA (MHGpaKpacHbIA NOpT), He
06513aTeNbHO B 30HE NPSAMOIN BUAMMOCTU, TO ECTb, MEXAY COEAUHSIEMbIMU YCTPOMCTBAMU MOTYT

ObITb pa3nuyHble NPenaTCTBUS, UMK CTeHbl. Bluetooth TexHonorna HesameHMa Ansa ocHaLeHNs MOBUMbHbLIX
TenedoHOB pPasfMYHbIMU BHELUHMMM YCTPOMCTBaMM TakuMu kak handsfree, BHelwHAs namate wnu
6ecnpoBoaHble mopembl (PC-Card-mopembl). Bonee Toro, bluetooth rapHutypbl nonyumnu orpomHoe
pacnpocTpaHeHue BCMeACTBME HECKOMNbKMX CBOWCTB: OHW 00MnagalT ropasfo MeEHbLUel CTeneHblo
n3ny4yeHusi, 4em camum MobunbHble TenedoHbl, a Takke MNO3BOMSIOT BECTU pa3roBop no TenedoHy 6e3
HeobxoAMMOCTM AepxaTb ero B pyke. Tem cambiM 370 bluetooth ycTpolicTBO npakTuieckn HesaameHumo Ans
ncnonb3oBaHusl B aBTomobune, rae Tpebyetca ocoboe BHMMaHME W OCTOPOXHOCTb U N0BON pasroBop Mo
TenedoHy MOXeT NPMBECTN K HEMPUATHBIM NOCNEACTBUAM.

Bluetooth - HasBaHMe, OaHHOE HOBOMY CTaHAAPTY COBPEMEHHOW TexHomoruM GecrnpoBOAHOM Nepeaayuu
[OaHHbIX, UCMOMb3YIoLWEMy PaOuoBOSHbI Ha BIM3KOM PacCTOAHUM, 3aMeHsiloweMy kabenb Ans coeamHeHus
MOBUMBHBLIX W/ YCTAHOBIEHHbLIX 3MEKTPOHHBIX YCTPOMCTB. ATOT CTaHAApPT NO3BONAET COEAUHSATL ApYr C
OPYrOM NPV MUHUMAsbHOM MOSIb30BATENbCKOM YYacTUM MPaKTUYEecKku nobble YCTPOMCTBA: MOBUMbHbIE
TenedoHbl, HOYTEYKKM, NPUHTEPSI, LdpoBble doToannapaTthl U Aaxe XONOAUMbHUKM, MUKPOBOSHOBLIE Meuu,
KoHAMLMOHepbl. CoeMHUTb MOXHO BCE, YTO COeAMHSIETCS, TO €CTb MMeEeT BCTPOEHHbI MuKpoumn Bluetooth.
TexHonmorust  cTaHdapTU3MpOBaHa, credoBaTenbHO, NpoGnemMbl  HECOBMECTUMOCTM  YCTPOUCTB  OT
KOHKYPUPYIOLWNX DUPM BbiTb He [OSHKHO. TexHomorus Takke npegnaraet 6ecrnpoBofHblii AocTyn LAN,
PSTN, ceTb MOGUNbHbIX TeNeoHOB U VIHTepHeT ANs AOMaLLHUX NPUGOPOB M NOPTaTUBHLIX YCTPOWCTB.

M3HavanbHO TexHonorus Bluetooth cosgaBanack nub ANs paguMocBsian, U HUKaKMX NNaHOB MO CO34aHMI0
©ecnpoBOaHbIX MOKanbHbIX CETEN Ha ee OCHOoBe He Obino. Ho Takme npoekTbl BCKOpe NOSIBUMNUCH, U Tenepb
cyuiectByeT noHATMe Bluetooth-ceTn.

Llenb aToro craHgapTta - obecneuntb coeamHeHve nobbix ycTponcTs Bluetooth ¢ apyrumun yctponctsamum
Bluetooth, Haxogswumuca B HenocpeacTBEHHOW 6rM30CTW, He3aBMCMMO OT ToproBow Mapku. Bluetooth
[ornyckaeT CoeAVHEHUS 3NEKTPOHHBLIX YCTPOMCTB M OecnpoBofHOe coobLLeHne Yyepe3 KOPOTKUI auanasoH,
cneupanbHble CeTH, Ha3blBaeMble piconet. Kaxaoe ycTpoMCTBO MOXET COeAUHATHCA MakCUMarbHO C CEMbIO
ycTponcTBamu B piconet. Takke, kaxaoe YCTPOWCTBO MOXET OAHOBPEMEHHO NpuHaanexaTb HECKONbKAM
ceTaM. 3TN CeTU YCTaHaBMMBAKTCHA AUHAMUYECKM U aBTOMATUYECKW, MOCKONbKY ycTpounctBa Bluetooth
BCTYMNalT B CBA3b W MOKMOAIOT COEAMHEHME C YCTPOMCTBaMU, HaxogsawmmMmmcs nobnusoctun. MNMotpebHocTs B
ycTporicTBax Bluetooth Bo3HMKaeT M3-3a ABYyX haKTOPOB: pa3BUTUE TEXHOMOMMIA U PbIHOYHAA KOHKYPEHLMS.
CnocobHoCTb pasmMelyatb GonbLUero KonuyecTesa YMMNOB Ha HebomnblIOW obnacTu no3sonuna ManeHbKUM
YCTPOWCTBaM BbIMNOMHATL CIOXKHbIE MPOTOKOMbIl. Tenepb KOHTPOMMepbl B YCTPOMCTBAX CMNOCOOHbI K
NporpaMMMpOBaHUIo, YMpaBlSEMOMY M MUCMOMb3yeMOMY B PasfMyHbIX COBPEMEHHbIX (smart) obnactsax.
Takum 06pasom, Tenepb MHTENMEKTyanbHble YCTPONCTBa MOryT ObiTb BHEAPEHbl B paboTy nonb3oBartens v
JOMalllHee uMcnosfib3oBaHue. [ns MNOAKMNOYEHUss YCTPOWCTB K WMHTEpHET AOCTYMHbl pasnuyHble MeToAbl,
dopMupyst Tak HasbiBaeMbl "BCTPOeHHbI NHTepHeT". CylecTBeHHbIM nporpecc Obin caenaH B pa3BUTuu
ManeHbKUX U AeleBbIX AAaTYNKOB, KOTOPbIE MOMYT MONyYaTb HYXKHble CUIHarbl OT MNONb30BaTENbCKON Cpefbl
6e3 ydyacTus nonb3oBaTenst UNM siBHOM komaHabl. CTanu AOCTYMHbl HOBble BUAblI 3MEKTPOHHbLIX T3rOB,
no3sonsoLMe B3avMOAENCTBME cpeaun pasHoobpasHbix yctponcts, JPNI u Piano. 310 oTKkpbInNo
BO3MOXHOCTU ANl co3daHus "MOBCEMECTHOM KOMMbIOTEpU3aumMu" OKpyxawllen cpegbl. B aTton cpene
YCTPOMCTBA KOHTPONUPYIOTCS KOMOWHAUMEN UHTENNEKTyanbHbIX CUCTEM U CTpaTerMiyeckM pacronoXeHHbIX
AaTynKoB, KoTopble paboTalT 6e3 siBHOW nonb3oBaTenbckon nogaepxku. Cpeactso Anst asTomMaTtusauum
CWIMbHO 3aBUCUT OT CMOCOBHOCTU YCTPOWCTB K GecnpoBOAHOMY COEAMHEHMIO ApYyr C Apyrom, ¢ Gonee
WHTENNEKTyanbHbIMW LIEHTPanbHbIMU CcepBepaMu, WUHMOPMAUMOHHBIMU CKNagamu, AaTyukamu u pene.
Bluetooth obecneunBaeT pelieHne atoro TpeboBaHusa. Kak 6Gbino ynoMsHyTO paHee, HenocpencTBeHHas
notpebHocTb B ycTporcTBax Bluetooth Bbi3BaHa >xenaHMeM COeAVMHUTL BHELIHUE YCTPOWCTBA M YCTPOMCTBA
0e3 kabenen. floctynHasa TexHomnorusa -IrDA OBEX - ocHOoBaHa Ha WHGPAKpacHOM WU3My4YeHuu, KOTopoe
OorpaHnyeHo BMAOM nogkntoveHus. IrDA obecneunBaeT CBA3b MNULb B 30HE MPSAMOWN BUAMMOCTM U TONBKO MO
npuHUMNY Toyka - Toudka. Bluetooth B Oyayuiem - ato nepedBuxHOM u GecnpoBonoyvHbId gocTyn k LAN,
WNHTEepHET Mo nepeaBuXHbIM W OPYrMM CYLLECTBYIOLLMM CETAM, I4e CeTb 3awuuieHa, HO WHTepdeic
cBobogHO nepeaBuraeTcs. ATO He TOMbKO AernaeT UCMoNb3oBaHWe ceTu Gonee nerkuMm, HO U paclumpsieT
obnactb eé pgocsraemocTtu. Bluetooth Takke MOXeT MCMONbL30BaTLCS B MPUMOXEHUAX AoMallHeln cetu. C
yBENMUYEHMEM Komnm4yecTBa gomawwHux PC, HeobxoauMoCTb ceTel, KOTopble MPOCTO YCTAHOBUTbL U NErko
obcnyxuaTb, pacteT. OCHOBHbIM HanpaBreHneMm ucnonb3oBaHus Bluetooth gomkHO cTaTh cosgaHue Tak
HasbIBaeMbIxX nepcoHanbHbIx ceTer (PAN, unum private area networks), BKMoYaloLWmMX Takme pasHomnaHoBble
YCTPONCTBa, Kak MobunbHble TenedoHbl, PDA, MP3-nneepbl, KOMNbIOTEPB! 1 AaXe MUKPOBOITHOBbLIE NeYn ¢
xonogunbHUkamu (BOT YK YTO AaBHO He Noaknioyanu B ceTb). BoaMoxHOCTL nepeaaym ronoca nossonsiet
BCTpamBaTtb MHTepdeic Bluetooth B 6ecnpoBoaHbie TenedoHbl unu, Hanpumep, 6ecnpoBoOAHbIE FAPHUTYPLI
Onsi COTOBbIX TenegoHoB. Bo3aMoxHOCTU npumeHeHusi Bluetooth Ha npakTvke 6e3rpaHWYHbI: MOMUMO
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CuHXpoHM3aumm PDA ¢ HacTOMbHbIM KOMMBIOTEPOM WU MOACOEAMHEHUS] OTHOCUTENBHO HW3KOCKOPOCTHOM
nepucpepumn, TMNa knaeBmaTyp WNW Mblen, MHTepdEenCc No3BONSEeT OYeHb MPOCTO M C HebonbluMmu
3aTpaTaMu OpraHv3oBaTb AOMALUHIOW ceTb. [lpuyem y3namum 3ToM ceTu MoryT ObiTe Nntobble yCTpPOWCTBA,
umerolne notpebHocTe B wuHdopMauum nmbo obnapatowme Heobxogumon uHgopmaumen. Takke
cywiecTByeT KoMmepueckasi HeobxogumocTb obecneunts "information push" cnocobHocTsim, koTopble
SABMNSAIOTCH BAXHBbIMU A1151 KAPMaHHbIX KOMMBbIOTEPOB U APYrMX MOBUNBbHBIX YCTPOMCTB, U 3TO NPeayCMOTPEHO
Bluetooth. OcHoBHas cuna Bluetooth -cnocobHocTb ogHoBpemMeHHO obpabaTbiBaTb AaHHblE U nNepeaayn
rornoca, No3Bonss TakMe MHHOBaLUMOHHbIE pelleHnst kak hands-free onsi ronocoBbix 3BOHKOB, NevaTb dakca,
aBTOMaTm4eckas CUHXpoHu3aumsa ¢ PDA, HOYTOYK 1 NpunoXeHusa AN 3anvcHoW KHKKM TenedoHa. Bee ato
roBOpuT O TOM, YTO TexHonorus nogobHo Bluetooth ypesBbivanHo nonesHa n adhdeKkTUBHA AN pas3BUTUA
nyTn Nnpuema uHdopMauuu.

XoTs TexHomorns Bluetooth msHauyanbHO 3agymaHa AnNsA yHMBepcanbHbIX ©ecnpoBOAHbLIX COeAUHEHWN
HOyTOYykOB, PC 1 MOGWUNbHBLIX TenedoHOB, cCpasy CTano OYEBWAOHO, YTO CYLLECTBYEeT MHOro ApYrux
NPUNoXeHnn Ans ucnonb3oBaHmsa crtaHgapTta Bluetooth. Takum obpasom, ctaHaapTt Bluetooth He Tombko
nblTaeTca NpeofoneTb OrpaHWYEHWss MPOBOAHbLIX CETEeN, HO Takke npeanaraet pasHoobpasve Apyroro
cepswca, co3gaeT BO3MOXHOCTU AN HOBbIX MOAENEN NCNONb30BaHus.

Cenyvac cuctema Bluetooth nony4yuna gaxe GonbLuee npu3HaHne, 4emMm 3aMeHeHHasa kabenbHas TexHonorus.
PasnuyHble Mogenn ncnonb3oBaHNA OTKPbIBAKOT HOBbIE obnacTtu ansi BO3MOXHOCTU NpUMEeHeHnA Bluetooth.
CoOOTBETCTBEHHO, K TEXHONOTUA npeabaBnsOTCA BCE HOBblE Tpe6OBaHVI9|, HEKOTOpPbIE N3 HUX ONUCaHbl HNXE.

Hanbonee BaxHbiM TpeboBaHMem OT OGecnpoBOAHbIX COEAMHEHWUA SBNSETCA TO, UYTO AOMkKHa ObiTb
YHMBepcanbHasa CTpyKTypa, koTopas npeanaraeTt JOCTynHble U yA0OHbIe cpeacTBa AOCTyna K MHbopmMauum
Habopa pa3nuuHbix ycTponctB (PDA, HoyTbykoB, PC, MOBUNbHBIX TeNedOHOB, AOMALUHUX NPUIIOXKEHUNA U
T.n.). B npakTtuyeckom WCNOMHEHWM OXuaaeTcsd, 4TO He Bce YycTpouctBa OyayT oTBeyaTb KO BCEM
yHKUMOHANbHBIM BO3MOXHOCTAM, M MOMb30BaTeENM MOryT OXuAaTb, YTO 3HaKOMble MM YCTPOMWCTBA
BbIMOMHAT CBOW OCHOBHble (OYHKUMM 0Obl4HBIM cnocobom. [Moatomy Bluetooth pormkeH npeanoxuTtb
CcpencTBO Anst B3aMMOAENCTBUS MeXAy YCTPOWCTBaMM, HaxoasawmMmmcs B6nu3m opyr oT Apyra, rge kaxagoe
yCTpoNcTBO obecneynmBaeT CBOWCTBEHHYHD €My YHKLUMIO, OCHOBaHHyld Ha dopme, UHTepderice
nonb3oBaTtens, CTOMMOCTM U MOLLHOCTW, HO [OMOMHUTENbHbIA CEpPBUC MOSABMSETCA B pesynbrarte
B3ammogenctens. CraHOoapT [OMmKeH [aTb BO3MOXHOCTb YCTPOWCTBAM YCT@HOBWUTb MHULMATUMBHOE
noaknoyeHre. YCTpocTBa MOryT COeQUHATLCA 6e3 cneumanbHOM KOMaHdbl MONb30BaTens UM OenNcTBus,
YTO MO3BONSAET WCMOMb30BaTh Pa3nuyHble MHOpPMaLUUOHHbIE pecypcbl. [peaycmaTpmBaeTcs noaaepxka
nepefayn OaHHbIX M rofioca, MOCKOMbKy 3TO ABa Hauboree BaXHbIX BuAaa WHdOpMauuu, nepefaBaeMbixX
cerogHs no cetam. (TpeboBaHua BUOEO U MyNnbTUMeLMA Takke

HanaraloTcsd Ha Oyaywme Bepcum Bluetooth). CrtangapT JomkeH ymeTb BKMOYaTb HOBble MOAENu
ucnonb3oBaHnss 6e3 TpeboBaHWA Kakon-nnbo pernctpaumm Hosoro cepsuca. CoeauHeHWA OOMKHbI
nNpefocTaBnATb 3alMTy AaHHbIX, NogobHylo 3alwmTe Npu coeauHeHus Yepe3 Kabenb. BeinonHeHnne aToro
CcTaHdapTa [OMmMKHO OblTb MNpPOCTbIM, HE rPOMO3ZKUM U  3PMEKTUBHBIM ANs NEerkoro MobunbHOro
ncnonb3oBaHus. [ns ObICTporo pas3suMTua cuctembl U Anst Hanbonblien nonb3bl Bluetooth HeobxogmMmMo Ha
Jene rnokasaTb nonb3oBaTenaAMm, 4To BCE Oonbluee KOMM4ecTBO YCTPOWCTB MOAXOOAWUT Mog cTaHaapT
Bluetooth. OTn ycTponctBa npeacTaBnsitoT cobo BeCbMa HEO4HOPOAHBLIN HAbop, W, KOHEYHO, HMKakas
OTAeNbHas KOMMNaHWs He CMOXET MPOM3BOAUTL BCE 3TW yCTpPOWCTBA. [103TOMY HEManoBaXHbIM acrneKkToM B
pa3sutun Bluetooth aBnsieTcs TOT dakT, UTO 3Ta TEXHOMOMMS He NOANEXUT NNaTHOMY NMLIEH3UPOBAaHUIO U ee
ucnonb3oBaHne He TpebyeT BbiNfaThl KAKUX-NMG0 NMLEH3NOHHBIX OTYMCINIEHNI (XOTS 1 TpebyeT nognucaHus
H6ecnnatHoro cornaiwleHus). Takas MONWTUKa MO3BOMMMA MHOMMM KOMMaHWUAM 3HEPTMYHO BKIHOYUTBCH B
npouecc paspaboTkum YCTPOMCTB C uHTepdencom Bluetooth. BeiweynomsiHyTele TpeboBaHus BHOCAT
BOnNbLUYI TEXHUYECKYIO CITOXXHOCTb HE TOMNBbKO B TEPMUHbI (PYHKLMOHAmbHbLIX BO3MOXHOCTEN, KOTOpble ByayT
obGecneyeHbl, HO Takke U B TEPMUHBI MO TpeboBaHNAM pa3Mepa 1M MOLLHOCTW. TexHonorus, paspaboTaHHas
Ona TOro, 4toObl BLIMOMHWTL BbILWEYNOMSAHYTbIE TpeboBaHWs, AOIMPKHA CTONKHYTbCA CO Criedylowumm
TeXHUYecknMmn TpeboBaHUsIMU:

Cnctema [omkHa wcnonb3oBaTb CBOOOAHLIA OT NULEH3VPOBAHUS AManas3oH A YHUMBEpPCcanbHOro
UCMOMNb30BaHWs, TaK Kak ero UCMonb3ylT He TONMbKO CUCTEMbl Hay4HOro 3akcriepumeHTa (ISM) u cuctemsl
CBSI31, HO TaKXe WM YCTPOWCTBA TUMa MUKPOBOIHOBLIX neven. Takum obpasoM, ans Bluetooth Gbin BeIGpaH
OuanasoH, KOTOpbIi B HEKOTOpbIX CTpaHax HasbiBaloT Industrial, Scientific 1 Medical (ISM).
MpegnoytutensHo, 4TOObI Kaxabli MepefaTtynk CaMOCTOATENbHO Mcrnonb3oBan 6Obl Heobxogmmoe
MUWHMMAarbHOE KONMYEeCTBO MOLLHOCTU, YTOObI HE MellaTb APYruM Norb3oBaTensm.

MepenaTymkn JOSHKHbI BLICTPO MPUCNOCcabnMBaTLCA K MeHSIOLWENCS OKpyXKatolwen cpefe, Tak Kak 06blYHO
MCNonb3yTcst MOGUIbHbIE YCTPOMCTBA. [OMKHbI ObiTb PeLLeHbl BCEM U3BECTHbIE NPOoGneMbl GecnpoBOAHbIX
cucTeMax, YCTaHOBMEHHbIE COEAMHEHWUS 1 NPOTOKOMblI MapLIpyTU3auuM OOMKHbI paboTaTb B OKpyXatoLei
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cpene, roe KonuyecTBo, pasHoobpasue U pasHoobpasue ycTpoWcTB Bluetooth ©yayT AvHamuyecku
N3MEHSATLCSA C COOTBETCTBYIOLLEN CKOPOCTBIO.

Pa3vep ucrnonHeHus gomkeH ObiTb ManeHbKWiA AN MEerkoi WHTerpauuyM B KapMmaHHble M MOBWMbHble
ycTpoiicTBa. [loTpebreHne MOLLHOCTM He [OSKHO MpeBblllaTh NUWb MareHbkon [onu oT obLuero
KonunyecTtsa notTpebneHns MOLLHOCTU OCHOBHBIM YCTPOMCTBOM, B KOTOPOM ByaeT npeactasneH Bluetooth.

TexHonorusi AomkHa BbiTb NprcnocabnmMBaemMon kK YCTPOUCTBAM U3MEHEHUSI BbIYUCIIUTENBHOW MOLLHOCTU U
pecypcoB namsaTu, YTobbl KONMMYECTBO YCTPOWCTB, COBMECTUMbIX C Bluetooth, yBennumsanocs.

HormkHo ObiTb 0becrneyeHO aBTOMAaTUYECKOE YCTaHOBIIEHWE COeAMHEHMsl. KonmuyecTBO U MOEHTUYHOCTb
YCTPOWCTB MEHSIeTC [OBOMbHO 4acto, UM OyaeT HeydoOHO KaxAbli pa3 BPYYHY YCTaHaBnuBaTb
noakIoyeHne.

Takke AofmkHa OblTb AOCTUrHyTa CUHXPOHM3aUMs 4YacoB cpeau coobLualmxcs YCTPOMCTB. Tak kak y
Kaxgoro yctponctea 6yayT cBou cobCTBEHHbIE CBOGOAHO 3anyLlEHHbIE Yacbl, TO BbINOSHEHWE YCMNELUHOMO
coeavHeHnsi, ocobeHHo CDMA, - Bbi3oB cam no cebe. [domkHbl ObiTb cobniogeHbl TpeboBaHuA
6e3onacHocTn. Yctpownctea Bluetooth 6ygyT B nmMyHOM wmcnonb3oBaHuw, ByayT copepxaTtb u coobuatb
KOHUAEHUManbHy0 AenoByld WHGOpMaLuio, MHPOPMALMIO YaCTHOro Xapaktepa W Apyrve AaHHble,
KOTOpble AOIMKHbl ObiTh 3awuileHbl. Momumo dokyca C 4acTOTHbIMU LWabnoHamn M HeobxoaMMOoCTU
CMHXpOHM3aUMM npuemMonepenayn B craHgapTte Bluetooth npegycmoTpeHo wwudpoBaHne nepenaBaeMbix
OaHHbIX C KINoYoM 3hpeKTUBHOM OANUHLI OT 8 A0 128 GUT M BO3MOXXHOCTbIO BbiOOpa OOAHOCTOPOHHEN WK
[OBYCTOPOHHEN ayTeHTUdMKaLMKN (KOHEYHO, MOXHO 06onTUCh BooGLLEe 6e3 ayTeHTUdMKauum), 4To No3BonsieT
yCTaHaBNuBaTb CTOMKOCTb Pe3yrbTUPYHOLLErO LWMPPOBAHUS B COOTBETCTBUN C 3aKOHOAATENBCTBOM KaXKAoN
OTAENbHOM CTpaHbl (B HEKOTOPbIX CTpaHax 3anpeLleHo WCMofb3oBaHWe CUMbHOW Kpuntorpaduum). B
OOMOMHEHNEe K LWMMPOBAHNIO Ha YPOBHE MPOTOKONa MOXeT ObiTb MPUMMEHEHO LWndpoBaHUE Ha YpPOBHE
NPUMNOXEHUN - 30eCb yXKe NPUMEHEHUE CKOMb YrOAHO CTONKUX anropuTMOB HUKTO HE OrpaHMynBaeT.

Y Bluetooth umetotca koHkypeHThl, IrDA OBEX un HomeRF. IrDA - TexHonorus uHdpakpacHon (Takke
6ecnpoBogHoit) cBs3n. Cneundmkauma HomeRF npegHasHaveHa [nsi cBA3W ObITOBbIX ayauMo- U
BMAEO0YCTPONCTB M MOCTPOEHNS AOMalLHUX paguoceTei. lNepefada AaHHbIX TaKke OCYLLECTBSeTcs Ha
yactoTe 2.4 Elu, Ho co ckaykamu 50 pa3 B cekyHay. [MponyckHasi cnocobHocTe HomeRF 6onblue, yem y
Bluetooth. lMNMpaBga, kKonMYecTBO NOAKMHOYaAEMbIX YCTPOWCTB OrpaHuyeHo - 127. Paguyc gencteusa - oo 50
meTpos. [Moatomy Bluetooth gomkHa o6ecneunTb cepBUC U CPeACTBa ANS CEPbEe3HON KOHKYPEHLNN.
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What is Ajax-application?

Owing to the technology of Ajax, the modern Web-application is head and shoulders above those
applications not using the given technology. But in addition to new possibilities for user, the use of Ajax
opens new types of attacks, earlier inaccessible. Therefore, the issue of safety of Web-application shall be
given particular consideration.

Ajax is based on the technologies of Dynamic HTML (DHTML), which include:

° JavaScript — language of scenarios, used everywhere in Web-applications executable on
the side of client.

° Document Object Model (DOM) — standard object model for representation of HTML- or
XML-documents.

° Cascading Style Sheets (CSS) - language of style design, used for description of
representation of HTML-documents.

In Ajax-application, JavaScript-code on the client side dynamically updates the appearance of a Web-page,
while changing the objects’ tree of DOM and table of styles. In addition, using the following technologies, one
could update the data dynamically:

° XMLHttpRequest — this is API, enabling JavaScript-code on the side of client to connect via
HTTP to remote servers and perform exchange of data, such as ordinary text, XML or JavaScript
Serialized Object Notation (JSON).

° JSON - this is slimmed-down, language-independent format of data exchange. It defines a
small set of rules for formatting, for the creation of transferable representation of structured data.

Ajax-applications operate according to the HTTP protocol.
HTTP protocol in Ajax-applications.

In Ajax-applications, the act of HTTP is used for both copying of client code, and for transmission of the
client’s queries to server. All methods of interaction which are mainly considered, — internal layers iFrame,
HTML-forms and objects of XMLHttpRequest. Any Web-application, in that quantity and internal structure of
Ajax, have a number of vulnerable locations, which could be used by trespassers, for example, an attack by
means of interception of transmitted data at an intermediate node is called "a man in the middle". In order to
seal up with putty the gap in protection of applications, one could use one of the following solutions:

e HTTPS (Hypertext Transfer Protocol on the base of Secure Socket Layer) The given protocol
realises the envelope for HTTP. Coding of the data,

transmitted in both directions is performed by means of a pair of keys (open and closed). The "man in the
middle" would still have access to the content of frames, however it is coded and it would be impossible to
derive benefit from such information. In order that the HTTPS protocol could be used on the side of browser,

IT security conference for the new aeneration

64


mailto:ank@ssau.ru�
mailto:ank@ssau.ru�

I(ASI’ERSKYﬁ KA(Mzp(Koro

and on the side of server, a support of platform-oriented code would be required. Modern browsers contain
built-in facilities for operation with HTTPS.

A number of arguments could be shown against the use of HTTPS. Firstly, a huge volume of computational
resources would be required for encoding and decoding. On the server, additional loading is extremely
undesirable. It is particularly important at large nodes. In classical Web-applications it is common practice to
only transmit critically important data by means of HTTPS, whereas usual content, for example, images or
descriptors are transmitted by means of HTTP protocol. Secondly, HTTPS only protects the process of data
transmission itself, but it does not provide safety of the application as a whole. If one transmits the number of
a charge card via protected channel, and then saves the number in a database, which protection system has
drawbacks, the valuable information can well be stolen. Nevertheless, HTTPS is widely used for transfer of
important data via network.

° Algorithm of encoding

Transmission of the most important data in encoded form, for example, with the use of one of the algorithms
of encoding, suppose, the MD5. The algorithm of encoding transforms the input line into a sequence, in
appearance resembling a chaotic set of symbols. The following scope of capabilities provided by this
algorithm enables to use it for provision of safety. Firstly, as a result of transformation of the same fragment
of data, the same results would be obtained. Secondly, the probability, that with transformation of two
different fragments, the output data would be the same, is negligibly small. There is the third peculiarity. This
consists in that there is no algorithm of inverse transformation. Therefore, MD5-digest can be transmitted via
the network in an open form. In case if a trespasser intercepts this, he would not be able to restore initial form
of the message.

Let us consider the main vulnerabilities of Ajax-applications.
Vulnerabilities Ajax-applications.

One of the problems consists in that the majority of Ajax-applications, while loading queries and responses
use XML, and hence, the XML-traffic increases. In huge volumes, the Ajax-applications can stop data
transmission in the network. Even more apprehensions are concerned with the fact that large volumes of
traffic make Ajax-applications liable to vulnerabilities, typical for Web-applications. Should anybody make use
of those vulnerabilities, the processing power of the systems and applications would be decreased. Let us
consider four examples of the vulnerabilities:

° Exceeding of throughput

° Corrupted data

o Frequent small HTTP-queries
. Memory drain

1 Exceeding of throughput.

XML-messages in text format can increase by a factor of two, and higher, the volume of transmitted binary
data. The higher is the throughput required for transmission of XML-messages, the lower is the amount of
resources of the system, or application, for execution of other necessary tasks, for example, for execution of
complicated algorithms. Exceeding of throughput can reduce the efficiency as a result of system overload.

2. Corrupted data.

Exceeding of throughput can result in generation, by the Ajax-applications, of corrupted data, because there
would not be enough resources for creation of reliable data. It means that portals of Web-services, which
composition includes Ajax-applications, can transmit corrupted data to other parts of the portal, as a result of
which, poorly formed messages would appear. If such vulnerability is used by a trespasser, this could result
in "falling" of the browser.

3. Frequent small queries.

One of the drawbacks of the Ajax consists in that it allows to perform many small queries instead of
transmission of the whole page. Frequent small HTTP-queries can overload servers and firewalls, and this
would result in exceeding of throughput, thus reducing the performance. Such queries may encounter
limitations of the browser or slow network connection, and bottlenecks would appear in the network.

4. Memory drain.

Usually, in a Web-application, the Web-pages are frequently rebooted, and respectively, the memory of the
same is deleted and filled anew. Using Ajax, it would be possible to avoid repeated loading of pages. Ajax
allows to display a single-page application in the browser for a number of days, which gives rise to problems
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associated with possible drain of memory or other resources. Large-scale drains of memory along with
exceeding of throughput and small HTTP-queries can result in corrupted data of the Web-portal and increase
the chance of success for hackers, who could make use of the system vulnerabilities through the Internet.

Special attention should be paid to XSS vulnerabilities of Ajax-applications.
Inter-site scenarios (XSS).

XSS - is a typical attack in which trespasser introduces a harmful code into a usual normal site. Two basic
XSS-attacks include:

o Reflected XSS
° Stored XSS

Attack with reflected XSS uses vulnerable Web-applications, displaying input parameters back into the
browser, without checking them for presence of active content. Usually a cracker seduces victims for
passage via URL, using the following code:

http://trusted.com/search?keyword=<script>document.images[0].src="
http://evil.com/steal?cookie="+document.cookie;</script>

Let's assume that a function of search is located at trasted.com, which returns the results of search along
with the entered key words. If the searching application does not filter special symbols in the URL [for
example, the symbols less than (<) and more than (>)], the content of tag <script> would also be inserted in
the user's Web-page, and as the result we would transmit cookies of the document to a remote server
evil.com.

Stored XSS-attack becomes more important because of wide propagation of Web 2.0. The basis of Web 2.0
is combined access, interaction and combined operation, therefore potential trespassers have more chances
to see the information entered by other users (by means of social network services — SNS), wiki or blogs.

Several typical attacks with the use of this vulnerability:

e Theft of cookies or passwords. Most direct profit for a trespasser is obtaining of important user
information, such as passwords or cookies. Since the introduced scenarios can address any part of the tree
of objects of DOM, they are in position, in addition, to steal passwords from text fields of registration forms.

e Theft of the events of keyboard with the help of keyboard logger. This allows a cracker to steal any
data entered by a user; for example, if the user uses the service of Web-mail, the keyboard logger will read
and transmit all the entered text to the cracker. He could then analyse the recorded data to extract
confidential information (for example, passwords and confidential correspondence).

e Theft of the events of keyboard with the help of mouse events sniffer. Programmed keyboards
become typical technical method for protection of important entered information against attacks with the
help of keyboard logger, for example, PIN-code for interactive bank services. However, the mouse events
sniffers can use technologies, similar to keyboard loggers. By stealing the coordinates X and Y of mouse
events, one may determine, which keys were depressed.

e Insertion of incorrect information. Using DOM-interface, the cracker can change any information in the
objects’ tree of DOM. For example, while the user performs interactive money transfer, there is a possibility
to change the number of account of the destination of payment, to the number of the cracker. As a result,
the transferred money would be received at the account of the trespasser.

Recommended actions for protection against XSS.
Let us consider some techniques which could be used for improvement of immunity of the Ajax-applications.
1 Addition of verification of the entered values.

The majority of attacks, while implementing the various scenarios, use vulnerability on the server side.
Hence, the verification for correctness of the entered information has been the first step for protection of
Web-applications. Verification of entry and clearance screen all active or harmful content of insecure data.

Two types of verification of the entered data:

e Blacklisting (maintaining of black list): Under such an approach, all symbols listed in the black list would
be screened out from the entered data. The most problematic in this approach is guaranteeing of
availability of all harmful symbols in the black list. Since it is impossible to stipulate for all possible
combinations of data, maintaining of black list frequently would not perform a correct verification.
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e Whitelisting (maintaining of white list): In this alternative approach, all allowable symbols are listed, and all
other symbols would be deleted from the entered data. The problem of such approach consists in how to
achieve minimal length of the list, while ensuring at the same time, adequate flexibility for entering the data
required for the Web-application.

Maintaining of black or white list shall not be considered as a reliable solution. However, maintaining of white
list is deemed to be a more reliably protected variant. Hence, it is recommended to maintain white list for
cleaning off potentially harmful data.

2. Use of toolkit for verification of vulnerability.

Many Web-applications are vulnerable because of similar errors of programming. Experts in protection have
developed toolkit for detection of those unsafe methods of programming. Such means, called the means for
verification of vulnerability, detect the possible vulnerabilites in advance. One of the most typical
vulnerabilities detected by these toolkits is a situation, when programmers forget to call the procedure of
clearing off potentially harmful entered data.

3. Disuse of dynamic execution of code.

In the JavaScript-programme, one may use several methods of dynamic generation of code. One of the most
well-known functions is the function of eval(), which enables to execute arbitrary line as JavaScript-code.
However, careless application of that function is very dangerous. Unfortunately, several widely used
JavaScript-libraries internally use the function of eval().

4, Safe use of JSON.

Since JSON is based of the subset of JavaScript, it has been the content of scenario, which potentially can
contain a harmful code. However, JSON — is a safe subset of JavaScript, in which assignments and
activation are eliminated. Hence, many of the JavaScript-libraries use the function of eval() simply for
transformation of JSON into JavaScript-object. Using this situation, crackers transmit invalid JSON-objects to
these libraries for execution by the eval() function of its harmful code. For safe use of JSON, one could use a
number of approaches. The first one of these is the use of regular expressions defined in RFC 4627, to
guarantee absence of active fragments in JSON-data.

5. Use of <iframe> while integrating suspicious content.

One can use the policy of uniformity of origin to impede obtaining of access by the trespassers, to the entire
tree of objects of DOM. When loading data from the various domains into <iframe>, it would be necessary to
render to the data the own context of execution of JavaScript and the objects tree of DOM. This would
prevent stealing by a cracker, of the information from the main page. It is a good practice to use <iframe>, as
frequently as possible, for constraint of unreliable external content.

Yto Takoe Ajax-npunoxeHue?

Bnaropgaps TexHonorum Ajax, coBpemeHHoe Web-npunoxeHne CTOMT Ha rOMoBY BbILLE MPUIOXEHWUN, He
UCMNOMb3YIOWMX OaHHyl TexHomnornwo. Ho nomMMMo HOBbIX BO3MOXHOCTEW Ans  Mornb3oBaTens,
ucnornb3oBaHne Ajax OTKpbIBaeT U HOBbIE TWMbl aTak, HeJOCTyMHble paHee. [oatomy Bonpocy 6e3onacHocTu
Web-npunoxeHusi cnegyet yaensite 0c060e BHUMaHMe.

Ajax ocHoBaH Ha TexHonoruax Dynamic HTML (DHTML), koTopble BkntoyaroT B cebs:

° JavaScript - 43blk  cuUeHapues, noBcemMecCTHO VICI'IOJ'Ib3yeMbIl7I B BbINOJTHAKOLLMNXCA
Ha CTOPOHE KIneHTa Web-I'IpVIJ'IO)KeHVIFIX.

° Document Object Model (DOM) - cTaHpapTHass ob6bekTHas Mogenb AN NpeAcTaBleHus
HTML- nnn XML-A0KYMEHTOB.

. Cascading Style Sheets (CSS) - A3blk cTUnesoro OgOPMIIEHUS, MUCMNOMb3yeMbld ANng
onucaHus npegcrasneHms HTML-QOKyMeHTOB.

B Ajax-npunoxeHun JavaScript-kog Ha CTOpOHe KNnueHTa AuHaMuyecku obHoBnaeT Bua Web-cTpaHuupbl,
nsMeHsisl aepeBo o6bekToB DOM U Tabnuuy ctuneir. NMoMUMO TOro, NPUMEHSIst criedyloLlime TeXHONOoruu,
MO>KHO OBHOBMATL AaHHblE AMHAMUYECKU:

° XMLHttpRequest - 310 API, nossonswowmii JavaScript-koqy Ha CTOpOHE KhueHTa
noakntoyatbest no HTTP kK yganeHHbIM cepBepaM M 0OMeHMBaTbCS OaHHBIMU, TaKUMU Kak OObIYHbI
TekcT, XML unu JavaScript Serialized Object Notation (JSON).

IT security conference for the new aeneration

67



I(ASI’ERsKYﬁ KA(l'l:P(l(oro

. JSON - 3TO O06neryeHHbl, He3aBUCUMbIN OT s3blka copmaT obmeHa AaHHbIMU. OH
onpefensieT HeGonblwoi Habop npaBun opMaTUpOBaHWS AN CO34aHUs  MEepeHOCUMOro
npeacTaBneHUst CTPYKTYPUPOBaHHbIX JaHHbIX.

Ajax-npunoxexus pabotatoT no npotokony HTTP.
HTTP npoTtokon B Ajax-npunoxeHusx.

B Ajax-npunoxerusix akt HTTP npuMeHseTcs Kak Ans KOMMPOBAHUS KIIMEHTCKOro KoAa, Tak U ANs nepegayn
3anpocoB knueHTa cepBepy. Bce cnocobbl B3aMmoaencTeusl, KOTOpble B OCHOBHOM paccMaTpuBaloTcsi, —
BHYTpeHHWe cnou iFrame, HTML-cpopmbl 1 06bekTbl XMLHttpRequest. Jlloboe Web-npunoxeHve, B Tom
KONMMYECTBE N BHYTPEHHSASA CTPYKTypa Ajax, UMeeT psaa YA3BUMbIX MECT, KOTOPbIMUA MOTYT BOCMNOMb30BaTbCA
3M0YMbILUMNEHHUKK, K MpUMepy, aTaka nytemM rnepexsarta nepegasaemblX OaHHbIX HA MPOMEXYTOYHOM y3re
HasbIBaeTCs «4erioBek nocepeauHex». Ons Toro 4tobbl 3amasaTb Opellb B 3aliMTe MPUNOXEHUIA, MOXHO
MCMorb30BaTb OOHO U3 CriefyoLnX peLleHni:

e HTTPS (Hypertext Transfer Protocol Ha 6a3e Secure Socket Layer) [aHHbii npoTokon
peanusyeT ob6onouky ans HTTP. KogupoBaHue faHHbIX,

nepefaBaemMblx B 00OWMX HampaBreHUsiX, OCYLLECTBSETCH MOCPeACTBOM Mapbl Kroyen (OTKPbITOro W
3aKpbITOro). "Yenoseky nocepeanHe" No-npexkHeMy AOCTYMHO COAEPXKMMOE NakeToB, HO OHO 3aKOAUPOBaHO,
M M3BNeYb BbIrody M3 AaHHOW MHGOpMaLUM HEBO3MOXHO. [nst Toro Ytobbl npotokon HTTPS MOXHO Gbino
NpUMEHUTb Ha CTOpOHe Opay3epa M Ha CTOPOHE cepBepa, Heobxoauma noAmepXkka nnaTHopPMeHHo-
OpUEHTUPOBaHHOTO kKofda. CoBpeMeHHble Gpaysepbl cogepkaT BCTPOeHHble cpeacTea ans pabotsl ¢ HTTPS.

Mpotne ucnonb3oBaHus HTTPS MOXHO BbIABUHYTb psAf aprymeHToB. Bo-nepsbiX, AN KoAMpoOBaHWSA W©
AekoavpoBaHusa Tpebyetcs 6onbluon obbem BblMMCIUTENBHBIX pecypcoB. Ha cepsepe AononHuTensHas
Harpyska KpawHe HexenartenbHa. B ocobeHHOCTM 3TO BaxHO Ha 6onblmx ysnax. B knaccuyeckmx Web-
NPUNOXeHUsaxX MpPUHATO nepefasaTb nocpedcTBoM HTTPS TOnbko KpUTWMYHbIE AaHHble, a 06blyHOe
coaepXnMoe, Hanpumep nsobpaxeHus Unn AeckpunTopsbl, NepecklnaeTca nocpeacTsoM npotokona HTTP.
Bo-BTOpbIX, HTTPS 3awwmwiaeT Tonbko cam npouecc nepedayn AaHHbIX, HO He obecneynBaeT 6e30MacHOCTb
npunoxexus B uernom. Ecnv nepegatb No 3alMLLEHHOMY KaHany HOMep NnaTexXHOW KapTouku, a 3atem
nomectTutb ero B 6a3y AaHHbIX, B CUCTEME 3aLUMTbl KOTOPON MMETCA HeaocTaTku, LieHHas uHdopmaums
BMONHEe MOXeT ObiTb noxuiwieHa. Tem He meHee, HTTPS wumpoko ucnonb3yeTcs Ans nepefaynm BaxHbIX
AaHHbIX N0 CeTu.

. Anroputm wndposaHus

Mepenaya Hanbonee BaXHbIX AaHHbLIX B 3aKOAWPOBAHHOM BUAE, K NMPUMEPY C MCMOMNb30BaHWEM OAHOMO 13
anropuTmoB wndposaHug, pgonyctum MD5. Anroputm wmndpoBaHus npeobpasyeT BXOAHYIO CTPOKY B
nocrnefoBaTenbHOCTb, C  BuAy HanomuHawwylo 6ecnopsgodHbii Habop 3HakoB. Cnegyowmn  psag
BO3MOXHOCTelN, obecneynBaeMbiX AaHHLIM anropMTMOM, MO3BONSET MCMONb3oBaTh ero Ans obecneveHus
6e3onacHocTu. Bo-nepBbix, B pe3ynbTate npeobpa3oBaHnst 0OHOMO M TOro e hparMeHTa AaHHbIX Kaxabln
pa3 6yayT nonyyeHbl ogMHaKoBble pe3ynbTaTbl. Bo-BTOpbIX, BEPOATHOCTL TOrO, YTO MpU Npeobpa3oBaHWu
ABYX pasHblX hparMeHToB OyAyT MonyveHbl OAMHAaKOBble BbIXOAHbIE AaHHbIe, HUYTOXHO Mana. Ecte u
TpeTbss ocobeHHocTb. OHa cOCTOWUT B TOM, YTO anroputma obpaTHoro mpeobpas3oBaHWs He CyLlecTByeT.
Moatomy MD5-ganimKecT MOXeT nepeaaBaTbCs NO CeTU B OTKPLITOM Buae. B cryyae, ecnm 3noymblLLNEHHNK
1 NepexBaTuT ero, OH He CMOXEeT BOCCTaHOBUTb UCXOAHOE coobLleHune.

PaccmoTprM OCHOBHbIE YS3BMMOCTU Ajax-NpUnoXKeHUi.
YazBumocTtn Ajax-npunoxeHun.

OpHa 13 npobrnem cocTouT B TOM, YTO B BOMbLUMHCTBE Ajax-MpuUnoXeHni Npu 3arpyske 3anpocoB U OTBETOB
ucnonb3yetca XML, cnepoBatenbHo, yBenuuusaetcs obbem XML-Tpadwuka. B Gonblimx obbemax Ajax-
NPUMOXEHUsS MOTyT 3acTonoputb nepefady OaHHbIX B ceTu. Ewe Gonblie onaceHui Bbi3biBaeT TO, YTO
6onblume obbembl Tpaduka genatT Ajax-NPUNoXeHUS MOABEPKEHHBIMU YS3BUMOCTSIM, TUMWYHLIM — AMS
Web-npunoxenuin. Ecnu k10-nnbo BOCNONb3yeTcs 3TUMU YSI3BUMOCTSIMM, NMPOU3BOAMTENBHOCTL CUCTEM
1 NPUNOXeHN CHU3UTCA. PaccmMoTpuM YeTbipe npumepaysizeamocmed:

° MpeBbILeHne NPonycKHOWM CnocobHOCTH
. McnopyeHHble AaHHble

° YacTble Hebonblune HTTP-3anpochl

° YTeudkn namsatun

1  MpeBblweHWe NPONYCKHOW CNOCOGHOCTM.

IT security conference for the new aeneration

68



I(ASI’ERSKYﬁ KA(Mzp(Koro

XML-cooblleHss B TEKCTOBOM (hopmaTte MOryT B ABa W Gonee pa3 yBenuuutb 06bEM nepenaBaembix
[ABOWYHbIX AaHHbIX. Yem Gonbluaa nponyckHas cnocobHocTb Tpebyetca ana nepedadn XML-cooBLLEHWiA,
TEM MeHblle PecypcoB OCTAHETCA Yy CUCTEMbl UMK Yy MPUNOXKEHUA ANA BbINOMHEHUS OPYrMX HEOGXOAMMbIX
3agad, Hanpumep, 4ns BbINOSIHEHUS! CIOXHBIX anroputmoB. [peBbileHne NponyckHOM CNocOBGHOCTU MOXeT
CHU3UTb NPOV3BOAUTENBHOCTb B peayrbTaTe Neperpysku CUCTEMBbI.

2.  WcnopuyeHHble AaHHbIe.

MpeBbieHne NpPonyckHON CNOCOBHOCTM MOXET NPUBECTU K reHepaunn Ajax-NpunoxeHnsaImMmn ncnopyeHHbIX
AaHHbIX, MOTOMY YTO AN CO34aHWsA AOCTOBEPHbIX AaHHbIX ByaeT HeJOCTaTOYHO pecypcoB. JTO O3HAYaET,
yTo nopTansl Web-cepBucoB, B COCTaB KOTOPbIX BXOAAT Ajax-MpUnoXeHns, MOryT nepeaasaTtb UCMOPYEHHbIE
AaHHble B Apyrve Yyactu nopTana, B pesynbTaTe Yero NosaBATCS MoxXo chOopMUpPOBaHHbIe coobLeHus. Ecnu
3TOW YA3BMMOCTbIO BOCMOMb3YETCS 3MOYMbILLMEHHNK, 3TO MOXET NPMBECTM K "nageHunto” 6paysepa.

3. YacTtble He6onbLIME 3anpocChl.

OpvH 13 HepocTaTkoB AjaX COCTOMT B TOM, YTO OH paspeluaeT BbINOMHATb MHOrO HebonbluMx 3anpocos
BMECTO MOCLINIKN CTpaHuLbl LenmkoM. Yactele Hebonblune HTTP-3anpockl MOryT neperpyxaTb cepsepbl U
B6paHamMayapebl, @ 3TO NPUBEAET K NPEBLILLEHNIO NPOMYCKHOW CNOCOBHOCTM, YTO CHU3MT NPOM3BOAUTENBHOCTb.
Takne 3anpocbl MOryT CTOMKHYTLCH C OrpaHU4YeHnAMM bpaysepa unv MeaneHHbIM CeTeBbIM COEAUHEHNEM, 1
B CETU MOSIBATCSA y3K/e MecTa.

4,  YTeuyku namaTu.

O6bluHO B Web-npunoxeHnn Web-cTpaHuubl 4acTo nepesarpyxatTcs, U, COOTBETCTBEHHO, NaMATb O HUX
cTMpaeTcs u 3anonHaeTcs 3aHoBo. Npu nomowm Ajax MOXHO n3bexaTb NOBTOPHOW 3arpysku cTpaHuu. Ajax
nossonsiet otobpaxaTe OAHOCTPaHWYHOE MpuNoxeHve B Opaysepe HECKOnbKo AHEeW, YTO yBenuymMBaeT
npobrnembl, CBA3aHHbIE C BO3MOXHOW YTEYKOW NamMAaTM WM ApYrmx pecypcoB. KpymHble yTeuku namsatu,
HapsiAy C NpeBbILLEHMEM MPOMYCKHOM cnocobHocTn u Hebonbwmmn HTTP-3anpocamu, MOryT npvBecTu K
nopye AdaHHbix Web-noptana u yBenuuuTb LIAHCHI HA YCMeX XakepoB, KOTOpble MOryT BOCMOMb30BaTbCA
YA3BUMOCTSIMU CUCTEMbI Yepe3 VIHTepHeT.

Ocoboe BHMMaHWe cnegyeT yaenuTe XSSysasgumocmu Ajax-npunoxeHnn.
MexcanTtoBble cueHapum (XSS).

XSS - 910 TUNUYHas artaka, B KOTOPOW 3MOYMbILWMEHHUK BHeApseT BPEAOHOCHbIM ko4 B OObIYHbLIN
HOpMarnbHbIA CanT. [IBymMSA OCHOBHbIMM XSS-aTakaMu ABMASOTCA:

° Reflected XSS (OTpaxeHHbIn XSS)
o Stored XSS (CoxpaHeHHbIn XSS)

ATaka c oTpakeHHbIM XSS ucnonbayeT yassuMble Web-npunoxeHus, oTobpaxatowme BXoaHbIe NnapameTpsbi
obpaTHo B Gpaysep, He NPOBEPSIAA UX HA HanMuMe akTUBHOrO codepmMmMoro. OGbIYHO B3NOMLUMK 3aBnekaeT
XepTBbl 4ns nepexofa no URL, MCnonb3ys CreayroLmi Kog:

http://trusted.com/search?keyword=<script>document.images[0].src="
http://evil.com/steal?cookie="+document.cookie;</script>

Mpegnonoxwum, 4To Ha trasted.com pasmelleHa PyHKLUSA NoMcKa, KoTopas BO3BpallaeT pe3ynbTaTbl NoMcka
BMECTe C BBeAEHHbIMWU KroyeBbiMM crnoBamu. Ecnu nouckoBoe npunoxeHne He dunbtpyet B URL
crneumarnbHble CUMBOSbI [HanpuMmep, CUMBOSbI MeHblle Yem (<) u Gonble 4Yem (>)], cogepxumoe Tera
<script> bygeT Takke BcTaBnaTbca B Web-cTpaHuLy nonb3oBartens, n B pesynbtaTte Mbl Oyaem nepeaasatb
KyKN JOKYMEHTa yaarneHHoMy cepsepy evil.com.

CoxpaHeHHasi XSS-aTaka cTaHoBUTCH Ooree BaxHOM B CBA3W C LUMPOKUM pacnpocTpaHeHvem Web 2.0.
OcHoBon Web 2.0 sBnseTcs COBMECTHbIN AOCTYM, B3aMMOAeNCcTBME M COBMeCTHas paboTta, mosTomy y
noTeHuMarnbHbIX 3MOYMbILLIIEHHUKOB €CTb GoMnblue LaHCOoB yBUAEeTb BBOAMMYIKO APYTMMWU MOMb30BaTeNsMm
(nocpeactBom nybnuyHbIX ceTeBbIX cepBucoB (social network services - SNS), wiki unu 6noros)
MHdOpMauumio.

HeKOTOpre TUMUYHBbIE aTakU C UCMOSb30BaHNEM JAHHOW YA3BUMOCTU:

e Kpaxa Kyku unu naponeun. Camon npsaMon BbIrOAOW ANS 3M0YMbILLNEHHUKA ABNSETCHA NONyYEeHNS BaXHON
nonb30BaTeNbCKoM MHOPMaLMW, Takon Kak naponu unu Kyku. Nockoneky BHEAPEHHbIE CLeHapum mMoryT
obpawaTtbes Kk nobon vyactn aepeBa o6bektoB DOM, OHM B COCTOSIHMM, MOMMMO MNPOYEro, noxuwiaTb
naponu U3 TeKCTOBbIX Monew opm perncTpaumm.
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e [loxuweHne coObLITUN KnNaBuMaTypbl C MOMOLLbLIO KNaBUATypHOro perucrtpartopa. IOTO MNo3Bonsdet
B3MOMLUMKY MOXUTUTL MoOble AaHHble, BBEOEHHbIE MONb3oBaTeneM; Hanpumep, ecnv nornb3oBaTenb
ucnonb3yeT cepuc Web-noutsl, knaeBuaTtypHbii pernctpatop OyaeT 3anucbiBaTb U nepedaBaTb BeCb
BBEAEHHbIN TeKCT B3MoMwmMKy. OH MOXeT 3aTeM npoaHanusuMpoBaTb 3anWCaHHble [AaHHble Ans
n3BMneYeHns KoHdUaeHUManbHoM nHdopMaLum (Hanpumep, Naponu u KOHMUAEHUMANbHYH NEePEnnCKy).

MoxuweHne cobbITMA KnNaBuaTypbl C MOMOLLLIO MepexBaTyMKa COOLITUN MbIWKKU. [1porpaMMHbIe
KnaBmaTypbl CTAHOBATCH TUMUYHBIM TEXHUYECKUM NPUEMOM ANSA 3aLUUThl BaXKHOW BBOAUMON MHGOPMaLMn
OT aTak C WCMoNb30BaHWEM KraBuMaTypHOro peructpartopa, Hanpumep, PIN-koga Ang MHTepakTUBHbIX
GaHkoBCKMX cepBucoB. OgHako nepexsaTymku (sniffers) cobbITUA MbILLKWM MOTYT MCMOMb30BaTh TEXHOMOMN,
aHanornyHble KnaBMaTypHbIM pervctpatopaM. lMoxuwas koopauHatel X M Y COObITUIA MbILWKU, MOXHO
onpeaenuTb, Kakue Knasuwwy Obinn HaxarTbl.

BctaBka HenpaBunbHou uHdpopmaummn. Vcnonbdys DOM-uHTepdenc, B3MOMLUMK MOXET W3MEHUTb
nobyto unHdopmaumio B pgepeBe obbektoB DOM. Hanpumep, npu  BbIMOMHEHWM MNOMNb30BaTeNEM
MHTEPaKTMBHOIO NepeBoAa AEHEr CyLeCTBYeT BO3MOXHOCTb M3MEHUTb HOMEP CHETa Has3Ha4YeHUs nnarexa
Ha npuHagnexawmn B3noMWuMKy. B pesynbTate nepeBedeHHble [AeHbIM NOCTYNSAT Ha  cuyeT
3MOYyMbILUMIEHHUKA.

PekomeHayeMble oeCTBMA NO 3awmTe oT XSS.

PaccMoTpM  HeKoTOpble TeXHUYEeckMe MpUeMbl, KOTOPble MOXHO MPUMEHUTb AN ynydllieHWUs
3aLUULLEHHOCTM Ajax-NPUNoXeHWA.

1.  Jo6aBneHue NnpoBepKW BBOAUMbIX 3HAYEHUN.

BonbWMHCTBO aTtak, BHeOpSAs BpedHble CLeHapuu, ncnonb3dyeT ydA3BMMOCTM Ha CTOpOHE cepBepa.
CnepoBaTenbHo, npoBepka Ha KOPPEKTHOCTb BBOAMMOW WHOpMaLMM SBMSETCA nepsBbiM Larom Ang
3anTbl Web-HpMHOM(EHMVI. [poBepka BBOOA M O4YMCTKA OTCEMBAKOT BCE aKTUMBHOE UMW BpegHoe
cogepXnmoe HeHaeXHbIX aHHbIX.

D,Ba TNa NpoBepKn BBEOEHHbIX AaHHbIX:

e Blacklisting (BegeHue 4yepHoro cnvcka): B atom nogxoae v3 BBeAEHHbIX AaHHbIX OTUILTPOBLIBAKOTCA
BCE CUMBOJIbI, NePEeYNCrIEHHbIE B YepHOM cnncke. CambiM NpobnemMaTuyHbiM B AaHHOM Noaxoae siBnsetcs
rapaHTMpoBaHWE Hanuuusi B YEPHOM CMUCKE BCEX OMacHbIX CUMBOSOB. [1OCKONbKY HEBO3MOXHO
nNpeaycMOTPEeTb BCEBO3MOXHbIE KOMOWHaUMM OaHHbIX, BEAEHUE YEepHOro CnMcka 4YacTo He BbINOSHSEeT
NPOBEPKY KOPPEKTHO.

e Whitelisting (BegeHvne 6ernoro cnucka): B aTom anbTepHaTMBHOM MNOAXOA4E MEPEYUCHATCA Bce
paspelleHHble CUMBOMbI M M3 BBOAMMbBIX AaHHbIX yAansawTcs Bce ocTanbHble. [NMpobnema paHHOro
nogxoga COCTOUT B TOM, Kak AOOMTbCS MUHMMAanNbHOM ANuWHbI cnncka, obecneynmB B TO Xe BpeMs
[0CTaTOYHY0 r’MBKOCTb AN BBoga Heobxoaumbix Web-npunoxeHuo 4aHHbIX.

Henb3s cuntaTh BeAeHWE YEpPHOro unu ©enoro CrnMckoB HaaeXHbIM pewieHnem. OpHako BegeHue benoro
cnucka O0OblMHO cuMTaeTcsi 0Oonee  3alMLLEHHBIM BapnaHTOM. CnepoBaTenbHo, pekomMeHayeTcq
Mcnonb3oBaTth BegeHne 6enoro cnmcka Ansi O4YUMCTKM NOTEHUMANbHO ONacHbIX AaHHbIX.

2. Ucnonb3oBaHMe MHCTPYMEHTarNbHbIX CPeACcTB NPOBEpPKU yA3BUMOCTU

MHorve Web-npunoxeHus yasBumbl M3-3a MOXOXUX OWIMOOK NMporpaMMUpOBaHusi. JKCnepThl NO 3aluuTe
paspaboTanu WHCTpyYMeHTanbHble cpeactBa Ansi  OOHapykeHuss 9Tux HebesonacHbiXx NpUemoB
nporpaMmMmmpoBaHusl. Takue cpefcTBa, HasblBaeMble CPeAcTBamMM MPOBEPKU YS3BUMOCTM, OBHapyxuBaroT
BO3MOXHble  yA3BMMOCTW  3abnaroBpemMeHHo. OpHonM 13  Haubonee  TUMWYHBIX  YA3BMMOCTEMN,
OOHapyXuBaeMbIX 3TUMU MHCTPYMEHTanbHbIMKM CpeacTBamMu, SBMSIETCA CUTyauusi, korga nporpammucTbl
3abbIBalOT BbI3BaTb NPOLEAYPY OYMCTKU MOTEHLUMANBHO ONACHbIX BBEAEHHbIX AAaHHbIX.

3. Heuncnonb3oBaHue AMHaMU4eCKOro BbINOSMIHEHMA KoAaa.

B JavaScript-nporpaMMe MOXHO MCMOfb30BaTb HECKOMbKO CMOCOB0B AMHAMUYECKOTO reHepnpoBaHnsa Koaa.
OpgHoM M3 caMblXx W3BECTHbIX (YHKUMIA sBRseTcd dyHKumsa eval(), KoTopas Mo3BONseT BbINOMHATb
Npoun3BONbHYD CTPOKy kak JavaScript-kogq. OfHako HEOCTOPOXHOE MPUMEHEHVE 3TON (YHKUUM OYeHb
onacHo. K coxaneHuio, HeKOTOpble LUMPOKO pacnpocTpaHeHHble JavaScript-ombnunoTekn BHYTpPEHHe
ncnonb3ytoT dyHkumio eval().

4. be3onacHoe ucnosnb3oBaHue JSON
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Mockonbky JSON ocHOBaH Ha nogMHoXecTBe JavaScript, OH SBNSE€TCS COAEPXMMbIM CLEHapusi, KOTOPbIi
noTeHUmanbHO MOXeT cofepXaTb onacHbli koh. OpHako JSON - 3to 6GesonacHoe NOAMHOXECTBO
JavaScript, B KOTOPOM WCKIIOYEHbI MPUCBOEHUS U akTuBm3auuda. CnepoBaTenbHO, MHorve JavaScript-
6ubnuotekn wmcnonb3yT yHKumMo eval() npocto ans npeobpasoBaHns JSON B JavaScript-oObekT.
Vcnonb3ys faHHyl cuTyauuto, B3NOMLUUKM NepeaatoT B 3TM Bubnuotekn nckaxeHHole JSON-06bekThl Anst
BbINOMHEHNsA yHKumen eval() csoero onacHoro kopda. [Ana 6esonacHoro ucnonb3oBaHusa JSON MOXHO
NPUMEHNTb HECKOMNbKO MoAxodoB. [1epBbiM M3 HUX SABASETCS MPUMEHEHUE PErynsapHbIX BblPaXeHUN,
onpegeneHHbix B RFC 4627, ytobbl rapaHTMpoBaTth oTcyTcTBUE B JSON-AaHHbIX aKTUBHBIX (OparMeHTOB.

5. Ucnonb3oBaHue <iframe> npun uHTerpauun nogo3puTesibHOro cogepXxXumoro.

MoxHO BOCMOMbL30BaTbCA MOMUTUKOW €OMHCTBA MPOUCXOXOEHVUS ONA  3aTPyOHEHWs  NOSyyeHus
3MOyMBbILIMIEHHMKAaMM [oCTyna Ko BceMy aepeBy obbektoB DOM. [Npu 3arpyske AaHHbIX M3 pasfnunyHbIX
JomeHoB B <iframe> Hago npefocTaBuUTb 3TMM AaHHbIM CBOW COOCTBEHHbBIA KOHTEKCT BbIMOJTHEHMS
JavaScript n gepeso o6bektoB DOM. 3T0 NpefoTBpaTUT NOXMLLEHWE B3NOMLUMKOM MHAOPMaLUK C rnaBHON
cTpaHuupbl. Xopollen NpakTUKOM sIBNAETCA Kak MOXHO 6onee vactoe ucnonb3oBaHue <iframe> anga
OrpaHNYeHNs HEHaAEXHOMO BHELLHErO COAEPXKUMOTO.
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OrpaHuyeHune npuBunernn Heynpasnsemoro koga B .NET
Framework
CemeHoBa H.A.

MOCKOBCKUI rocyfapCTBEHHbIM UHCTUTYT DNEKTPOHUKU U MaTtemaTukm
r. MockBa, Poccus

natasha sem@inbox.ru

Enabling security restrictions for unmanaged code in .NET
Framework
Semenova N.A.

Moscow State Institute of Electronics and Mathematics
Moscow, Russia

natasha sem@inbox.ru

One of the most important security features of Microsoft .NET Framework is that it allows access to native
libraries, because the execution of unmanaged native code is not restricted by the .NET security model. At
the same time, it is impossible to completely exclude native code calls from .NET programs as this will lead to
losing backward compatibility and legacy code support, in particular with Windows API, which contains
thousands of routines that provide access to most aspects of the Windows operating system. This paper
presents several methods for enabling security restrictions on native code execution, which provides a way to
extend .NET security model to unmanaged code.

OgHOM M3 caMbIX KPUTUYHBLIX, C TOYKM 3peHuss BesonacHocTu kopaa, ocobeHHocTen .NET Framework
SIBNSETCS BO3MOXHOCTb obpalieHusa K kogy u3 native-bmbnvoTek, Tak kKak Ha koA, BbIMOMHAKLINACA B
pesynbTaTe TaKuMX BbI30BOB, HE PacMpOCTPaHAITCA orpaHudeHunsi 6esonacHoctn mogerm .NET. B 1O Xe
BPEMsi, HEBO3MOXXHO MOJSTHOCTBIO OTKasaTbCsl OT Bbi30Ba hative-kofga, Tak kak 3TO npuBegeT K notepe
COBMECTMMOCTU CO MHOTMMM paHee HanucaHHbIMK NporpaMMamMmu n 6ubnmnotekamum, B yactHoctu, ¢ Windows
API. B gaHHoWM cTaTbe ONMCaHO HEeCKONbKO CrocoboB BBEAEHMS OrpaHUYeHUn Ha BbINOMNHEHWe native-koaa,
NO3BOSIAIOLLMX PACNPOCTPaAHUTL Ha HEero KoHTpornb 6e3onacHocTh .NET.

Heckonbko net Hasag komnanus Microsoft npegctaBuna cuctemy ..NET Framework, koTopas
nosuuMoHnpoBanach, kak 6esonacHasi ansa nonb3oBatenen cpepa. KoHuenuma .NET Framework obnagaet
rpaHynMpoBaHHON Mogernbio 6e30MacHOCTU, MO3BONSAOLEN KOHTPONMPOBaTh YPOBEHb OOCTyna Mnporpamm,
nocTpoeHHblx Ha 6ase .NET. Becb Ko, BbINOMHSAIOLWMACA BHYTPWU «BUpTyanbHoW MawuHbl» .NET,
HasbiBaeTca ynpaBngemMbiM (managed), Tak Kak Ha Hero OeNCTBYHT BCe oOrpaHudeHus 6esonacHocTw,
onpegensaemMble cuctemoin nonHomouunn .NET.

Ons peweHua npobnembl 06paTHON COBMECTUMOCTM, B 4YacTHOCTW, Npu Bbi3oBe yHkumin Windows API, B
.NET 6bina gobaeneHa Bo3MOXHOCTb obpalleHus K native-bubnunotekam. ®yHKUMM, Bbi3biBaeMble 13 native-
6ubnuoTek, BbINONHAIOTCA BHe Mopenn 6esonacHoctn .NET, noaToMy OHWM HasbiBalOTCA HeynpasnsembiM
(unmanaged) kogom. CnepoBaTenbHO, MCNOMb30BaHWE 3TOM (PyHKUMOHanNbLHOCTM B npunoxeHnax .NET
MOXET MNO3BOMUTb  3MOYMBILLNEHHUKY 060NTM MexaHu3m 6e30macHOCTM  CUCTEMbl, W BbIMOMHUTL
Npou3BOSbHBIN KOA. HecMoTps Ha cepbesHyto yrpo3y 6e30nacHOCTM, HEBO3MOXHO MOMHOCTBIO OTKa3aTbCs OT
Bbl30oBa native-koga u3 .NET nporpamm, Tak kak Ans 9Toro npuaeTcs oTkasaTbCs OT MOAAEPXKKA MHOXeCTBa
paHee HanMcaHHbIX NPOrpaMMm 1 NepenucbIBaTh BCE CYLLECTBYOLLNE NPUMOXKEHUS.

[ns o6bpaTHO COBMECTUMOCTU C KOAOM, HanucaHHbiM BHe .NET (Hanpumep, Windows API), CLI ncnoneayet
nHTepdeiic, HasbiBaembln cnyxbon obpalwenuns k nnatdopme (Platform Invoke Service, P/Invoke). 3toT
cepBuC no3eonsieT obpawaTtecs Kk kogy m3 native-ombnuotek. Tak kak ko B native-6ubnvoTtekax Moxet
M3MeHATb NapamMeTpbl 6e30nacHOCTM NoNbL30BaTENLCKOro OkpyxeHus, To B .NET npusunerns BoidoBa native-
Koda SKBMBarneHTHa nonHomy aoseputo. bonee Toro, native-koa, 3anyuieHHbIi P/Invoke, BbINONMHAETCS B TOM
xe npouecce, 4to u .NET CIL, u, kak crneacteune, BPeAOHOCHbIA hative-KO4 MOXET U3MEHUTb COCTOsIHUE
camon cpefbl BbinonHeHna .NET. besonacHocTb BbinonHeHuss .NET nporpamm MOXHO MOBbLICUTb, €Cnu
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pacnpoctpaHute npoBepkn CAS Ha HeynpaBnsembln (native) kog. Torga HeynpaensieMbln kop Oyget
BbINONHATLCHA C TEMM e OrpaHnyeHnsiMu, 4to u ynpasnsemoln .NET kop.

ﬂy6J'IVIDOBaTb nonHomounsa CAS pgns KOHTPONA MOMMHOMOYMA HeyrnpaBngeMoro Koga MOXHO HECKOMbKUMU
cnocobamu, Kkaxabin u3 KOTOPbIX UMeeT CBOU OOCTOUHCTBA U HEOOCTATKU:

1. Wcnonb3oBaHue BCTpoeHHOM Moaenu 6esonacHoctn OC Windows.

Mpn peanu3auum gaHHOW cxembl orpaHuyeHusi npas CAS .NET gybnupyiotcsa Ha ypoBHe npouecca, B
KOTOPOM 3anyleHO MpuroXeHue, BKNOYad BCe ero native-komMnoHeHTbl. [lpy 9TOM Ans orpaHvyeHus
npuBMIErMiA 3Toro mnpouecca OyoeT MNPUMEHATbLCS YXKe MexaHu3M KOHTponsi poctyna ypoBHa OC,
ayonvpytowmin Hactpovikmu CAS .NET. Hepoctatkm metopa: Xotss mogenb 6GesonacHoctn B Windows u
SIBNSIETCS AOCTAaTOYHO LUMPOKOW, OHa BCe e oTnu4vaeTcsa oT mogenu CAS. T.e., nonHoMouns 6e3onacHocTh
B Windows oTtnuyatotcs ot nonHomoumi B .NET, n C MX NOMOLLLIO HENb3s MOMy4nuTb TOT Xe YpOBEHb
aetanusauun npusunermn. Kontpons goctyna B Windows OCHOBaH Ha y4eTHbIX 3anucsax nonb3oBaTtenen u
ponsix, B To BpeMsi kak CAS oCHOBaH Ha Joka3aTenbCTBax, NPeaoCTaBneHHbIX Ana uaeHTudukaumm koga. B
mogenu 6esonacHocTn Windows He cyLecTByeT KOHUENUUKU, aHanorMyHon gokasaTtenscteam. Hanpumep, B
Windows, HEBO3MOXHO OorpaHu4uTb Npasa npouecca, ocHoBbiBascb Ha URL, ¢ koToporo 6bina 3arpyxeHa
3anyLleHHas B npoLecce nporpamma.

2.  Wcnonb3oBaHue BbiAENEHHOO crosi 6e3onacHoCT.

Mcnonb3oBaHue BbiOENEHHOTO crnosi 6e3onacHOCTM MO3BONSIET HECKONbKO CrraguTb pasnuyuns Mexay
Mopenbt 6e3onacHocTy Microsoft Windows n CAS, 4To no3BonsieT KOHTPONMpPOBaTb HEYNpaBnseMbI Ko C
orpaHnyeHusamu, BBedeHHbiMM Ha ypoBHe .NET CAS. 31oT cnown 6GesonacHocTn 6GygeT oTtcnexuBaTb
OencTBUS, BbINOMHSAEMbIE HeynpaBnseMbiM KOAOM W rapaHTMpoBaTb, YTO AencTBusi native-koga He Oyayt
npeBbILAaTb NOMIHOMOYMIA, 3agaHHbIX CAS.

Mpu aToMm K peanu3aumm cnos 6esonacHOCTU NpeabABNATCA cneayrowme TpebosaHus:
a. [pospayHoCTb ANSA BbINOMHSALMXCS NPUNOXEHNN.

b. TlonHbIM AOCTYN KO BCeM PYHKUMSAM, KOTOPbIE BbI3bIBAIOTCS MPUMOXEHNEM, YTOObI MMETb
[OCTaTO4HO MHpopMaLMKM ANa NPUHATUS PELUEHNIA O COOTBETCTBMW UMW HECOOTBETCTBUM
BbINOMHEHNSA 3TON DYHKLMK 3a4aHHON NonuTrke 6e3onacHoCTy.

c. BpepoHocHbIN KOO He OOMKEH UMETb BO3MOXHOCTU NPeoaoNeHns YPOBHA 6e3onacHocTu.

OcHoBHoW BONPOC, KOTOPbIA HEOBXOAMMO PeLUnTb MPY MOCTPOEHUN BbiAENEHHOro crnost 6e3onacHOCTV — ero
pasmMelleHne. Hwke npusedeHbl pesynbTaTbl NOCTPOEHUs Tpex cxeM AybnuposanHus nonHomouni CAS
pacnonoxeHusi crnos 6e3onacHOCTW: NPOCTPAHCTBO MOMb30BaTeENs, MPOCTPAHCTBO f4pa U CMellaHHoe
(pacnpegeneHHoe).

2.1. Vicnonb3oBaHune BblAeNeHHOro cnos 6Ge3onacHOCTU Ha Monb3oBaTenbckoM ypoBHe (Hag Windows
API)

OnucaHue meToaa:

B cnyyae pasmeweHus croa 6esonacHoctu Hag Windows API, ero 3agava - nepexBaT obpalleHuni K
dyHkumam Windows API, oTBevawowum 3a 6e30nacHOCTb, M OLEHKa napamMeTpoB BbI30Ba YHKLMM.
MepexBaT ynpaBreHWs OCYLUECTBMASETCS 3a CYET nepe3anncy HECKONbKMX MEepPBbIX WMHCTPYKLUUIA Lenesoun
dyHKUMKM Ha 6e3yCrnoBHbIM Mepexop K CO3AaHHOM (yHKUMM-06paboTumky. Takum oBpasom, npu Kaxgom
obpaweHnn k dyHkumam 6GesonacHoctn Windows API Bbi3biBalOTCS (DYHKLMM-MEPEXBATYMKN, KOTOPbIE
OCYLLIECTBNAIOT NPOBEPKY BXOAHbIX MapameTpoB WCXOOHOW (YHKUMM M CO34alT COOTBETCTBYOLUME UM
06bekTbl nonHomounin .NET. 3TM nMonHOMOuYMSA 3aTem MPOBEPSIOTCA Ha HENpOTMBOPEYMBOCTbL MHOXECTBY
MOSTHOMOYMI, AOCTYMHBIX MpuUnoxeHuo. Ecnu 3anpawwmvBaemoe gencreve, nNpeacTaBlieHHOE MOSIHOMOYMEM
6esonacHocTn, He paspeweHo CAS, To reHepupyeTcs MWCKuMTENbHas cuTyaums (security exception).
Mpoweawnn Bce nNpoBepku 3anpoc nepepaetcs Ha ypoeHb Windows API, n 3anpawmvBaemasi onepauus
BbIMOJHAETCS, KaK OObIYHO.

OdocTtouHcTBa MeTOAaA:
a. [poctota peanusauun (Windows API xopoLuo 4oKyMeHTUPOBaH)

MonHomoumsa GesonacHocTn .NET MOXHO nerko conoctaBuTb napameTpam Bbi30BOB
Windows API. 3To gaeT BO3MOXHOCTb OLeHMBaTb mapameTpbl BbidoBoB Windows API,
co3gaBasl U NpoBepsisi cCooTBETCTBYOLWMNE 06bekTbl nonHomoumn .NET. Hanpumep, MoxHO
oueHuTb napameTpbl BbizoBa API CreateFile, co3gaB cooTBeTcTBYHOLWNIA OOBEKT
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nonHomounn .NET, npeactaensoowmi ums danna u 3anpaimBaemMoe gencTeme (cosgaTb
WIK OTKPbITL). 3aTeM 3TOT OOBEKT MOSTHOMOYMI MOXET ObiTb NPOBEPEH HA COOTBETCTBME
OOCTynHbIM paspeweHnam CAS, 1 no pesynbtatam NPOBEPKN 3anpeTuTb, Mo paspeluntb
3anpoc.

c. [pospayvyHoCcTb MexaHn3ma NPoBEPKN ANA NPUNOXKEHUN.
HepocTatku meTtoaa:

a. 3noyMbllNEHHUK, uMelWwuin npaso obpalleHns K native-kogy, WMeeT MHOXeCTBO
BO3MO)XHOCTEN, 4YTOObl 060MTU LaHHbIM YpoBeHb Ge3onacHocTn. Hanpumep, 3TO0 MOXHO
caenaTb, BbidbiBaa dyHkuun 13 ntdll.dll, kotopas npeobpa3syeT nonb3oBaTeNbCKME BbI3OBHI
B CUCTEMHbIE BbI30BbI YPOBHS SiApa, UK BbIMOJHAS CUCTEMHbIE BbI30BbI HENOCPEACTBEHHO
13 accembnmMpoBaHHOro Koaa.

CnepoBaTenbHO, 4TOObI YOOBMETBOPSATL YCMOBUIO «BPEOOHOCHBbIA KOA HE [OOMMKEH UMETb BO3MOXHOCTU
npeogoneHust ypoBHa 6e30nacHOCTW», HOBbIN CrONM 6e30MacHOCTM OOIMKEH He TONbKO KOHTPONMpOBaTb
obpaweHns Kk native-kogy, HO W obecneuvBatb 3awmTy cpeabl runtime .NET w npepoTepawatb
HECaHKUMOHMPOBAHHbIE onepauun napannenbHO  BbIMOMHALWNXCS MNPOLECCOB Haf BbIAENEHHON UM
namsTbHO.

2.2. Aicnonb3oBaHune BblaeneHHOro YPOBHA ©e30MacHOCTM Ha ypoBHE d4pa

OnwncaHne MeToaa: PyHKLMOHANBHOCTb AAaHHOIO MeToAa aHanornyHa npeabiayLemMy, 3a UCKIMYeHNEM TOro,
4TO nepexsaTbiBatoTCA He Bbi3oBbl Windows API, a native API. lpu atom cnegyeT yuuTbiBaTh, YTO
cywecTtBytoT BbI3oBbl Windows API, cooTBeTCTBYtOLLME Cpa3y HECKOMbKMM CUCTEMHbIM Bbi3oBaM native APL.
B Takux cnyyasix, KOppeKTHbIn Bbi3oB native APl MOXHO onpefenutb TOMLKO NO napameTpam yHKUMK
Windows API.

DocTtouHcTBa MeToAa:

Tak nonb3oBaTenbCckne Mpoueccbl He MOryT MoAMdUUMPOBaTb OOBLEKTbI, HAXOAALWMECH B MPOCTPaHCTBE
aApa, To BPeAOHOCHLIN native-kof He MoxeT 060onTn ypoBeHb 6e30macHOCTW, peann3oBaHHbIV Kak apaviBep
aapa. CnepoBaTenbHO, MOXHO MCMONb30BaTh ApanBep, Kak AOBEPEHHOE XPaHWUMMULLE KPUTUYHBIX AAHHBIX,
HanpumMep, AoBepeHHOW konuu nonHomouni CAS.

HepocTaTku:

1. CnoXHOCTb NpakTUYeCcKoW peanu3aumun ns-3a OTCYTCTBUS ONyGNMKOBaHHOW AOKyMeHTauus ans native
API, KOTOpbIN MOXET M3MEHSTLCH Aaxe NpU YCTaHOBKE HOBbLIX cepBuc-nakoB Ana Windows.

2.3. CoBMeCTHOEe MCnoOnb3oBaHMe ABYyX crnoeB 6Ge3onacHOCTM (Ha YpOBHE siApa M MNONb30BaTENbCKOM
YpOBHE)

Onucanue metopa: B gaHHom cnyyae, cnon 6esonacHocT Ha ypoBHe gapa OC cnyXuT 4ONOMHUTENbHBIM
MexaHM3MOM 3alUnTbl OT obpalleHnii k cuctemHbimM Boid3oBaM OC B o6xop Windows API (a, cnepgoBaTternsHo,
B 06xo4 dyHKUMIA-NMepexBaTynkoB, peanu3oBaHHbix Ha ypoBHe Windows API). ABnssice OOMNOMHEHWEM K
nepsoMy cnot 6e3onacHoctn (Ha ypoBHe API), BTOpol crio (Ha ypOBHe sapa) nepexsaTbiBaeT W
aHanuanpyeT obpaweHna k OC. Ero ocHoBHas 3agadya - rapaHTupoBaTb, YTO Kaxgoe obpalieHue K
CUCTEMHOMY BbI30BY OyaeT npoxoautb 4epes3 nepsbii crnon 6GesonacHoct B Windows API (koTopbin
PYHKLUMOHUPYET, Kak onucaHo B 2.1).

B3anmopgerictBne Mexagy AByMS CrnosiMm ©e30MacHOCTU  OCYLLECTBISIETCS C  MOMOLLbD  MexaHu3ma
«aBTOpM3aLMU» CUCTEMHbIX Bbi3oBOB. [Ansg aTtoro dyHkumm B Windows APl MoavduumpyloTcs Takum
obpasom, 4To6bl npu nobom obpaiweHnn k Windows API, cHayana BbIMONHAETCS (PyHKUMSA-NepexBaTyuk,
KOTOpasi CHavarna «aBTopu3yeT» COOTBETCTBYIOLLMIA CUCTEMHBIN BbI30OB, K KOTOPOMY MPOUCXOaUT obpalleHue,
a 3aTeM OCyLLEeCTBNSAET NPOBEPKY MapaMeTpoB Bbl3oBa. B crnyyae HeycnewHom npoBepkW, aBTopu3auums
OT3bIBAETCH, MHAYe — NPOUCXOAUT BbIZOB MCXOAHON dhyHKUMM API. [1ns BeINONHEHMS aBTOpU3aumMM N OT3biBa
CUCTEMHBIX BbI30BOB Mcnonb3aytoTcst coobiyerms [OCTL.

Korga BpedoHOCHbIN KoL MbITAeTCs MOMHOCTbI0 OBOWTM MPOBEPKM Ha MNepBOM YypoBHe 6Ge3onacHocTn u
obpallaeTcs k CUCTEMHBIM BbI30OBaM HanpsiMyto, TO ApaviBep Ha YPOBHE siApa OnpeaensieT, YTO 3T BbI30BbI
HeaBTOPWM3UPOBAHHbI, 1 MOXET OTMEHUTb onepauuio. [ByXwWaroBbid MPOLECC aBTOpM3aLUW rapaHTMpyeT
OTKMOHEHNE CUCTEMHOIO BbI3OBa, B CllydYae €Cnv 3MoyMbINEeHHNK OyaeT obpalaTtbCs K CUCTEMHbIM
BbI3oBaM yepe3 Windows API, Ho caenaeT nonbiTky 060MTH OLieHKY NapamMeTpoB Bbi30Ba MOJNb30BATENbCKOW
PYyHKUMEN-NEPEXBATYMKOM, COBEPLUMB  0OE3yCrnoBHbLIA  Mepexon K  WHCTPYKUMSAM,  paspeluatoum
(aBTOPU3YIOLLMM) CUCTEMHBIV BbI30B.
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DocTtouHcTBa MeToaa:
1. MpocToTa peanusaumu
2. 3awwuTa oT 06xo4a 3royMbILLIEHHUKOM
3. Hanuune gooBepeHHOro xpaHunuia gaHHbIX

OnucaHHbIN Bbie crnocob MOXHO pacnpocTpaHnTb U Ha MHOFONOTOYHbIE MNPUNOXEeHUA, eCrin KOPPEKTHO
O6pa6aTblBaTb «ycnoBue roHkn» B AByXWaroBom npouecce astopusauunn.

3MoyMbILLMEHHUK MOXeT CModenupoBaTb CUTyauuio, caenas obpalleHue K 3anpeLleHHOMY CUCTEMHOMY
BbI30BY B OOHOM MOTOKE, OOHOBPEMEHHO 06paTMBLUMCL K TOMY )X€ BbI30BY B OpPYroM MNOTOKE Mexay
BpeMeHeM, Koraa oH 6bln aBTOpU3oBaH B MepBhblil pas, HO elle He Bbin 0To3BaH. ATa nNpobrnema peluaeTcs
paspelleHMeM M OT3bIBOM aBTOpPU3aLMM CUCTEMHbLIX BbI3OBOB AN KaXKOOro NoToka B oTaenbHocTu. T.e.,
Kaxablii pas, korga K Opaileepy aapa obpallaloTcs 3a aBTopu3auven UNM OT3bIBOM MOMHOMOYMM Ha
CUCTEMHBI BbI30B, OH NPOBEPSAET UAEHTUDUKATOP TEKYLLLero NoToka BMECTO UaeHTUdMKaTopa npoLiecca.

Takum obpasom, cuctema 6e3onacHOCTW, OnucaHHas B MyHKTe 2.3, He COOEPXUT HeJoCTaTKoB [OBYX
npeabiayLwmnx cnuctem, obbeanHAs nNpyu 3TOM UX OOCTOMHCTBA. Kak nokasanu ucnblTaHus paspaboTaHHbiX
NPOTOTUMNOB CUCTEMBI, €€ BHeapeHne Ha TecToBoM komnbioTepe (OC Windows XP SP 2, Intel Pentium 4 - 1.4
My, 1 I'6) He NPMBOAUT K 3HAYUTENBHBLIM NOTEPSAM NPON3BOAUTENBLHOCTY Npu BbinonHeHnn .NET nporpamm.
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Cekuusd

Kpuntorpadusa. E€ akTyanbHOCTL B
COBPEMEHHOM 0bLLEeCcTBE

Cryptography and its relevance today

CuMmmMmeTpUu4HOEe U acuMMeTpUu4Hoe wudpoBaHue
loH4apos H.O.

MoCKOBCKUI rocyfapCcTBeHHbIM TeEXHUYECKMN yHuBepcuteT um. H.9.6aymaHa
r. MockBea, Poccus
goncharovkolya@list.ru

Symmetric and asymmetric encryption
Goncharov N.O.

Bauman Moscow State Technical University
Moscow, Russia

goncharovkolya@list.ru

The purpose of project

Research of symmetric and asymmetric encryption which are urgent and cryptographically guaranteed
methods of data security and also studying of methods of encryption and principles of operation. Software on
realization of algorithms of symmetric and asymmetric encription is developed.

1. Theoretical part:

The purpose of work consists in research of symmetric and asymmetric encryption, which are topical and
cryptographically guaranteed methods of information protection, and also examination of the methods of
encryption and principles of operation. Software has been developed, for the realisation of algorithms of
symmetric and asymmetric encryption. The work is continued, on the enhancement of the earlier developed
software by the author, for realisation of the algorithm of encryption based on gamming, and the scheme of
RSA (block diagrams and programmes in the language of object-oriented programming, Visual Basic-
gammir2-version2 and RSA-demo, version 2). Further work on the project is planned.

2. Methods of carrying out the research:

For achievement of the goal of research, general scientific (theoretical and empirical) methods were used.
Among the theoretical methods, the following were applied:

e analysis of the known data about methods of symmetric encryption (method of Shannon’s
classical encryption; block encoders — American encoder DES (Data Encryption Standard) and the
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domestic standard GOST 28147-89, etc.); and methods of two-key cryptography (RSA
cryptosystem);

e synthesis of the obtained data for obtaining of conception of the efficiency of the given methods;

e comparison of classical codes, methods of encryption with the help of symmetric and
asymmetrical keys, revealing of the basic advantages and drawbacks, concrete definition of the
general methods and schemes of symmetric encryption and asymmetric encryption, generalization
of the obtained data.

Among empirical methods, the following were used: examination of symmetric encryption by the example of
the works by Shannon et al., asymmetric encryption by the example of methods of two-key cryptography,
research-experimental work on the development of software on realisation of algorithms of symmetric and
asymmetric encryption, and enhancement of the earlier developed software on realisation of the algorithm of
encryption, based on gamming and scheme of RSA (development of block diagrams and programs in Visual
Basic language of object-oriented programming).

3. Literature:

1. A.B. ArpaHoBckuin, P.A. Xagu. Mpaktndeckas kpuntorpadus (cepus "AcnekTbl 3awmThl”),
M.: Conon-Ipecc, 2002.

2. T.1. Mapteika, N.W. Monos. NHdopmaumnoHHasa 6esonacHoctb. M.: ®opym-UHbpa-M,
2007.

3. LeHHoH K., Teopus cBSI3U B CEKPETHLIX cucTemax, B kH.: LLleHHoH K. 3., PaboTbl no Teopumn
nHcopmaumm n knbepHetuke, M.: UI, 1963.

4. Y.Ouddu n M.2.XennmaH. HoBble HanpaBneHus B kpuntorpadum,1976 r

5. bBptoc WHanep.MNpuknagHasa kpuntorpadus, 2e usg, usn. Tpuymd,2002r

6. O coBpemeHHol kpuntorpacdun. B. M. CnagenbHukoB, 4. d.-M. H., Npodeccop, akagemuk
Akagemum kpuntorpacdumn PP, 3aB. Jlabopatopuenr MIY no matematuyeckum npobnemam
kpuntorpacdum. OnybnmkoBaHo Ha canTe: Cryptography.Ru

7. Kpuc Cacaku. (nepesop ¢ aHrn. KO.CycnoB). Jlydwne cBepxcekpeTHble wwungpbl.M.: ACT:
AcTtpenb, 2007.

8. C.B. mywakoB A.C.CypsigHbii. NporpammupoBaHnue Ha Visual Basic 6.0 X.: ®anuo, 2004.
9. W.CadboHos. Visual Basic B 3agayax un npumepax. C-I.: "B6XB", 2007.

4. Starting file: gammirl.exe (source code: gammirl.bas); gammir2.exe; and RSA-demol.exe (source code-
RSA-demol.bas and RSA — key.bas); RSA-Demo2.exe; RSA-Demo3.exe

1.TeopeTnyeckas 4yactb:

Llenb paboTbl - uccnegoBaHWE CUMMETPUYHONO M aCMMMETPUYHONO LUMGPOBaHUS, KOTOpblE SIBMSIOTCS
aKTyanbHbIMM U KpunTorpacmyecky rapaHTUPOBAHHBIMM MeTodamu 3aluTbl MHopMauun, a Takke
n3yyeHne MeTodoB WMEPOBaHUS U MpuHUMNoB paboTbl. PaspaboTtaHo nporpammHoe obecnedveHvne no
peanu3aumu anroputMOB CMMMETPUYHOTO M acMMMeEeTpUyHOro wudposanusa. [lMpogomkeHa paborta no
COBEPLUEHCTBOBaHMIO pa3paboTaHHOro paHee aBTOPOM MporpammHoOro obecneyeHuss Mo peanu3auun
anropuTMa WMdpPOBaHNS, OCHOBAHHOTO Ha raMMUpPOBaHuM U cxembl RSA (bnok-cxembl 1 mporpammbl Ha
A3blke O0OBEKTHO-OPUEHTMPOBAHHOIO nporpamMmmupoBaHus  Visual Basic —gammir2-sepcus2 n RSA-
demo,Bepcus 2). MNnanunpyeTcs ganbHenwasn paboTta Hag NPOeKToM.

2. MeToabl npoBeAeHUA UCCneaoBaHUA:

Ons nocTuXeHus Lenu nuccnegoBaHnst MCNob30Banucb obLleHay4YHble (TeopeTUyeckue U aMnMpUYeckue)
MeToAbl. M3 TeopeTuyeckux MeToA0B NPUMEHSITINC:

e  aHanM3 M3BECTHbIX AaHHbIX O MEeTOAax CMMMETPUYHOro LMpPoBaHUS (METOA KIacCU4ecKoro
wudpoBaHusa LeHHoHa; OnoyHble wudpaTopbl - amepukaHckui wndpatop DES (Data
Encryption Standard) un oTedectBeHHbn cTaHgapT OCT 28147-89 w gp.); 1 meTonos
OBYXKMOYeBoOn kpunTorpacgum (kpuntocucrema RSA );

e  CUHTE3 MOMy4YeHHbIX [aHHbIX AnA MonyYeHus npeacTaBneHuin o6 adMEKTUBHOCTU AaHHbIX
MEeTO/OB;

o CpaBHEHue KriacCu4eckmnx LUVI(*)pOB, mMmeToaoB LUVIq)pOBaHVIH C NOMOWbH CUMMETPUYHOIO "
HECUMMETPUYHOIo KNioYen, BblSIBIIEHWE OCHOBHbIX OOCTOMHCTB U HeOOCTaTKoB, KOHKpeTunsauuna
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o6LWKMX METOAOB M CXEeM CUMMETPUYHOIO LWNEPOBAHUS U aCUMMETPUYHOTO LUMJPOBaHNUS,
0606LLeHME NONYYEHHbIX AaHHbIX.

N3 amnupuyeckmx MeTogoB NCNOMNb30BanuUCh: U3yYeHne CUMMETPUYHOIO LUMGPOBaHUS Ha npumepe pabot
LUleHHoHa W Ap, aCUMMETPUYHOIO LUMGPOBAHUSI Ha NpUMepe MEeTOHOB [BYXKMHOYEBOW Kpuntorpadum,
OMbITHO-3KCNepUMeHTanbHass paboTa no paspaboTke mnporpaMmHOro obecrneyeHuss MO  peanusauun
anropuTMOB CUMMETPUYHOTO M acMMMETPUYHOrO LWNPOBAHUS U COBEPLUEHCTBOBAHMIO pa3paboTaHHOro
paHee nporpamMmHOro obecneyeHuss Mo peanu3auuMnm anropuTMa WKUdPOBaHUS, OCHOBAHHOMO Ha
rammupoBaHum n cxemMbl RSA (pa3paboTtka 6rok-CxeM M MPorpaMm Ha si3bike 06bEKTHO-0PUEHTUPOBAHHOIO
nporpammupoBaHmns Visual Basic)

3. NutepaTtypa:

10. A.B. ArpaHosckuii, P.A. Xagw. Mpaktnyeckas kpuntorpacums (cepuns «ACnekTbl 3aLuTbI»),
M.: Conon-lpecc, 2002.

11. T.1. Maptbika, N.W. Monoe. NHdopMaumoHHas 6e3onacHocTb. M.: ®opym-UHppa-M,
2007.

12. WeHHOH K., Teopusi cBs3KN B CEKPETHLIX cUcTeMax, B kH.: LLleHHoH K. 3., PaboTbl no Teopumn
MHpopMaummn n knbepHetuke, M.: UJ1, 1963.

13. ¥Y.Anddu n M.3.XennmaH. Hosble HanpaeneHus B kpuntorpadpumn, 1976 r
14. Bptoc WHanep.MpuknagHas kpuntorpadus, 2e usa, usa. Tpuymd,2002r

15. O cospemeHHon kpuntorpacun. B. M. CngenbHukos, 4. d.-M. H., npodeccop, akagemuk
Akagemumn kpuntorpacoum PP, 3as. Nlabopatopnen MIY no matemaTnyeckum npobnemam
Kpuntorpacum. OnybnmkosaHo Ha caunte: Cryptography.Ru

16. Kpuc Cacakun.( nepeBog ¢ aHrn.tO.Cycnos). Jlyywmne cBepxcekpeTHble wudpbl.M.: ACT:
AcTtpens, 2007.

17. C.B. Iywakos A.C.CypsagHbivi. NMporpammupoBaHune Ha Visual Basic 6.0 X.: ®anuvo, 2004.
18. WU.CadpoHos. Visual Basic B 3agadax un npumepax. C-l.: «k6XB», 2007.

4. CrapToBbin chann: gammirl.exe (UCxo4HbIM koA : gammirl.bas) ; gammir2.exe; 1 RSA-demol.exe
(ncxogHbin koa- RSA-demol.bas n RSA--key.bas ) ; RSA-Demo2.exe; RSA-Demo3.exe
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Kpuntorpadus. Ee aktyanbHOCTb B COBpeMeHHOM obuiectBe
Eropos I'.B.

MockoBckas (hpMHaHCOBO-NPOMbILLSIEHHAA akagemMus
r. MockBa, Poccus

GEgorov@scarybox.ru

Cryptography and its relevance today
Egorov G.V.

Moscow University of Industry and Finance
Moscow, Russia

GEgorov@scarybox.ru

This work consists in the analysis existing crypto algorithms and revealing of the most widespread mistakes
of their realization. And also spheres of application cryptography in a modern community.

B HacToslwee Bpems WHdoOpMauusa CTaHOBUTCA OAHUMM U3 Hanbonee BaXHbIX W LEHHbIX NpPOAYKTOB,
co3JaBaeMbiM  4erioBeKOM. VIMeHHOo noaTomy bonbloe 3HadeHue npungaeTtca ee 3awiunte OT
HEeCaHKUMOHNUPOBAHHOIO nojty4eHna n Ncnosb3oBaHUA.

Llenblo paGoTbl ABNsSieTCs onpeaeneHne fanbHEnwnX HanpaefieHWid pasBuTUsS KpunTorpadumn u cdep ee
npuMeHeHus. [Ons STOro npeacTouT pewuTb psg 3adady, a MMEHHO M3yyeHue KpUnToanropuTMOB W
BbISIBIIEHVE OCHOBHbIX YSI3BUMOCTE B UX peanusauuu.

MccnepoBaHve M aHanu3 CyLEecTBYHOLWMX anropuTMOB, SIBMSETCS OAHWM M3 HEOBXOAMMBIX YCIOBWI
pa3paboTkm Ge3onacHbix cucteM. MNepcnekTMBHLIM HanpaBneHNeEM UCCreoBaHWI B 3To ob6nacTu sBnsieTcs
aHanu3 yCrewHO OCYLLECTBIIEHHbIX aTak MU BbISIBIIEHHLIX YSI3BUMOCTEW B KPUMTOCUCTEMAX C LIENb UX
Knaccudukauum 1 BbISIBNEHUS NMPUYKUH UX NOSIBNIEHNS U CYLLECTBOBaHMS.

Onupasice Ha NpoBeAeHHbIE UCCIe[0BaHNA Y BbISIBIEHHbIE YS3BMMOCTU MOXHO pa3paboTtaTb 6ornee CTowkui
KpUNTOANropuTM, OCYLLECTBSIOWMIA HAAEXKHYHO 3aLLMTY AaHHbIX.
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KopnpoBaHue nHopmaumm Ha MOOUNbHbIX YCTPOUCTBAX
Epwos [.W.

HoBocubupckui rocyaapcTBeHHbIN apXUTEKTYPHO-CTPOUTENbHLIAN YHUBEPCUTET
r. HoBocubupck, Poccus

d_ershov@ngs.ru

The coding of information on mobile devices
Ershov D.I.

Novosibirsk state architectural - building university
Novosibirsk, Russia
d_ershov@ngs.ru

Now there are a plenty various cryptographic algorithms [1, 2]. However high computing requirements to
devices, for example small volume of memory, low frequency of the processor, bad loyalty to the multitask
applications [3], determining the factor in choice of cryptographic algorithms. Thus, the simplification of
computing realization of algorithms of coding of the information on mobile devices becomes here task, which
on the complexity is commensurable with a problem of increase decoding-resistance of these algorithms.

The purpose of the submitted work is the development easy circuit of coding of the information for realization
on the mobile device. For a basis was taken private key encryption. Important to understand, that the given
circuit intended for coding the information stored on the mobile device, therefore at construction of the
appropriate algorithms the emphasis is done on as it is possible more essential dependence output data from
a key and initial message; however it does not mean, that it is necessary to create complex and hardly-
computable functions.

For program realization | chose language Java, as most suitable for a fast spelling of the effective application,
including applications working with the isolated memory.

As a result of the carried out researches was received variant of the circuit of coding of the information on the
mobile device and created the simple algorithm realizing the similar circuit. The work of the application
realizing the given algorithm is illustrated. Thus it is necessary to note, that the enciphering of the textual
information is only one of examples of application of the described circuit of coding - it is possible as
successfully to develop the application for enciphering the files which have been in file system of the mobile
devices.

References

1. Gorbatov V.A., Gorbatov A.V, Gorbatova M.V. The discrete mathematics. M.: AST Astrel, 2006 (in
Russia).

2. Novikov F.A. The discrete mathematics for the programmers. SPh: Piter, 2002 (in Russia).

3. Gornakov S.G. The programming of the mobile phones on Java 2 Micro Edition. M.: DMK Press,
2004 (in Russia).

B HacTosiee Bpemsi cyllecTByeT 0OOsbLUOe KONMYeCTBO pasHOobpasHbIX KpunTorpaduyeckux anroputMoB
[1, 2], ogHako BbiCOKME BblMMCIUTENbHLIE TPeOOBaHMSA K YCTpoOWCTBaM — Marnbli OOBEM NamsiTW, HWU3Kas
YacToTa npoueccopa, manas nosfnbHOCTb K MHOrosagayHbiM npunoxeHusm [3] — 3avacTyio ABnSATCA
onpegensowmMmm dhakTopom B BbiGOpe TOro UM MHOTO KpunTorpadr4eckoro anropmtMa Ans peanusaumm
ero Ha MobunbHbIX Nnatgdopmax. Takum o6pa3om, yNpoLLeHNEe BbIYMCIINTENbHOW peanusaummn anroputmoB
KOAUPOBAHUS MHAOPMaLMM Ha MOBUMBbHBIX YCTPOWCTBAX CTAHOBMTCA 34eCb 3afjadeil, kotTopas no CBOew
CMNOXHOCTM coM3Mepuma ¢ NpobremMon NoBbILLEHUSI KPUNTOCTONKOCTM 3TUX anropuTMOB.
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Llenbio npepacTaBneHHoM paGoTel siBRsieTcsl pas3paboTka MpoCToW Ans peanusaumy Ha MoBUIbHOM
YCTPOWCTBE CXEMbl KOANPOBaHUSI UHpopMaLmK. 3a OCHOBY B3siTa CXeMa KOAMPOBAHUS C 3aKPbITIM KITHOYOM.
BakHO NMoHMMaTb, YTO JaHHasa cxeMa npegHasHayeHa MMeHHO ANs KOAUPOBaHUS UHDOpMaLIMK, XpaHsiLiencs
Ha YCTpOWCTBE, MO3TOMY MNPV MOCTPOEHWM COOTBETCTBYIOLLMX anropuMTMOB YMNop AenaeTcs Ha Kak MOXHO
Bornee CyLLeCTBEHHYI0 3aBUCMMOCTb BbIXOAHbBIX AaHHbLIX OT KIo4Ya U UCXOOHOro COOBLLEHNS; OAHAKO 3TO eLué
He 03HaYaeT, YTO HYXXHO CO3AaBaTh CMOXKHbIE U TPYAHOBLIYUCTIUMbIE (PYHKLIMN.

[ns nporpamMmmHoi peanusauum MHot Gbin BbiOpaH A3blk Java, kak Havbornee nogxoasawuii anst GuicTporo
HanucaHmst 3MQEKTUBHLIX MPUIIOXKEHUA, B TOM YUCIE U MPUIOXEHUA paboTaloWmx C M30NMPOBAHHOW
namsaTbio.

B pesynbTaTte npoBeAeHHbIX UCCMEeAOoBaHWI Obln NMONyYeH BapuaHT CXembl KOAMPOBaHMSA MHOpMaLMN Ha
MOBMNBbHOM  YCTPOMCTBE W MOCTPOEH MPOCTOW  anmroput™m, peanusylowwyin  NoJobHylo  cxemy.
MpounniocTpupoBaHa paboTa NPUMNoXeHWsl, peanuayowero AaHHbIN anropuTM. Mpyn 3TOM HY>XHO OTMETUTb,
4YTO WKNcpoBaHME TEKCTOBOW UH(OPMaLUM ABNSETCH NULLb OAHUM U3 MPUMEPOB MPUMEHEHUSA OMUCAHHOW
CXeMbl KOAMPOBAHMUA — MOXHO TakK e ycrnewHo paspaboTtatb npunoxeHve ANS WNPOBaHUS ¢annos,
3anncaHHbIX Ha MOBUITBHOM YCTPONCTBE.

Jlntepatypa
1. Topb6atoB B.A., lNop6aToB A.B, Nop6aTtoa M.B. [uckpetHasa matemaTtuka. M.: ACT Actpensb, 2006.
2. HosukoB ®.A. lnckpeTHas maTemaTtuka ans nporpammuctoB. Cl6: Mutep, 2002.

3. TopHakoB C.I. MNporpammmpoBaHne MobunbHbIX TenegoHoB Ha Java 2 Micro Edition. M.: MK
Mpecc, 2004.
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Anroputm wudcgppoBanua FOCT 28147-89
KpanHos H.A.

Camapckuii rocyaapCcTBeHHbIN a3pOKOCMUYECKUIA YHUBepcUTeT UM. akagemuka C.I.
KoponeBa

r. Camapa, Poccus
ank@ssau.ru

Algorithm of enciphering GOST 28147-89
Krainov N.A.

The Samara state space university of academician S.P. Koroleva
Samara, Russia
ank@ssau.ru

To, 4To MHOPMaLUA MMeeT LEHHOCTb, NIOAM OCO3HanM oyeHb AaBHO. Heckomnbko decATuneTuin Hasag
uHopmaumna  npuobpena  CaMOCTOSITENbHYHO ~ KOMMEPYEeCKyld  LEHHOCTb M CcTanma  LUMPOKO
pacnpocTpaHeHHbIM, NoYTU O6GblYHbIM TOBapoM. Ee npou3BOAAT, XpaHAT, TPAHCMOPTMPYIOT, MpoAaroT U
MOKynawT, a 3HauYuT - BOPYT W NOAAenbIBalT - W, cnejoBaTenbHO, ee HeobxoAuMo 3awumwaTth.
CoBpemeHHoe 06LecTBO Bce B Bonblueli CTENeHW CTaHOBUTCSH MHAOPMaLMOHHO-0B6YCNOBEHHbIM, YCnex
noboro BMAaa AeATENbHOCTU BCE CUNbHEN 3aBUCWUT OT 06nagaHust onpeaeneHHbIMU CBeAeHVWSMU U OT
OTCYTCTBMS WX Yy KOHKYpPeHTOB. W 4em cwumbHen nposiBNSETCA YKasaHHbIi adpdoekt, Tem 6Gonblue
noTeHumnanbHble yObITKM OT 3roynoTpebneHun B nHdopmaumoHHon cdepe, n Tem bonblue notpebHocTb B
3awute nHdpopmauun. OgHMM CroBOM, BO3HUKHOBEHME MHOYCTpUM 06paboTkm nHOpMaLmm C XKene3Hon
Heo6X0AMMOCTbLIO MPUBENO K BO3HUKHOBEHWIO MHOYCTPUM CPEACTB 3aLLmTbl MHdopMaLmm.

Cpeam Bcero crnektpa MeTo[oB 3alLMTbl JaHHbIX OT HeXernaTesnbHOro octyna ocoboe MecTo 3aHuMaroT
Kpuntorpaduyeckne metoabl. B otnnume oT Apyrx MeToAoB, OHM ONUPAOTCA NMULLIL HA CBOMCTBa CaMoWn
NHOPMaLMM 1 He NCMONb3YIT CBOWCTBA ee MaTepuanbHbIX HOcUTenen, 0coBeHHOCTH y3MoB ee 06paboTky,
nepegaun n xpaHeHus. O6pasHo roBops, Kpuntorpadguyeckne metodbl CTPOSAT 6apbep Mexay 3almLiaemMon
nHdopmMaumen n peanbHbIM UKW NOTEHUMANbHBIM 3M0YMbILLAEHHUKOM M3 camoln MHopmaumn. KoHeuHo,
noA KpuntTorpacmnyeckon 3aLnMTon B NEPBYIO oMepenb - Tak YK CMOXUINOCh UCTOPUYECKM - Nogpa3ymeBaeTcs
wndppoBaHne p[aHHbIX. PaHblue, korga 3Ta onepauus BbINOMHAMNOCH YENOBEKOM BPYYHYIO WAM C
UCMOMNb30BaHMEM PasfnnyHbIX NPUCNOCOBNEeHN, 1 MpU NOCONLCTBAX COAEPXanucCb MHOTOMAHbIE OTAENbI
WwmncppoBanbLIMKOB, pas3BuTMe Kpuntorpaduy cAepxuBanocb npobnemon peanusaumm Wndpos, BeAb
npuayMaTb MOXHO ObINO BCe YTO YroAHO, HO Kak 9TO peanus3oBarsb...

Mouyemy e npobrnema MCNonb30BaHWSA KpUNTorpadnyeckmx MeTogos B UHGOPMaLUMOHHbIX cuctemax (UC)
cTana B HacToAWMA MOMEHT ocobo akTyanbHa? C OQHOW CTOPOHbI, PaCLIMPWUIOCH WCMONb30BaHWE
KOMMbIOTEPHBIX CeTel, B 4acTHOCTU rrnobanbHoi ceTn WHTepHeT, mo KoTopbiM Mepefarotca Gonbluve
o6bembl  MHOpMauMN roCyAapCTBEHHOrO, BOEHHOrO, KOMMEPYECKOr0 W 4YacTHOro Xxapakrtepa, He
JonyckaroLero Bo3MOXHOCTb AOCTyna K Hew MOCTOPOHHMX nuy. C Apyron CTOPOHbI, MOSABIIEHME HOBbIX
MOLLHbIX ~ KOMMbIOTEPOB, TEXHOMOIMMA CEeTEBbIX W HEWPOHHbIX BbLIYUCIIEHWA cAenano BO3MOXHbLIM
AncKpeauTaumio Kpuntorpaduyeckmx CUCTEM ellie HeaBHO CHMTaBLUMXCS NPaKTUYECKN HE pacKpbiBaeMbIMM
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Pa3paboTka HoBoro noaxoaa K oueHke 3hpeKTMBHOCTH
Kpuntorpadunyeckon 3awmtbl MHopmaum
CaBenbesa A.A.

FocypapcTBeHHbIN YHUBepcuTteT — Boicwas Lkona 3koHOMuUku
r. MockBa, Poccus

asavelieva@hse.ru

A new Approach to the problem of evaluating the efficiency of
cryptographic systems
Savelieva A.A.

State University — Higher School of Economics
Moscow, Russia

asavelieva@hse.ru

We introduce a complex approach to evaluating cryptographic protection efficiency. Classically, the research
has mostly focused on information system security as a whole, whereas cryptographic tools evaluation
techniques have not received as much attention. The main thread of our work is the development of
mathematical models of threats to analyze the security of cryptographic systems based on various types of
attacks that the cryptographic system is exposed to. The second main thread is the development of software
tools to facilitate the process of cryptosystem efficiency assessment by computer security specialists. The
new approach allows to build an economic rationale for investments to cryptographic systems and to provide
sound arguments for implementing an information security strategy.

Introduction

Bruce Schneier, a well-known cryptographer, declares in [15] that the term "security” does not have meaning
unless you can answer such questions as "Secure from whom?" or "Secure for how long?". This statement
applies to security systems in general as well as to their essential component — cryptographic systems.
Furthermore, Ross Anderson, Professor in Security Engineering at the University of Cambridge Computer
Laboratory and an industry consultant, concludes his well-known paper [1] stating that “the evaluator should
not restrict herself to technical tools like cryptanalysis and information flow, but also apply economic tools”.
Our paper aims at providing a formal way of analyzing cryptographic systems security.

The analysis of modern publications on security revealed a lack of methods designed to support the process
of cryptographic protection efficiency. Formalized security risk analysis and management methodologies such
as CRAMM [6], RiskWatch [13] and GRIF [7] are focused on information system security as a whole and do
not consider the peculiarities of evaluating cryptographic systems. A mathematical model designed by V.P.
Ivanov [8] applies the principles of the catastrophe theory and queuing theory to computing the indicators of a
cryptographic system efficiency. Although the approach incorporates economic and technical perspective, its
major restriction is that it can only apply to the so-called restricted use cryptographic systems [4] whose
security depends on keeping both the encryption and decryption algorithms secret. The author reduces the
problem of breaking a cipher to engineering analysis of the program that implements the encryption
mechanism. This assumption is inadmissible for modern cryptographic systems because it contradicts
Kerckhoffs's fundamental principle [9] that encryption should not depend on the secrecy of the system - which
sooner or later would be compromised - but should solely depend on the secrecy of the key. Finally, various
tools for cryptographic protocols analysis [Bodei2003, Boreale2002, 5] focus only on the high-level,
conceptual design of a protocol postulating that cryptographic algorithms satisfy perfect encryption
assumptions, while the interaction between cryptosystems and cryptographic protocols still remains an open
area of research.

Problem Statement

The purpose of our work is to develop an approach to analyzing the security of cryptographic systems based
on various types of attacks that the cryptographic system is exposed to. In order to achieve the goal, we
need to:
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o formulate the steps of cryptographic systems evaluation process;

e design a mathematical model of security threats;

e develop software tools to facilitate the process of cryptosystem efficiency assessment by a computer
security specialist;

e select appropriate economic indicators as a basis to build an economic rationale for investments to
cryptographic systems and to provide sound arguments for implementing an information security
strategy.

Cryptographic Systems Evaluation Process

The process of cryptosystem efficiency assessment can be described as a sequence of steps, each of them
directed at answering a specific question:

Step 1: What cryptosystem is the object of attack?

Step 2: Who wants to attack the cryptosystem?

Step 3: Which attack techniques are most likely to be used to break the cryptosystem?

Step 4: Is the cryptosystem capable of withstanding such attacks?

Step 5: Does the cryptosystem provide sufficient security in the given context?

The environment typically imposes restrictions on the attack scenarios that the cryptographic systems are
exposed to, so Steps 1 to 3 imply modeling threats to a cryptographic system in a given context. Step 4 is
about analyzing the cryptographic system resistance to the types of attacks defined at Steps 1 - 3. Finally,
Step 5 involves using various risk analysis techniques and economic tools to evaluate the data obtained
during Steps 1-4.

ABC-Model of Security Threats

We can assume that the adversary is most likely to choose the attack with the maximum benefit for a given
cost, or choose the least costly attack that gives them a particular benefit [14]. Each cryptosystem has a set
of attacks that is applicable to it and a set of attacks that is not. These statements perfectly fit into common
risk-management methodologies and result in the following approach to evaluating security threats.
Each crypto attack has a value of risk assigned to it defined as the product of probability of the hazard and its
potential impact:

Risk = Probability ~Impact
Impact refers to effect of an attack on a specific type of cryptographic system. Probability reflects the
likelihood that an adversary will consider a specific type of attack appropriate in terms of available resources
and target secret data. Thus, a formal model of the cryptosystem coupled with formal models of the
adversaries will yield a set of the most hazardous attacks that the cryptosystem is exposed to. The model of
security threats represented as a composition of 3 elements will be referred to as an ABC-model (‘A’ for
attack, ‘B’ for codebreaker and ‘C’ for cryptosystem). The following subsections describe the multiple-
category divisions of cryptographic systems, adversaries and attacks we suggest using as a basis for
modeling the components of a security threats.

Classification of Cryptosystems

There are various classification schemes of cryptosystems available in modern literature. For example, Ueli
Maurer's idea is to distinguish cryptosystems by the number of keys used for data processing, i.e. unkeyed,
single-keyed, and double-keyed cryptosystems [12]. Gilles Brassard's scheme [4] has to do with the secrecy
of algorithm. However, neither of these classifications reflects all the properties necessary to identify a
cryptosystem in practice. We propose a multiple-category classification scheme that includes the criteria
mentioned above along with several new criteria:

By secrecy of the algorithm

By the number of keys

By breakability

By the means of implementation
By certification

By key medium

Classification of Code-Breakers

Types of attackers that you are defending against define the sensible type of security. Predicting most likely
attackers and understanding them gives a clue to how they might attack the assets protected by the
cryptosystem [14]. There is obviously an m : n relationship between the types of attackers and the types of
attacks, i.e. a single attacker can undertake many different attacks, and a single type of attack can usually be
launched by a number of different attackers. Being excellent for high-level analysis, Schneier’s classification
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[14] using motivation as a key parameter to identifying an adversary provides no clear mapping between the
type of attacker and the attacks they can use. We designed a new scheme to give a more precise definition
to the types of adversaries in terms of different model parameters:

By equipment

By final objective

By access

By expertise

By initial knowledge on the cryptosystem

By manpower

Classification of Attacks

The fundamental classification of attacks by access to plaintext and ciphertext introduced by Kerckhoffs [9] is
no longer complete since it does not include a new powerful cryptanalysis technique called Side-Channel
attacks [16]. We categorize the attacks as follows (the rationale of criteria choice is described in a survey of
modern techniques of cryptanalysis [2]):

By access to plaintext and ciphertext

By control over the enciphering/deciphering process
By the outcome

By critical amount of resources

By applicability to various ciphers

By tools and techniques

By consequences

By parallelizing feasibility

By level of automation

Software Tools for Cryptanalysis

The statistics on breaking cryptosystems are not always available and quickly become out-of-date with the
advent of new attack techniques and computation power growth. Therefore, computer security specialists
need a set of tools to support evaluation of cryptographic system capability to resist various types of attacks.
The software tools CRYPTO [3] are designed as a means for conducting cryptanalysis of public-key
cryptosystems. CRYPTO consist of two components: a dynamic-link library DESIGNER, and an application
ANALYST. ANALYST provides a friendly graphical user interface to access functions of DESIGNER.
DESIGNER is a high-performance, portable C++ library providing the necessary elements to design and
evaluate modern techniques for cryptanalysis of ciphers based on factorization and discrete logarithm
problems. The implementation makes use of NTL (a Library for doing Number Theory) written and
maintained by Viktor Shoup [11].The rationale for the core library is its functionality, performance, and
portability.

Economic perspective

We suggest that the discounted cash flow (or DCF) approach [10] should be used to provide economic
rationale for investments to cryptographic systems. In finance, DCF is a method of valuing a project,
company, or asset using the concepts of the time value of money. All future cash flows are estimated and
discounted to give their present values. The discount rate used is generally the appropriate cost of capital
and may incorporate judgments of the uncertainty (riskiness) of the future cash flows.

The cash flow R, related to a cryptographic system can be described using the following formula:
R, = - Cost, + Profit; {1- R,)- L0ss YR;,

where Cost; is the cost of a implementation, deployment and support of the cryptographic system;

Profit, is the value of information assets being protected,;

Loss, refers to the hazard in case of unauthorized access to the asset by an adversary;

R; is the probability of an adversary to break the cryptographic system;

t is the time (e.qg. in years) before the future cash flow occurs.

Results

The paper proposes a formalized methodology for analyzing the security of cryptosystems. Model-based
analysis is a part of the five-step process designed to focus on the specific aspects of cryptographic systems
security. The methodology is supported by software tools designed to evaluate the cryptographic system
capability to resist various types of attacks. We expect that the proposed approach will be of value to security
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professionals, application developers, software vendors or anyone else with an interest in information
security.

One direction of our future work is the development a built-in expert knowledge base to aid in-house
cryptographic systems expertise. This involves evaluating the dependency between the parameters of a
cryptosystem model and the applicable attacks on the one hand, and the parameters of an attacker model
and the types of attacks that they are likely to use, on the other hand.

Another direction of our work is the using of CRYPTO software tools to design new algorithms and improve
present methods for factorization and computing discrete logarithms. We are also working on extending the
library to include modern techniques to analyze the security hash-functions as well as asymmetric
cryptosystems.
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B paHHOM paboTe npeanaraetcA  KOMMNMEKCHbIM  MOAXOA K OueHke 3addeKTMBHOCTM  3auThl
MHOPMALMOHHBIX  PecypcoB  MpeanpuaTus, obecneyvBaeMon  KpunTorpaduyeckumn  CpeacTBamu.
PaspaboTaHHbIi nogxon MO3BONSAEeT MPOBECTU 3KOHOMUYECKOE OOOCHOBaHME pPacXOAOB OpraHusauun Ha
obecneyeHne wuHdopmMaumoHHon 6esonacHOCTM M caenaTb OOOCHOBaHHBIM BbIOGOP Mep W CPeacTs
KpunTorpadmyeckon 3awuTel. B ocHoBe noaxopa nexuT popmManv3oBaHHbIN NPOLLECC aHanusa HagexHoCTu
KpunTocMCTEMbl B OMpederieHHOM KOHTEeKCTe WCMOoMb30oBaHWs WM MaTematuyeckas Mogenb Yrpos
6e3onacHOCTM 3awmLaemMbiX MHPOPMAaLMOHHBIX PECYPCOB.

AKTyanbHOCTb paboThbl

PaspaboTka HOBbIX NOAXOAOB K aHanuay 3aliMLEeHHOCTU WMHMOPMALMOHHBLIX CUCTEM SBNAETCS BaXHOW
3agayen B obnactu umHdopmaumoHHow GesonacHocTu. Pocc AHOepcoH, Begywimin akcnepT B obnactu
MHpopMaLMoHHON ©e3onacHOCTM, B CBoen cTtatbe [1] nogyvepkMBaeT, 4TO MNpU  OLIEHKE YPOBHSA
3aLUMLLEHHOCTM CMeunanucT OOMKeH NPUHUMaTb BO BHMMAaHUE HE TONIbKO TEXHUYECKUE XapaKTEPUCTMKM,
nonyvyaemMble MyTeM KpunToaHanu3a U aHanusa WHOPMALMOHHBLIX MOTOKOB, HO WMCMOMb30BaTb Takke W
3KOHOMMYECKNE MHCTPYMEHTbI. OTO MO3BONUT Npu Bbibope He0OX0AMMOW CTEMEHN 3aLLMTbl yUUTbIBATb Takme
KpUTEpMU, Kak ypoBEHb CEKPETHOCTU MHOPMaLIMK, ee CTOMMOCTb, BPEMSI, B TEYEHNE KOTOPOro OHa AOSKHA
ocTaBaTbCA B TaliHe un T.4. (cMm. [5])
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KAIPZR{IKY 3

AHanus nybnukaumii B OTKPbITOM [JOCTyne mnokasarn, 4YTO MEeTOAMKM OueHKM 3ddeKTUBHOCTM CpeacTB
KpunTorpaguydeckon 3awmtbl nHpopmauumn (CK3U) [13] ¢ y4eToM nepeyncrneHHbIX Bbille KpUTepMeB 4O CUX
nop He paspabotaHbl. Tak, B ctatbe B.[N.MBaHoBa [10] achdhektuBHOCTL CK3W npeanaraeTcsa oueHuBaThb C
MCMNOMb30BaHNEM MaTeMaTU4ecKoro annapaTta TeopyMuM MaccoBOro obCcrnykvMBaHUs U Teopuu katacTpod Ha
OCHOBE  BEPOSITHOCTHO-BPEMEHHOW  rpynnbl  nokasatenei. Brulbop nokasateneit  addekTUBHOCTH
npeacTaBnsieT MHTEpPecC, O4HAKO MeToAuKa npvMeHMMa TOMbKO AN OLEHKUM KpUNTOCUCTEM, CTOMKOCTb
KOTOPbIX OCHOBbLIBAETCA Ha COXpaHEeHWW B CekpeTe anropuTMoB 3alimMdpoBaHUA U pacumdpoBaHusl, 4YTO
npoTneBopeyYnT pyHaameHTanbHomy ponyuieHuio Knpxrodda [3]. B pabote H.KykaHoson [11] onucaHbl
MEeToObl U UHCTPYMEHTbI aHanmM3a M KOHTPOMNs MHopMaumoHHbIX puckoB: CRAMM, RiskWatch n TPA®.
Byoyun nomnesHbiMM crneuuanucTy npu  NpoBeAeHunM ayauTa cuctem obecreveHuss GesonacHocTu
NpeanpuaTUs, MepedncrieHHble MNOAXOAbl, Kak nokaszaHo B [8], He yuutbiBaoT cneundmkn CK3WU.
ABTOMaTM3MpPOBaHHbIE CPEACTBA aHanusa KpUMTOMPOTOKONOB [2] oOrpaHM4MBaloTCa  MUCCnefoBaHUEM
BbICOKOYPOBHEBOM CXeMbl NPOTOKOMNa W abcTparvpyoTcst OT AeTanen peanu3auumm, ucxogs M3 AOCTaToOvHO
rpyboro gonyLieHus, 4To MUCMOoNb3yeMble MeTOAbl WNGPOBaHMSA naeanbHbl U 6€3 3HaHUSA Knva HU OAMH
310YMBILLUMIEHHMK HE CMOXET UX B3noMaTb.

MocTtaHoBKa 3agauu

Llenbto gaHHow paboTbl sABnsieTcA pa3paboTka KOMMIEKCHOro noaxoda k aHanusy adgdpektusHoctu CK3U ¢
y4eToM TOro, KakMMm yrposam 3awmuiaemas wuHdopmaums Oygetr nogsBepraTbCA  CO  CTOPOHbI
3MOyMbILLINEHHUKOB. [1nga pelleHnsa noctaBneHHoW 3agadn Heob6xoanmo:

pa3pa60TaTb MaTeMaTu4eckyro Mmoaernb yrpos 6e3onacHocTU MHOPMaLIMOHHbIX pecypcoB, 3aluLLEeHHbIX C
MCMNOMb30BaHNEM KpUNTOrpadon4ecknx CpeacTs;

obecneunTb KpuntoaHanmntuka Ha60p0M WHCTPYMEHTAalbHbIX CpencTB, MNO3BONAKOWWNX OUEHUTb CTOMKOCTb
KpVII'ITOI'paCbVILIeCKMX cpeacTB MO OTHOLUEHUIO K I/IJJ,eHTVI(bVILI,VIpOBaHHbIM yrposam;

BblOpaTh PMHAHCOBO-3KOHOMUYECKME NOKa3aTenm Ans SKOHOMUYECKON oueHKkn nHeectuumii B CK3U.

MocTaBneHHble Lenu cornacylTcs C 3ajadamu, BowedwvMM B NepeyvYeHb OCHOBHbIX HanpasneHun u
NPUOPUTETHBIX NPOGNEeM HayYHbIX UCCNeAoBaHWUA B obractn nHdopmaLlmoHHon 6e3onacHocTn Poccuickoi
depnepauum, koTopbin 66IN pa3paboTaH cekumen nNo nHpopmaLlmoHHol 6esonacHocTn HayyHoro coBeTta npwm
Cosete BesonacHoctn Poccuinckon ®egepaummn npu akTMBHOM y4acTUM BedyLMX Y4eHbIX U creumannctos
Hay4HbIX ydpexgeHuh u opraHu3aumn PAH, By3oB, (hegepanbHbix OpraHoB WCMONMHWUTENBbHON BRacTw,
paboTalLmx B pasnmyHbix obnactsax, cBA3aHHbIX ¢ obecneveHnem HaumoHanbHon 6esonacHoctu (cm. [14],
nn. 46, 47 v 56).

MaTtemaTuuyeckasa Mogenb yrpo3 6e3onacHOCTU MHhOPMAaLMOHHbLIX PECYpPCOB

OueHKy kpuntorpacmyeckom cucTeMbl Mbl MpeanaraeMm npoBOAMTb C WCMOMb30BaHWEM MoAenu yrpo3s
6e30nacHOCTV MHPOPMALIMOHHBIX PECYPCOB U3 Tpex anemMeHToB — ABC-mogenu (“A” ot aHrn. Attack — aTaka,
“B” oT aHrn. code-Breaker — B3nomwmk wndpa, “C” ot aHrn. Cryptosystem — kpuntocuctema). O4eBugHo,
4YTO MEeXOy 3TMMM 3fIEMEHTaMU, KaXAbli M3 KOTOPbIX OKasbiBaeT BNUSHME Ha OO6LWYy KapTUHY Yyrpos,
cywiecTtByeT cBa3b. Hanpumep, ecnu nccnegyembii anropytm LWMAPOBaHNS peanv3oBaH B annapaTtHOM
obecneyvyeHun, 3TO NOBbILLAET BEPOATHOCTb NMPUMEHEHUSA ANsi B3IOMa KPUNTOCUCTEMbI aTtak Mo noboYHbIM
kaHanam [9], a HanuuMe y npeanonaraemMoro B3fnOMLUMKa AOCTyna K pacnpeaeneHHbIM BblYUCIUTENbHbIM
pecypcam MoBbILLIAeT BEPOATHOCTb NMPUMEHEHMS MeToaa «rpybon cunbl» 1, BooOLWe roBops, nobon ataku,
nerko nogaarLlencsa pacnapannenveaHuio.

[ns BblgeneHus BaXHEWLIMX MNapamMeTpoB 3N1EMEHTOB ABC-mogenn Hamu Obinn pa3pa60TaHbl HOBblE
MHOroKpuTepmnanbHble Knaccudukaumm KpunTocUCTEM, aTak W 3/10YMbILLNTEHHNKOB [8]. B cooTtBeTcTBMM C
Kputepuamm pa3p860TaHHbIX Knaccudukaumi napameTpuyeckas Mogenb ataku 3afaeTcs B BUAE BeKTopa

u /= fg 3
aOA, roe AH AT AT T A ( ) - MHOXeCTBO 3Ha4yeHuh /- ro mapameTpa Monenm arTaku,

I
6
onpegensoLwero TMN atakv; MoAerb 3NoyMblLUNEHHUKA - bOB , rae BH& B .0 BG ( =1 ) -

MHOXECTBO 3Ha4YeHui /- ro napameTpa mMoaenn 3noymMbilluneHHUKa; mogesib KpUnToCUCTeEMbI - COC , rae

k 6
CHar Gr .p CG, Ck ( ) - MHOXECTBO 3HaueHuin K - ro napameTpa MOAENN KPUNTOCUCTEMbI.

C Kaxgon aTakon CBsi3blBA€TCHA 3Ha4eHWe PUCKa, Bbl4UCNAeMoOe Mno obuwenssecTHoOm d:)opmyne Ha OCHOBe
OByX (*)aKTOpOB — BEPOATHOCTU NpOoUCLLECTBUA N TAXECTU BO3MOXHbIX nocnegcteun: Puck = BnuaHue -

l:Cr A® [0;1]
BeposiTHocTb. MycTb [0:1 - yHKUMS BNUsIHUSE (OT aHrn. |mpact— BIUSIHKE, BOS/J,eI/ICTBI/Ie noa

BMUSIHUEM Mbl ByaemM MoHUMaTb CTeneHb yuiep6a OT NMPUMEHEHMS aTaku aO0A K Kpuntocucteme ¢ OCy,
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[ ] - BEpPOATHOCTb TOro, 4TO 3/IOYMbIWNEHHUK bOB npegnpuMmeT artaky a OA, T.e.
obnagaeTt pecypcamu ONS ee OCYLECTBMEHWUsI U COMTET 3Ty artaky uenecoobpasHon. O6o3HauMm Yepes
B:Ar Br C® [0;1] LOA
q)yHKLI,VII'O 3a4anLyo ypoBeHb pVICKa CBSI3@aHHOIO C arakomn B ycCnoBudx,

KOorga oHa MOXeT ObITb NPMMeHeHa 3M0yMbILLNEHHUKOM bOB AN B3IOMa KpUMNTOCUCTEMBI coC . Torpa
hYHKUMS prcKa B BblpaXkaeTcs crieayowmumM o6pasom:

u Y W U U u,
B(aho) = I(ca '“Rba)
YpOBeHb B3aMMHOIo BITMAHUA NapamMeTpoB 31E€MEHTOB ABC-MOJJ,eJ'IVI (KpVII'ITOCVICTeMbI n atakm - AOnga

BbluMCTIEeHUs pyHKuMM | | 3roymbllunerHrka n ataku - ans BblumcreHnst dyHkumn R) onpepensiecs Ha
OCHOBE 3KCNEPTHbIX OLieHOK. DOPMybl AN BuIMMCTIEHNs 3HaueHuit pyHkumin | 1 Rnpusenens B [8].

1 1
byoem cuutaTtbh, 4TO KpunTocucTema cocC noaBepXXeHa atake aOA B YCnoBUAX, KOrga en yrpoxaet

1 1]
B(aho > . .
3ﬂ0yMbILIJJ'leHHI/IKbO B, ecium ( ’bu) q, T.€. CBA3aAHHbIN C HEN YpOBEHb PUCKa NnpesblllaeT 3adaHHOoe

qOI0 1] _
noporoeoe 3Ha4veHue q, rpe . ,D,OFIyCTI/IMbII/I YpOBEHb pUCKa q saBnsetcs HacTpanBaemMbIM

napameTpoM ABC-MoZenu yrpo3 KpuntocucTeMbl. 3HadeHue ¢ 3afjaeTcd C y4eToM  KPUTUYHOCTM
3almMLaemMblx OaHHbIX M obbema pecypcoB, AOCTYMHbLIX Creuuanucty, KOTOpbI OcyLlecTBnseT ayauTt
CUCTEMB.

B obwiem cnyyae kpuntocuctema MOXeT BKINOYaTb HECKOMbKO MOACUCTEM (Hanpumep, reHepaTop Kroven n
CMMMETPUYHBIN WNdPAaTOP), K KaXO0M M3 KOTOPbIX MPUMEHUM CBOW HAabop aTak, U Ha KPUNTOCUCTEMY MOXET
HanagaTb HECKONbKO 3MOYMbILUSIEHHUKOB. TOrAa MHOXECTBO aTak, KOTOPbIM MOABEPXEeHa KpuntocucTema,

I o ~
cocTosiwas u3 MoAcUcTeM cocy (CyH c ), B ycnoBusix, Korga ewn yrpomaroT 3J'onMbIUJJ'IeHHVIKVI
I L. U /(lz t:‘)
brO By( ByH B ), Oynem onpegensTb no dopmyne bOBV tocy , roe
/(69 = {20A: B@LY > g}

npu 3a4aHHOM YpOBHE picKa.
OueHKa CTOMKOCTM KpunTorpadhmyecKkux cpeacTs K MAEHTUMULMPOBaHHbLIM yrpo3am

Mocne ToOro, kak BbiAeneH Habop aTak, NpeacTaBNaALWUX HanbonblLyo Yrpo3y AN 3alyliaembiX AaHHbIX,
HeoBGX0AMMO OLEHUTb CMOCOBHOCTL KPUMTOCUCTEMBI MPOTUBOCTOSATL 3TUM aTakam. Bason ans nonyveHus
TakMX OLEHOK MOXET CNyXWTb CTaTUCTVKa B3fOMa M YCMelHbIX atak Ha kpuntocucTembl. OgHako Takas
nHopmauus, BO-NepBbIX, He Bcerga OOCTYMNHa, a, BO-BTOPbIX, CO BPEMEHEM TepsieT akTyanbHOCTb, T.K.
noBbILLEHNe NPON3BOAUTENBHOCTU BbIMUCIUTENBHON TEXHUKU U MOSBMEHME HOBbLIX BUAOB aTak Ha Wndpbl
BedeT K NMOHMKEHUIO CTOMKOCTU M3BECTHBIX KpUNTOrpaduieckmx anroputmos.

[ns oueHKN CTOMKOCTU KPUNTOCUCTEM C OTKPbITBIM KITFOYOM Hamu Gbin peannsoBaH NporpamMMHbIA KOMMEKC
«MHCcTpyMeHTanbHble cpeacTBa KpuntoaHannsa acUMMETPUYHBIX LWMPOoB». PeanvM3oBaHHbIN NpOrpaMMHbIv
Komnnekc coctout wu3 6Gubnuotekn KOHCTPYKTOP, Bknovawowen Heobxoaumbie MPUMUTUBBLI ANS
KOHCTPYMPOBAHUSA COBPEMEHHbIX METOAOB KpUnTOaHanM3a acuMMETPUYHBIX LINPOB, M MPUNOXKEHMUS
AHANUTUK, nmetowlero rpacduyeckmn nHtepdenc nons3oBaTensa Ans 4OcTyna K yHKUMAM dakTopusaumnm
1 guckpeTHoro norapudmmposaHusa 6ubnuotek KOHCTPYKTOP. [ins BbINONHEHWs onepaumin ¢ AnMHHLIMA
yncnamu  mcnonb3oBaHa Oubnuoteka NTL [4]. Beibop 6asoBont 6ubnuotekn, oOYCrNOBMNEHHbIN €&
PYHKLUMOHANBbHOCTBLH, CKOPOCTbIO, KOMMAKTHOCTBIO U MEPEHOCUMOCTBIO, MO3BONMUM NONYyYnTb 3PdEKTUBHBIE
peanusauum nepedncneHHbIX TeoPeTUKO-4YNCNOBbIX anropuTMOB.

Pacuer 3(*)(*)EKTVIBHOCTVI KanuTanbHbIX BJIOXXEHUW B UCMONb30BaHNe Kpl/lnTOFpaCbVNECKMX cpencTe

B HacToslee BpeMs HET eanHbIX CTaHA4apToB, No3BonsAWwmux oueHnTs CK3W ¢ akoHoMuyeckunx nosvumin. B
Tabnvue npeacTaBneHbl pesynbTaTbl CPaBHUTENbLHOrO aHanu3a MeTOAOB OLUEHKM 3pdeKTUBHOCTH
MHBecTMUMN B cpeactBa obecneyeHus WMB. Ha ocHoBaHuu pesynbtatoB 6bin caenaH BbiBOA, YTO
ONTUManbHbBIM SBNSETCH MeTod AWCKOHTUPOBaHWS [OEHEeXHbIX MNOTOKOB [12], MO3BONAOWMI NONy4UTb
Hanbornee nNonHoe npeAcTaBreHne O LienecoobpasHOCTM KanuTanbHbIX BIIOXXEHUW, XOTA 1 TpebyroLwmnii MHOro
BPEMEHM U YCUMNUIN Ha pacyeT SKOHOMUYECKUX NoKa3aTenen.

Onpenenum AeHexHbIe NOTOKW, CBA3aHHbIe ¢ ucnonbsosaHmem CK3W, sa nepvon f (rme £ =0,1,2.... T -
nepvodbl, T — ropusoHT pacyeta). 3aTpaTbl Cosly ya npuobpeTeHne, ycTaHoBKY M akcnnyaTtauuio CK3U
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MOryT GbiTb onpeaeneHbl odeHb TodHo. C 3aluaemMoit MHdopMaLmelt CBsA3aHbl 3HauYeHUa goxoaa Profit;

OT ee UCMomnb3oBaHus U yuiep6a Loss or HCI B TeueHne ykasaHHOro npomexyTka spemenn ! . MycTb
pesynbTaTbl OLEHKU CNOCOBHOCTU KPUNTOCUCTEMbI NPOTMBOCTOSATL aTakaMm nokasanu, yto B f-m nepuope

R

3MOYMbIWMEHHNK  MOMAyYuT OOCTYyn K  3aluuiaemMon UWHopMaumMm C  BEPOSTHOCTbIO Torpa

R

MaTteMaTuyeckoe oXxunagaHme goxona , CBSI3aHHOI0O C Ucnosb3oBaHnemM oueHBaemon CK3W, BblumcnsaeTcs

no copmyne:
R, = - Cost, + Profit; {1- R,)- L0ss YR,

Ha ocHoBaHMM 39TMX [aHHbIX O MPUTOKaxX W OTTOKAaxX AEHEXHbIX CPeACTB BbIMUCNATCA (PMHAHCOBO-
9KOHOMUYECKNE NnoKasaTesnn Gdi)d)eKTMBHOCTI/I WHBECTULMIN B Kpuntocnuctemy un aenarTcA BbiBOAbl O ee
COOTBEeTCTBUM I'IOTpeGHOCTﬂM opraHusauun.

Ta6bnuua 1. CpaBHUTENbHbIV aHaNM3 MeToA0B OLueHKN 3(PPeKTUBHOCTU MHBECTULIMA B
cpencTtBa obecneyeHusa b

e OTcyTCTBME [OCTOBEPHbIX
[NokasaTtenb, NOHATHbIN MeTO[OB pacyeTa B
hrHaHcKcTam obnactn UT

e «CrtaTnyHbIN» NokasaTenb

KoadhpmumeHT Bo3BpaTa MHBECTULIMI

e [lo3BonseT oueHUTb
LenecoobpasHocTk o He yunThiBaeT KayecTBo
peanusaLmm npoekTa Ha

cuctembl 6e3onacHocTh
OCHOBa@HMN OUEHKN TOJTbKO .
COBOKyI’IHaFl CTOMMOCTb BlnageHunsa e «CTaTn4yHbINY NokasaTenb

3aTpaT
o [peanonaraeT oLeHKy 3aTpaT e [okasatens,
cneumduyHbin ana UT

Ha pas3finyHbIX 3Tanax Bcero
XXM3HEHHOIo LUKMKrna CUCTeMbI

e [NokasaTternb, MOHATHbLIV

mHaHcKcTam
e  YyuTbiBaET 3aBUCMMOCTb
[INCKOHTMPOBaHHbIE MOKa3aTenu MoToKa AEHEXHbIX CPEACTB OT e CIOXHOGTH bacueTa
3P PEKTMBHOCTU MHBECTULNIA BPEMEHM P

e  YyuTbIBaET BCE MOTOKU
OEHEXHbIX CPEACTB, CBSA3aHHbIE
C peanusauuen npoekra

OcHoOBHbIe pe3ynbTaTbl nccnegoBaHUA
BbINONHEH aHanun3 CyLecTBYOLWMX METOA0B N CPeACTB OLEHKN KPUMNTOCUCTEM, BbISIBNIEHbI UX HEQOCTaTKW;

PaspaboTaHa matemaTnyeckass MOAersnb yrpo3 6e30nacHOCTU MHPOPMALMOHHBIX PECYPCOB, 3aLUMLLEHHBIX C
mncnonb3oBaHnem CK3U;

Pa3spabotaH nporpaMmHbIi KOMMAMeKe «MHCTpymeHTanbHble CpeacTBa KpunToaHanusa acMMMETPUYHBIX
WndpoB», NOmnyveHbl aBTopckue cBugeTensctBa PegepanbHO  CnyxObl MO MHTENNEKTyanbHOW
CoBCTBEHHOCTU, NaTeHTaM U ToBapHbIM 3Hakam (PocnateHta) [7] n OTtpacneBoro cdoHaa anroputMoB U
nporpamm [6];

Ha ocHoBe aHanusa cyLlecTBYHOLWMX MeTogoB 0BOCHOBaHMSI MHBECTULMI B cpenctBa obecneyeHus UMb
BbldeneH Habop UHAHCOBO-3KOHOMMYECKMX MoOKasaTenem pnnsa oueHkn adpcpektmBHoctn CK3UM ¢
9KOHOMMWYECKMX MO3NUMIA U NpeasiokeHa MeToavKa AVWCKOHTMPOBAHWS [OEHEXHbIX MOTOKOB MpU OLEHKe
acpdekTmBHOCTM MHBeCTMUMIA B CK3W.

Ucnonb3oBaHHas nutepaTypa

1. Anderson R. Why information security is hard - an economic perspective // Proceedings of the 17th
Annual Computer Security Applications Conference (ACSAC '01), 10-14 Dec 2001, New Orleans,
Louisiana, USA, 2001.

IT security conference for the new aeneration

89



I(ASI’ERSKYﬁ KA(Mzp(Koro

2. Cheminod M., Cibrario Bertolotti I., Durante L., Sisto R., Valenzano A. Tools for cryptographic
protocols analysis: A technical and experimental comparison // Computer Standards & Interfaces,
2008.

Kerckhoffs A. La cryptographie militaire // Journal des sciences militaires, vol. IX. P. 5-38, Jan. 1883.
NTL // Available at: http://www.shoup.net/ntl/ 06.02.2008
Schneier B. Modeling security threats // Dr. Dobb’s Journal, December, 1999.

o 0 &~ w

AspowmnH C.M., CasenbeBa A.A. VIHCTpyMeHTanbHble cpeacTBa KpunToaHanuM3a acUMMETPUYHBLIX
wudppos. - M.: BHTULL, 2008. - Ne50200800603.

7. AepgowuH C.M., CaBenbeBa A.A. VIHCTpyMeHTanbHble CpeacTBa KpUNToaHanmsa aCUMMETPUYHbIX
Wwngpos. CBUAETENBCTBO O FOCYAAPCTBEHHOM peructpaumn B PeecTpe nporpamm ans 3BM Ne
2005612258 ot 22.05.08.

8. AspgowuH C.M., CaenbeBa A.A. OueHka 3(PpEKTMBHOCTM KpUMNTOrpadUUECKon 3aLUnThbI
MHAOPMAaLMOHHBIX PECYPCOB B KOPMOPaTUBHBLIX cuctemax // Tpyabl MexayHapoaHON KoHdepeHLun
Software Engineering Conference (Russia) SEC(R) 2008, Mockga. - C. 298 — 316. Ony6nukosaHo:
http://www.secr.ru/ 25.12.2008

9. Xykoe A.E. KpuntoaHanus no nobGouHblM kaHanam (Side Channel Attacks). // Matepuansi
KoHdepeHuun PycKpunto — 2006.

10. MBaHoB B.l1. MaTtemaTnyeckas oLeHKa 3aliMLLEHHOCTU WHopMaUun OT HecaHKLMOHUPOBAHHOIO
poctyna // "CneuunanbHag TexHuka", N 1, 2004. - C. 58-64.

11. KykaHoBa H. MeToabl u cpeactea aHanm3a puckoB 1 ynpasneHune umu B UIC // Byte/Poccusa,Ne12,
2005. C.69-73.

12. Crapwuk [1.3. PacueTbl 3dh(peKTMBHOCTM NHBECTULMOHHBIX NPOeKkToB. M.: duHcTaTnHdOopM, 2001.
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MeToa 3aWiuTbl 3aKPbITOro Knr4a npu Kpuntorpadmnyeckomn
ayTeHTUdQMKaUumM B cucTeMax ANCTaHLMOHHOIro oby4yeHus
CepreeBa E.H.

MOCKOBCKUI MHCTUTYT PaANOTEXHUKU, SINEKTPOHUKN N aBTOMATUKU (TEXHUYECKUM
yHUBepcuTeT)
r. MockBa, Poccus

camena@inbox.ru

Method of protecting a closed key with cryptographic
authentication in systems of remote training
Sergeeva E.N.

Moscow state institute of electronics and mathematics (technical university)
Moscow, Russia

camena@inbox.ru

Increasing attention is given to a new direction in education — remote training. Remote education on the one
hand opens new opportunities, as it allows to realize the process of training based on the use of modern
information and telecommunication technologies for realisation of training at a distance, without direct,
personal contact between the teacher and a student, on the other hand, it sets new problems. One of the
basic problems is provision of protection in the system of monitoring and transfer of knowledge.

Important role in operation of the system of remote training is given to the software responsible for solving the
task of identification and authentication of administrators and users possessed of expanded rights. In case of
remote access, the methods resistant to passive and active methods of attack should be applied. One of such
methods consists in application of bilateral cryptographic authentication, with the use of closed key K and
random number x. Mechanism of open keys can be applied, for example, for additional protection in
asymmetric encoding algorithms.

This work is devoted to actual problem associated with capabilities of restoration of closed key of asymmetric
encoding algorithm, based on the information, intercepted in various channels of information leakage,
because in that case, free unauthorized access would be possible, to the transmitted information. At that,
there is a problem, consisting in that during reading/recording of closed key, weak electromagnetic signals
would be generated, bearing the information about the key. Extraction of signals from noise by means of the
method of accumulation, results in that after a certain number of addressing to the key, the resistance would
be sharply reduced. Thus, a necessity arises, of the development of virtual algorithms for protection of closed
key. One of such algorithms is the use of method of imposing, on the closed key, of randomized masks, as
well as binary sequences, produced by random-number generator available with the subscriber who owns the
key.

Bce Gonbluee BHUMaHWE yaensieTcs HOBOMY HamnpasreHuio B 06pasoBaHMU — OUCTAHUMOHHOMY 0By4eHuto.
OunctaHumMoHHoe obpasoBaHMe C OOHOW CTOPOHbI OTKPbIBAET HOBblE BO3MOXHOCTW, TaK Kak MO3BONseT
peanu3oBaTtb npouecc 0Oy4YeHUsl, OCHOBaHHBIA Ha WCMNOMb30BaHUN COBPEMEHHbBIX WHOPMALUMOHHBLIX U
TENEKOMMYHMKALIMOHHBIX ~ TEXHOMOIMW  ONs  OCyWecTBreHuss  obyyeHuss Ha  paccTtosHum — 6e3
HEMNOCPEeACTBEHHOrO, NIMYHOrO KOHTaKTa Mexay npenogaBaTenieM M yyalumcsi, C OPYro CTOPOHbl CTaBuT
HoBble 3afaun. OOHOM M3 OCHOBHbLIX TakUX 3afdad SABMSIETCA NOCTPOEHUE 3aLUMTbl B CUCTEME KOHTPONS U
nepeaayn aHaHu.

BaxHyio ponb B paboTe cuctembl AUCTAHUMOHHOrO 0O0yyeHusi urpaeT nporpamMmHoe obecnedeHue,
oTBevawLllee 3a 3ajady wuaeHTUdUKauUMM U ayTeHTUdUKauMM aaMUHUCTPaToOpOB U Nonb3oBaTenen,
obnagawlmx paclwupeHHbiMi npaBamu. [py  yaaneHHOM [ocTyne [[OMKHbl MPUMEHSITBCS  MeToAbl
YCTOMYMBbIE K MNACCUBHbIM W aKTUBHbIM crocobam HanageHuuss. OgHUM U3 Taknx MeToAOB SBMSiETCHA
NpYMeHeHNe OBYXCTOPOHHEN KpunTorpaduyeckon ayTeHTudmKaLmMm ¢ UCMONb30BaHWEM 3aKpbITOro krtova K
M cnydyamHoro uucra Xx. [na [ononHUTENnbHOW 3awuTbl, K NPUMEPY, MOXET MNPUMEHATLCA MEXaHW3M
OTKPbITbIX KIOYEN B aCCUMMETPUYHBIX anropntMax WndpoBaHus.
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[JaHHasa paboTa nocesweHa akTyanbHoOW 3agade, CBA3aHHOW C BO3MOXHOCTAMY BOCCTAHOBIEHMS 3aKPbITOro
KInoYa accMMETPUYHOro anropMtmMa LWndpoBaHnsa No MHopMaumm, NnepexBavyeHHon B pasnunyHbIX KaHanax
yTeYKM MHAOPMALMK, MOCKONbKY B 3TOM Cllyyae BO3MOXEH CBOOOAHBIV HECAHKLUMOHWPOBAHHLIA OOCTYM K
nepenasaemMon uHdpopmaumun. [pu 3TOoM BO3HMKaeT npobrnema, 3akn4varowasicas B TOM, 4YTO npwu
YTEHWUW/3anNUCK 3aKpbITOrO Kro4a BO3HMKAKT crnabble 3reKTpOMarHUTHbIE CUrHarbl, HeCyLmMe MHopmaLmio
O knoye. BblgeneHne curHanoB 13 Wyma METOAOM HAKOMMEHWs nNpMBOAMT K TOMY, 4YTO mnocne
onpefeneHHoro 4yucna obpalleHnii K KNioYvy CTOWKOCTb PE3KO CHWKaeTcs. Takum o6pas3om, BO3HMKaeT
HeobxoaAMMOCTb B paspaboTke BMPTyarbHbIX anrOpuTMOB 3alUMThl 3akpbiToro knoya. OAHUM U3 Takux
anropMTMOB SBNSIETCS UCMONb30BaHNE METOAA HaNOXEHUS Ha 3aKPbITbIV KIOY CIyYaHbIX Macok, ABOUYHbIX
nocrnegoBaTenbHOCTEN, BbipaboTaHHbIX reHepaTopoM CryvanHbix Yncen y aboHeHTa, Bnagetowwero Kro4oMm.
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Pa3paboTka cpeaAcTB 3aWUThbl NPOrpaMMHOro npoaykra «Y4yer
NPOXMBaKLWUX B CENIbCKON MECTHOCTU» ANA
TepputopuanbHoro opraHa ®egepanbHON CNYXObI
rocyaapcTtBeHHOM ctaTUCTUKKU no Pecnybnuke bawkopTocTaH
«balwkopTocTaHcTaT»
dartxmHypoB Anpat PuHaTtoBuy

BawKnpckuim rocyaapcTBeHHbIM arpapHbIi YHUBEpCUTET
r. Yoa, Poccus

tanayr@mail.ru

Development of the protection software "The Accountant
living in the countryside" for the Federal Service for State
Statistics of the Republic of Bashkortostan
(Bashkortostanstat)

Fathinurov A.R.

The Bashkir State Agrarian University
Ufa, Russia

tanayr@mail.ru

The given software product is developed for automation and ordering of the account living in a
countryside of Republic Bashkortostan. For protection of a database are established the password by
means of enciphering and a binding of a key of enciphering to serial number of a hard disk of a
computer.

Kak n3BecTHO, BO MHOMMX cTpaHax Mupa cbop CTaTUCTUYeCKOW MHdopMauuu cTan HeoTbemsiemMoWn
YepTON LMBUMM3OBAHHOM XM3HWU. CTaTuCTMYeckass pabota COCTOMUT B TOM, YTOGblI cobpaTb YMCroBbIE
OaHHble O MaccoBblX siIBMeHusX, obpaboTaTb WX, NpeactaBuTe B copme, yaobHoW Ans aHanuaa,
npoaHannavMpoBaTb U MHTEPNPETUPOBATL NONyYeHHbIE pe3ynbTaThbl.

B cTatuctnyeckux gaHHbIX 0TOGpaxarTCsi CBEAEHMS O Pa3BUTMU OTAENbHLIX CTOPOH XM3HK 0bLLecTBa.
MpakTuyeckoe NpMMeHeHUe NoNy4YeHHON MHOpPMaLuKN - 3TO co3daHne UHdopMaLMoHHOW Gasbl Ans
NPUHATUS YNPaBNEHYECKNX PELLEHNIA.

B HacTosdlwee BpemMa nepen cTaTuCcTU4ecKomn HayKOVI BCTAKOT akKkTyalibHble I'IpO6J'IeMbI JanbHenwero
coBepLIeHCTBOBAHNA CUCTEMBbI nokasarenewm, npunemMoB M MeTonoB c6opa, O6pa6OTKVI, XpaHeHuna un
aHanunaa cTaTUCTU4EeCcKom VIHCbOpMaLI,VIVI; pa3BuTUnA n noBbIlLIEHNA 3CbeeKTVIBHOCTVI
aBTOMATU3NPOBAHHbIX CUCTEM YynpaBlieHUd, Cco3daHuAa aBTOMaTU3NPOBAHHbLIX GaHkoB OaHHbIX,
pacnpenennTenbHbIX 0aHKOB OaHHbIX U T.4.

C aTOW uenbio CyLWEecTBYIOT cneumann3mpoBaHHble opraHbl rocy4apCTBEHHON cTaTuCTukn. OgHuM m3
TakMx LEHTPOB sABnseTca TepputopuanbHeln opraH  ®depepanbHon  CryxObl  rocyaapCTBEHHOW
cTatuctukmn no Pecnybnmke bawkopTtocTaH - «balwkoptoctaHcTaTy.

[0ns uenen asTomaTtu3auumn 1 cuctemaTmsaumm ydeta nHopmauum co BCcex paroHOB Ha NpeanpusTum
cylwiectByeT OTAeNn MHPOPMaUMOHHO—M3OaTenbCKkMX ycnyr. [JaHHbld oTAen BedeT OeATeNbHOCTb Mo
pa3pa60TKe nporpaMMHoOro obecneyeHns, NO3BONAOLLENO AOCTUYb 3TN LENN.

OTtpen  WHMOPMaLMOHHO — UM3JaTenbCKUX  YCryr SIBRSIeTCs  CTPYKTYPHbIM — noapasaeneHnem
TepputopuaneHoro opraHa depepanbHol cnyxbbl rocygapcTBeHHOW cTaTtucTukm no Pecnybnuvke
BawkopTocTaH, ocyuwectensowmum paboty no paspaboTke nporpammMHOro obecneyeHnss U okasaHus
WH(POPMaLMOHHO-CTaTuCTUYeCckux — ycnyr. OTgen  OcyllecTBNseT CBOK  AeATeNnbHOCTb  Nog
HenocpeaCcTBEHHbLIM PYKOBOACTBOM 3aMeCcTUTENS pykoBoauTens balukoptoctaHcTara.
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OCHOBHbIMY 3agavamu oTAena aBnsTCA:

. 3aKro4vyeHne Oorosopos Ha paspa60TKy nporpaMmmMHOro obecneyeHust n peanns3auyunto
MHOPMaLMOHHO-CTaTUCTUYECKNX MaTepuraros;

. nposefeHve paGoT MO pacnpoCTpaHEeHWd U  COMPOBOXAEHWIO pa3paboTaHHbIX
nporpamm;

. ocyuliecTBlieHne B3aMMOLENCTBUA C OTAenamu BaLLIKopTOCTaHCTaTa B noAroToBke
VIHd)OpMaLI,VIOHHO-CTaTVICTVI‘-IeCKI/IX MaTepuanoB CTOPOHHUM 3aKa3vuKam;,

° opraHmsaumna CUCTEMHOINo W3yYeHuA mMatepumanoB no BOMpocaM MeToaosiornn
NPOEKTUPOBaAHUA N NporpamMMmmMpoBaHnA 3aanav,

. ucrnonb3oBaHMe CpPeACTB  aBToMatM3auunM  NPOrpaMMmypoBaHUs U U3ydYeHue
JOCTUXKEHUIA B 06nacTi NporpaMMmMpoBaHns 1 ap.

Wcxops w3  atoro, MOXHO OTMeTUTb cnegytowee. Otgen obecneunBaeT npedocTaBreHve
CTaTUCTUYECKON MHOPMaLMM CTOPOHHUM 3akasyukaM W OCYLIeCTBRSeT B3auMOAEWNCTBUS Mexay
oTAenamu BalukopTocTaHcTaTa B MOArOTOBKE 3TOM MHGOpMaummn. A Takke 3aH1mMaeTcs pa3paboTkoi u
peanu3auuen nporpaMMHOro obecneyeHust ONsi pelleHnst 3KOHOMUYECKUX M CTaTUCTUYECKUX 3adad
(pVCyHOK 1, pUCyHOK 2).

Pyxosadomen Tpefioaarus
OpEanuIaYUL FAKATUKA

Mpozpammnoe ofecneveHue
Hrdopmauyus AR perlenta ARONOMUNECK LY U

O FAKATHUKSD S cramucmuieckus sadau
> Aesmonraemuzayus »
pabomut omdeaa
Hudopmayus u sanpocse UHPOPMAYUOHHO - U3daMeat oKX Lmamucmuneckue
MAmMEPURARL
dpyzux omdencs Yeoaye i ~
Op.
Corpydnuxu
omdena

PucyHok 1 ®yHKunoHanbHasa Mofenb paboTbl oTAena MHPOPMaLNOHHO —
nmspartenbCKuxX ycnyr

FPyrnosodomso Trefosania
OPEQHLFALLIL FRIAT R
4
?’:gﬁﬁ};ﬂgguﬂzuﬁ D CYUECHIGACHUE
omngeﬂoa L sFquntodeticinettn MencOy Fifndop il us
B e omdeaani e s
B ODIO NG Lr ]
Op. 1 Hpeaocmﬂmenu.ﬂu
gl CHEQITILCII U SCKOTE LTt oret Flar g TR S 1)
unopArIGUUL SRITIEDRA S -~
CIMOP OHNLLM 3aKAT It
—— T z
Z » TIDOEDaAAAROe
7 5. . ofechevenue AR petuenieR
Frdoprariia o ;:g:ugg;;';iu B OHOAMLIIECH LT L
FAKASWUKR .| spozp OO CRMHTIACIRUNECH L SREaTy
odecreenu
Op. 3
(Corrpn Snniie
orrdena

PucyHok 2 [lekomno3uuus 6noka «ABTomatusaums pabotbl otaena MHPOpMaLMOHHO—
u3aaTenbCKUX ycnyr»
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B oTaene MHGOpMaLUOHHO—M3AATENBCKMX YCIYT UCMOMb3yeTcs nporpaMmma «MoXo3aiCTBEHHbIN y4eT».
Mpv paspaboTke U BHeapeHun npeablayliei Bepcur NporpaMmmbl BO3HUKIM criedyroLime npoGnemsi.

[laHHbIN NporpamMmmHbIA NPOoAyYKT pa3pabaTbiBarncs Ansi MacCOBOro BHEAPEHWS U npedHasHavarncs Ans
XpaHEHUs U aHanuMsa CTaTUCTUYECKMX OaHHbIX XO3AWCTBYHOLUMX CyGbekToB. Ho ofgHa M3 Kho4eBblx
uwaen [aHHOro npoekTa Oblna ckonvpoBaHa W peanu3oBaHa CTOPOHHMMM MPOW3BOAUTENSIMMU,
npenocTaBMBLUMMK NOAOGHLIA NPOAYKT no Gonee HU3KOW LeHe. Tak e MNoCTynunu kanobbl co
CTOPOHBbI KINUEHTOB, Takue Kak:

o yncno yctaHoBok 1O orpaHuyeHbl (MpU KpUTMYECKUX owwmbKax, Npu npepbiBaHWN
yCTaHOBKM, annapaTtHbix cboes 1 T.4.);

o BO3MOXHOCTb KonuposaHusa B[ n npocmoTp eé CTOPOHHUMMU CpeacTBaMn.

CerogHa cnoxunacb napagokcanbHas cuTyauusa, korga B 6GonbwmHCTBE oTedecTBeHHbIX [MK B
OCHOBHOM MCMONb3yeTCs HENULIEH3NOHHOE NporpamMmmHoe obecneveHme.

B cooTBeTcTBUM C MexAyHapoAHbIM NPaBOM Tpyd aBTopa Nporpammbl MPUPaBHEH K Tpyay APYrux
TBOPLIOB WHTENNEKTyanbHON COBCTBEHHOCTU, TakuX Kak nucaTenu, My3sblKaHTbl, XYOOXHWKM, |
noanexut sawmte. OAHaKo B OTNNYME OT KHUMM UMK KapTUHBLI MaccoBoe KOoMMpoBaHWe MporpamMmbl He
BbI3bIBAET KaKUX-NIMOO TEXHWYEeCKUX TPpyaHOCTEM M He TpebyeT cneunanbHOro AOMONHUTENbHOro
obopyaoBaHus, ecnn pasymMeeTcsl, He CYMTaTb KOMMbIOTEP. B 3TOM OTHOLUEHUM Nporpamma HamHOro
Ges3alnTHEE, YEeM, CKaXkeM, CKynbnTypa unu kHura. O6wmii yuiepb oT HerneranbHOro KonvpoBaHUs
nporpaMm Mo oLeHKam 3anafHblX cneuuanucTos coctasnaeT oT 10 Mnpa. 4ONNapoBs B rof.

BypHoe pasBuTrEe MHPOPMALIMOHHBIX TEXHONOMMIN U UCNOMNb30BaHNE NX B CaMblX pasnuyHbIX obnactax
YernoBeYeCcKoW AesTENbHOCTU NPMBENO K TOMY, YTO NOMUMO 3aAay nepegayn, XxpaHeHusa n obpaboTkm
nHOpMaLuM BO3HMKNa He MeHee, a B psae criydaes u bonee BaxHasa 3agada 3awmTbl MHopmaumm.
BbloensioT wecTb HanpaeneHu 4eaTenbHOCTH No 3awuTe nHopmMaumu:

1. 3awwuTta oT HeCaHKLUMOHUPOBAHHOIO noctyna B aBTOMaTU3NPOBAHHbLIX
WHOPMALMOHHBIX CUCTEMAX, MMeloLas Kak nporpaMMHyr0, TakKk W annapaTtHyk
peanunsauuto.

2. 3awmTa wuHdoOpmMauuum npu nepegave Mo KaHanam CBA3WM W B CpefacTBax WX
KOMMyTaumm (B ToM 4mcre B nokaneHbix (JIBC) n pacnpegenéHHbIX BblYMCAUTENBHBIX
ceTax) .

3. 3awmTa 1opuanyeckon 3Ha4MMOCTU TaK HasbiBaEMbIX «3NEKTPOHHBLIX» JOKYMEHTOB (B
CcMUCTeMe 3MNeKTPOHHOM noyThl (e-mail) n ap.).

4. 3awwuTa OT yTeukn uHdopmaumm B Buae NoBGOYHbIX NIEKTPOMArHUTHbIX U3MY4YeHUI 1
HaBogok (MOMUH).

5. 3awuTa OT MNporpamMMHbIX CPeACTB CKPbITOrO WHMOPMAaLMOHHOMO BO3OENCTBUS
(4acTHbIM cry4aemM KOTOpPbIX ABMSKOTCSH KOMMbIOTEPHbIE BUPYChI).

6. 3awmTa OT HeCaHKLMOHMPOBAHHOIO KOMUPOBaHWUSI 1 PacrnpoCTpaHeHus nporpaMmm U
6a3 gaHHbIX.

[nsa pa3paboTtymka nporpaMMHOro obecneveHus, kak n Ansa noboro Apyroro NpoM3BoANTENS OCHOBHAas
3agaya COCTOMT B TOM, 4YTODObl OKynWTb 3aTpaTbl HA NPOM3BOACTBO UM NONy4uTb Npubbinb. MNpu aTOoM
BO3MOXHbI Ba KpaviHWX BapuaHTa: nmbo Npou3BoAuTENlb HAXOAWT 3akasvuka, KOTOpbI onnayvsaet
pa3paboTKy, NMbo BCe 3aTpaThbl NOKPLIBAIOTCS 3a CHET NMPOAAX.

Ons I'IpOTVIBO,D,EVICTBMH nonbITKaM HeCaHKUMOHUPOBAHHOIO KOMMPOBaAHMA UCNONb3YKTCA pas3finyHble
MeTOoAdbl 3alunTbl NporpamMMHOro obecneveHus: OopraHunsauunoHHble, puandeckme, nporpamMmmHbie U
nporpamMmmMHo-annapaTHble. Hawnbonee nonynapHbIMU ABNAKTCA TEeXHUYEeCKue, T.e. nporpamMmHbie U
nporpaMmmMHo-annapaTtHble MeToAdbl, TaK KaK TOJIbKO OHU obecneunBatoT npomao,uel?lcmme B MOMEHT
HECaHKUMOHUPOBAHHOIO KOMMpOBaHUA NporpaMMHOro npoaykrta, B OTIM4YMe OT OcCTalnbHbIX, rae
CaHKUMM 3a HeneranbHOe WCMNOoMb3oBaHWe nubo OTCYTCTBYIOT, nn6o pa3HeceHbl BO BpeMeHU C
MOMEHTOM 3Kcniyataumm HeneranbHON Konuu.

MHoto Obina co3gaHa 6asa AaHHbIX, WHTepdenc Kk Hel u cpefacTBa 3alWmTbl 6asbl AaHHbIX OT
HECaHKLMOHMPOBAHHOIO KOMWPOBaHWA W MCMofb3oBaHUsA. PaspaboTaHHbii NporpaMMHbIA MPOAYKT
Oynet ncnonb3oBaTtbcs B balwkopTocTaHcTaTe M NOCTaBNATLCA CTOPOHHWM OpraHu3auusim Ans yveta
X03ANCTBEHHOW MHOPMaLMK.
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Pa3pa60TKa nporpamMmmbl COCTOANAa N3 HECKOJTIbKNX 3TanoBs.

Ha nepsom aTane paspaboTku Gbino npeanoxeHo paspaboTaTb 6a3y AaHHbIX AN XpaHeHUs U nevaTtu
CBeJleHW 0 Nuuax, NPOXuBaIOLLMX Ha TEPPUTOPUN aaMUHUCTPALMK CENbCKOro noceneHnst. OCHOBHbIM
TpebosaHuem k B[l aBnseTca npoctoTa 1 yao6CTBO XpaHEHWUs CBeOEeHW.

Mocne peanusaunn ganHow B no cpeacteam MS Access, 6bin pazpaboTaH NporpaMMHbIA MHTepdenc
ans ynobHoro BzaumogencTeust Mexay nons3oBatensmu u B[. MporpaMMHbIA npoaykT nMeeT opMbl
ONnst 3anonHeHus Kaxgow Tabnuubl. [locne 3amnonHeHWsi BCeX [AaHHbIX MONb30BaTefb MOXeT
OCYyLLECTBNATL HEOGXOANMbIE AEVCTBUS HA rMaBHON dopme.

Tak >xe 6bino peann3oBaHO Tpu OT4eTa Mo y4eTy Nl NPOXMBAKLWUNX HA TEppUToOpun, C UCTEKLLINM
CPOKOM MPONUCKN N NCTeKaromnm.

Mporpamma n oT4yeThbl O6bINM peanunaoBaHbl cpeacteamu Delphi.

Basa pgaHHbIX 3awmweHa naponem. [NporpammHbin Mogdynb obpawaetcs k B[, ucnonb3ysa atoT
napone. MNMaponb nmeet anuHy 6onee 10 cMMBONOB.

Mocne peanusaummn B[l n wnHTepdelnca nonb3oBatens K HEW, nNepexoauMm KO BTOPOMY aTany
npoekTnpoBaHus. buinu onpegeneHsl METOALI 3aLLUTbl MHOPMaLIK.

B xope BToporo aTtana 6Obina peanusoBaHa npobHas Bepcus nporpammbl Ans WMGPOBaHUS 1
newmdpoBaHus. Tak ke paccMOTpeHbl cnocobbl pabotel ¢ OC Windows XP nocpeactsom Delphi 7.0
W peanusoBaH Moaysb 3aluTbl NPOrpaMmMbl Npu NomMoLLm Bo3moxHocten OC. MayyeH npuHUmn paboThbl
¢ bydbepom obmeHa Windows, 3aLuTa oT KONMMPOBaHWS.

Mpu ganbHenwewn paspaboTke NpoucxoauT HanoxeHue napons Ha B, npu nomowm wndposaHus, a
Takke npuBA3Ka KNoYa LWNPOBaHUA K CepuiHoMy Homepy xecTtkoro aucka [1K. O6beauHus
nonyyYeHHble MOAYNW, A MNOMYyYUn KOHEYHYI0 CTPYKTYpYy MpOorpaMMHOro npogykra. 3aTeM BO3HMKNA
HeobXoAMMOCTb B OpraHusauuMuM nocnefoBaTenbHOr0 3anycka Kaxaoro Mmogyns nporpaMMHOro
npoaykrta (pucyHok 3).

3anyck nporpamMmbl
(Start.exe)

v

OcHoBHas nporpamMmma
(stat.exe)

A 4

3aBeplueHue paboTbl ¢ B[]
(fin.exe)

PucyHok 3 Cxema nocrneaoBaTenbHOro 3anycka Kaxaoro Mmoayss nporpaMMHOro
npoaykra

Takke OblNM BHECEHbl HEKOTOpble W3MEHEHUst B MNPOrpamMMHbIA  KOA Kaxgoro Mogyns. Bce
ucnonb3yemble annbl, KPOME WCMOMHAEMbIX, UMET aTpubyT «cucTeMHbli». B Tabnuue 1
COAEpPXUTCA MHPOPMaLMS 0 DYHKLMSAX KaXA0ro MOAYNs NPOrpaMMHOro npoaykra.
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Ta6nuua 1 OnucaHme moaynen NPoOrpamMMHOro npoAaykra

Start.exe Peanusauma npoBepku naponsi nosnb3oBaTens (maponb 3awwmndpoBaH wu
npuBs3aH K cepuHoMmy Homepy pgucka [1K, xpaHutca B base.dat),
pewmndpoBaHue 6a3bl AaHHbIX (B[ xpaHuTcs B stat .exe), a Takke cosgaHue
Krnoya no onpeneneHHoMy anroputMmy (AMHaMUYHO MEHSIETCS B 3aBUCUMOCTHU
OT AaTbl) U COXpaHeHWne ero BoO BpeMeHHbI hann basel.dat. Takke nmeetcs
BO3MOXHOCTb ANl CMEHbl napons nonb3oBatens. 3anyckaeT Mopyrb
Stat.exe.

Stat.exe OCHOBHOVM MoAynb NMPOrpaMMHOro MpoaykTa, peanusyeT paboty ¢ BI. Mpwu
3anycke MpoBepPsiET K4 3anvcaHHbli B basel.dat. A Takke He No3BonseT
nonb3oBatento no cpeacteam Windows mpocMOTpeTb CoAepXaHue nanku ¢
nporpaMMHbIM MPOAYKTOM M NMpoBepsieT coaepxaHue bydepa obmeHa. Takke
co3pgaetr MeTky «My application». [lMocne 3aBeplieHuss paboTbl Moayns,
npoucxoauT 3anyck mogyns fin.exe.

fin.exe Mpun 3anycke moayns NpoBepsieTCs CyllecTBoBaHMe MeTku «My application».
Mpu oTcytcTBUM MeETKM nporpamMma 3aBepliaeTtcd. [aHHbIn  Mopyrb
3anpalumBaeT Yy MoNfb30oBaTens paspelleHMs Ha coxpaHeHue B[ (1. e.
wundppoBanne b). MNpu oTka3e Bce wnsmeHeHus B B[l He coxpaHswTCs,
ocTaeTcd cTtapas 3awmdgpoaHHas B[.

[aHHbIf NpuHLMN paboTbl yA0GEH, C TOUKM 3pEeHUs Hanuuus pe3epBHoi konum 6a3bl AaHHbIX. B crniyyae
c60s1 cMCTEMBI, MOXHO BOCCTaHOBUTL BJ.

[MporpamMmHbIN NPOAYKT OTBeYaeT 3agaHHbIM TpeboBaHuAM 6e3onacHocTu. Mpu KoNMMpoBaHUKM Nanku ¢
nporpammMon Ha ctopoHHuii MK, oHa TepsieT paboTocnocoBHOCTD.

Cnepytowmn atan npegnonaraeT HanMcaHWe NPorpamMmmbl YCTAHOBKU AN CO34aHHOrO NPOrpamMmMHOro
npogykta. bbina paspabotaHa nporpamMma ynakoBku BCex Mogynen. A Takke nporpamma Ans
pacnakoBku, 3anpawwusaiowas knod. Knoy reHepupyeTcsas no onpegeneHHoOMy anroputmy B
3aBNCMMOCTU OT cepuiiHoro Homepa auvcka [NK. MpegnonaraeTcs, 4To nonb3oBatens OygeT oTcbinaTb
Mo 3MeKTPOHHOW MNo4YTe HeKkoTopble cBedeHus o cucteme. [locne aToWM npouedypbl OH nonydaet
YHUKarnbHbIW KoY, KOTOPbIN NpeanonaraeT yCTaHOBKY NporpamMmmbl TOMbKO Ha AaHHbIN K.
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Cekuusd
MeTogbl OOHapyXeHuss W npeaoTBpaLleHus
KOMMbIOTEPHbLIX Yrpo3

Methods used to detect and prevent computer
threats

MeToabl 0OHapyXeHUa U NpeaoTBpaLLeHUA NHCaNnaepPCKUX
KOMMNbIOTEPHbIX Yrpo3 B JIOKaNbHbIX BbIYMUCIUTESIbHbLIX CETAX
BapwnHos A.E.

HOXXHO-ypanbCcKui rocyqapcTBEHHbIN YHUBEpPCUTET
r. YenabuHck, Poccus

barinov_ae@bk.ru

Methods of detecting and preventing insider computer threats
in local area networks (LAN)
Barinov A.E.

South Urals State University
Chelyabinsk, Russia

barinov_ae@bk.ru

Many organizations use the means of local area networks (LAN) to ensure the needs of data processing and
transmission. Before using LAN the main part of data processing and exchange was centralized; information
and its management were concentrated in one place and centralized. Nowadays LANs logically and
physically distributed the data, computing power and message exchange service through the whole
organization.

Security services responsible for data protection and means of data processing and transmission shall also
be distributed through the whole LAN. It means that the main objectives of the company’s IT-department in
terms of LAN security are the following: to ensure confidentiality and integrity of the data during its storage,
processing or transmission within the LAN; to ensure access to the data stored at LAN, and ensure possibility
for their proper processing and transmission. And to guarantee identification of the sender and recipient of
the messages.

Having classified informational security threats in terms of their integration into automated networks
(AN), LAN in particular, we give a clear definition for internal (insider) threats for informational security (1S).
According to the results of relevant researches, at the moment internal threats for international security
comprise considerable part (18-35%) of the threats of large companies. The goal of this work is to study
methods of detection and prevention of such threats.

The work deals with the internal threats both for single PC and LAN in general.
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While analyzing IS threats for single PC we have studied the following types of the threats: indirect
threats (data reading in the packages of other users, masking for registered user for the purposes of stealing
passwords and other access data, using program trips, access to the protected data by means of series of
allowed requests, using drawbacks of the programming languages and operating systems, willful entering of
special blocks such as “Trojan horses” into the software libraries, malicious breaking down of the protection
tools), direct (using intercepting devices, distant photos, electromagnetic pickup; stealing data medium and
industrial wastes, copying data carriers, unauthorized usage of terminals, illegal connection to the equipment,
malicious breaking down of the protection tools), and casual threats (software errors, breakdowns,
negligence). Each of these types of the threats was analyzed in terms of the methods used for their detection
and prevention. The work resulted in some recommendations given by the author.

While analyzing technical IS threats in LANs the following willful threats were given much attention:
technical pickup devices, DoS and DDoS attacks, means for interception of the data transmitted in the
network, malicious software aimed at the destructive network influence. We examined existing and offered
new methods of detection and prevention of such threats as technical pickup devices, Dos and DDoS
attacks, means for interception of the data transmitted in the network. Struggle against the malicious software
aimed at the destructive network influence was considered on the levels implemented by means of anti-virus
software (detection, evaluation of the threat of software, prevention, and specific features for detection and
prevention of the software aimed at the destructive network influence were separated. The analysis of anti-
virus means for struggle against this software resulted in recommendations for prevention of implementation
and elimination of results of implementation of this software. Detection and prevention of casual threats in the
LAN is represented in the same way as the one for the single PC taking into account the peculiarities of the
LAN. To give a conclusion it should be mentioned that there are both general methods of detection of the
software, and methods that are typical for destructive software in the LAN only, sometimes taking into
account topology of the network.

This work resulted in 16 recommendations regarding protection of the LAN from the insider threats. In terms
of their implementation these recommendations are given on the programming, mechanical and
organizational level. Recommendations for struggling against technical threats are separated both for single
PCs and LANs in general. Recommendations for the struggle against interception of the traffic were given on
the physical level (detection and prevention from installation of the technical devices for pickup and
interception of the data), channel level (protection from replacement of the network drivers), network level
(usage of IPSec protocol in the tunnel mode), and session level (improvements for RPC protocol were
declared).

The problems of adequacy for implementation of the given recommendations were considered separately.
The general scheme for IS and LAN risk evaluation and elimination of detected LAN threats was offered.

The results of this work can be used for creation, maintenance, modification and audit of IS of the LAN.

MHorue opraHmsaLmmn UCNonb3yT CPeacTBa MokKanbHbIX BbluMcnuTenbHbix ceten (JIBC) gna obecneyeHus
Hyxa obpaboTkn u nepepaun gaHHbix. [Jo ncnonbsosaHusa JIBC ocHoBHas 4acTtb obpaboTknm u obmeHa
OaHHbIMK Obina LeHTpanu3oBaHa; nHopMaums 1 ynpaeneHne er Oblnin CocpeaoTo4EHbl B O4HOM MECTE U
ueHTpanuaoBaHbl. Ceryac JIBC normdeckm wn  u3MYecKM paccpesoTounny  OaHHble, a Takke
BbIYMCITUTENBHYI MOLLHOCTb U Cny0bl 0OMeHa coobLLeHMAMY NO BCEV OpraHM3aLmu.

Cnyx6bl GesonacHoCTM, 3almLialolMe AaHHble, a Takke cpefdcTea no nx obpaboTke n nepegade, Takke
OOMKHbI ObITb pacnpeaeneHbl no Bcen JIBC. CneposaTtenbHo, 3agadYamu UT-nogpasgeneHnii KomnaHuim no
obecneyeHuto HesonacHoctn JIBC gomkHbl ObiTh: obecneveHne KOHPMAEHUMANBHOCTA M LEENOCTHOCTM
OaHHbIX B X0A4e WX XpaHeHus, obpaboTkm unu npu nepegade no JIBC, AOCTYNHOCTU OaHHbIX, XpPaHUMbIX B
JIBC, a Takke obecneyeHne BO3MOXHOCTM WX CBOEBpEeMEeHHOW 06paboTkm u nepegayn, rapaHTus
naeHTndukaunm oTnpaBnTens u nonyvaTens coobLLeHNN.

Mpoknaccudunumposas yrpo3el B no npuHuuny nx BHegpenus B AC, B yacTHom cnyyae JIBC, mbl 4éTko
onpegensem MNOHATUE BHYTPEHHWX (MHcamaepckux) yrpo3 MbB. o gaHHbIM CTOPOHHWX WCCNefoBaHUW B
HacTosiee BPeMs B KPYMHbIX KOMMAHUSAX BHYTPEHHWE yrposbl MHgopmaunoHHon 6esonacHocTtu B JIBC
COCTaBnAT 3HaunTenbHylo gdonio (18-35%). WM3yyeHne wmeTopgoB oOHapyxeHMs W npepoTBpalleHns
noao6HbIX Yyrpo3 v CTano uenbio AaHHoN paboTbl.

B pabote paccMoTpeHbl BHyTpeHHUe yrpo3bl Ub kak ansa oamnHoyHoro MK, Tak u gnsa JIBC B uenom.

Mpu ananuse yrpo3 NB ans oguHo4vHoro MK 6binn npoaHanuavMpoBaHbl criedytoLwmne TUnbl Yrpo3: KOCBEHHbIE
yrpo3bl (CYNTbIBAHWE AaHHbIX B Maccusax Apyrux nonb3oBaTernen, MackMpoBKa Mo 3aperncTpupoBaHHOro
nonb3oBaTenss C TMOMOLUBI XULIEHWS Maponen u ApYyrMx PeKBU3UTOB pasrpaHuyeHus [ocTyna,
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MCMOMNb30BaHWE MNPOrPaMMHbIX FOBYLUEK, MOMyYeHVe 3awuaemblX [aHHbIX C  MOMOLLbI  Cepum
paspeLUeHHbIX 3anpocoB, WCMOMb30BaHWE HEAOCTAaTKOB SA3bIKOB MNPOrpaMMMPOBaHNA W ONepauMOHHbIX
cuUCTeM, npedHamepeHHoe BKMYeHue B BmbnuoTekn nporpaMm creumanbHbiX 6r0KOB TUnNa “TPOSHCKMX
KOHEW”, 3nOyMbILLINEHHbIN BbIBOA, U3 CTPOS MEXaHW3MOB 3aLLuTbl), NPsiMblE (MPUMEHEHWE NOACYLLNBAOLLNX
YCTPOWCTB, AUCTaHUMOHHOE poTorpadmnpoBaHne, nepexsaT INEeKTPOMarHUTHbIX W3MYYEeHURn; XueHue
HocuTenen WHgopmMaumMnm u  NPOU3BOACTBEHHLIX OTXOAOB, KOMUPOBaHWE HOcuTenewn wHdopmaumm,
HECaHKUMOHMPOBAHHOE  UCMONb30OBaHWE TEePMWHANOB, HE3aKOHHOe MOAKMYeHne K  annapaTtype,
3M10YMbILLUMEHHbIN BbIBOA M3 CTPOS MEXaHM3MOB 3aluThl), a Takke HenpegHamepeHHble Yrpo3sbl (OwMbKn B
MO, cbowu, xanatHocTb). [0 KaXgomy M3 TUMOB Yrpo3 MPOBEAEH aHanu3 CyLeCTBYILWMX MeTOA0B
obHapyxeHusi n npegoTBpaLleHus. B pesynbtarte Obinn BblHECEHbI COBCTBEHHBIE aBTOPCKME PEKOMeHAaumN.

Mpu aHannse TexHnyeckux yrpo3 NB B JIBC nogpo6HO Obinu paccMoTpeHbl NpeaHaMepPEHHbIE Yrpo3bl, Takue
KaK TexHudeckue cpenctBa cbéma, DoS n DDoS artaku, cpeactBa nepexsaTta nepegaBaeMbix Mo CeTU
AaHHbIX, BpegoHocHoe MO, HanpaBneHHoe Ha AEeCTPYKTUBHbIE CeTeBble BO3AENCTBUSA. Bbinn paccMoTpeHsbl
CyllecTBylOWME W NpeanoxeHbl HOoBble MeTOoAbl OBHapyXeHVWs W npefoTBpalleHnss Takux Yrpos, Kak
TexHu4eckne cpeactea cbéma, DoS n DDoS aTaku, cpeacTea nepexsata nepefaBaemblX Mo CeTU AaHHbIX.
Bopbba ¢ BpegoHocHbiM MO, HanpaBneHHOM Ha AeCTPYKTUBHbIE CETEBbIE BO3OENCTBUSA Oblria paccMOTpeHa,
KaK Ha YpOBHsIX, peanuayembix cpeactsamu aHTuBmpycHoro MO: obHapyxeHue, oueHKa CTeneHn onacHoCTU
MO, npepoTBpalleHne, a Takke Obinu BblgeneHbl 0COBEHHOCTN OGHapyxeHus u npegoTepaileHus 10,
HanpaBneHHOro Ha [AeCTPYKTUBHblE CceTeBble BO34ENCTBUSA.. MITOrOM aHanvMsa aHTUBUPYCHbIX CPEeacTB
60pb6bl ¢ AaHHbIM MO cTano BbiHeCeHWe pekomeHgauni no paspabotke aHTMBMpYCcHoro 0. OcobeHHoCTH
obHapyxeHus n npepoTepalleHnsa O HanpaBneHHOro Ha AEeCTPYKTUMBHbIE CeTeBble BO3AENCTBUS Obinn
BblAENEHbl ANSA KaXgoro u3 4veTblpéx kraccoB nogobHoro MO (MO wcnonb3ytowee yassumoctn MSTP
npoTokona, atakM Ha MapuwpyTtu3datopbl, O HanpaBneHHoe Ha noAMeHy ceTeBbix agpecos, [10
HanpaBreHHOe Ha CO3[laHune B CETMW JIOXHOro cepBepa). [Ina Kaxaoro M3 AaHHbIX KNaccoB Obinv BbIHECEHBI
pekomMeHgauuM Mo NpefoTBPaLLEHMIO BHEOPEHUS M YCTPAHEHWIO MOCNEeACTBUIA BHeapeHusa paHHoro [MO.
OGHapyxeHne u npefoTBpalleHve HenpegHamepeHHbix yrpo3 B JIBC npeactaBneHo no aHanorum c
oauHouHbiM K ¢ nonpaBkamu Ha ocobeHHoctu JIBC. lMogBoas wtorn, CTOUT OTMETUTb, YTO €CTb Kak
Hanbonee obwme meToAbl AeTekumn BpedoHocHoro MO, Tak n MeToAbl XapaKkTepHble UCKMYUTENBHO ANS
pectpyktupytouwero MO B JIBC, nHoraa agaxe ¢ nonpaBkoOW Ha TOMOMOIUIO CETU.

Wtorom gaHHom paboTbl cTano BbiHeceHWe 16 obwmx pekomeHgauuin no 3awmte JIBC oT mHcangepckux
yrpo3. OTHOCUTENBHO peanusauuu AaHHble pekoMeHOauuyM BblHECEHbI Ha MPOrpaMMHOM, annapaTtHoOM W
OpraHn3aumoHHOM YpOBHsiX. PekomeHaaumm no 6opbbe C TEXHUYECKMMU Yrpo3aMu BbIHECEHbI, KaK Ans
oaunHouHbIx MK, Tak n gna JIBC B uenom. PekomeHgauum no 6opbbe ¢ yrposamu nepexsaTa nepefaBaemoro
Tpaduka BbIHECEHbI HA (PM3NYeckom ypoBHe (OGHapyXeHue M NpefoTBpaLleHne YCTAHOBKM TEXHUYECKMX
CpencTB Cbema W nepexBaTta [aHHbIX), KaHanbHOM YpOBHE (3aliMTa OT NOAMEHbI CETEBbIX ApanBepoB),
CEeTEBOM YpOBHe (Mcnonb3oBaHue npoTtokona |IPSec B TyHHENBHOM peXuMe), CeaHCOBOM YpOBHE
(npepnoxeHsb! ynyyweHusa B npotokon RPC).

OToenbHO paccMOTpeHbl NpoGnemMbl ageKBaTHOCTU NPUMEHEHNST BbIHECEHHbBIX pekoMeHaaumi. MNpegnoxeHa
obwas cxema oueHku puckos Vb B JIBC n ycTpaHeHus obHapyxeHHbIx yrpos B JIBC.

Pesynbtathl gaHHOM paboTbl MOryT ObiTb NMPMMEHEHbI MPU NOCTPOeHun, obcnyxmBaHuWM, Moamdukaumm, a
Takke ayaute B NBC.
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Co3paHne MeToAMKM pacno3HaBaHUA ceTeBbIiX COeAUHEHUN
BPeAOHOCHbIX NporpamMmm
[flonosaHoB C.HO.

MOCKOBCKUI MHXXeHEPHO-(PM3NYECKUA MHCTUTYT (rocyaapCTBEHHbIN YHUBEPCUTET)
r. MockBea, Poccus

chudovisha@gmail.com

Creating a methodology for recognizing malware network
connections
Golovanov S.Y.

Moscow Engineering Physics Institute (State University)
Moscow, Russia

chudovisha@gmail.com

Here is an analysis of existing systems to protect information from malicious software, and a method of
finding the malicious activity on the basis of analysis of sources network activity.

Malicious software that uses networking technology to transfer of confidential data or receiving commands,
have long been by the many numerical and popular among intruders. Their detection and identification of
successfully performed using the signature and heuristic methods implemented in most software products
and security systems. However, these approaches are clearly not enough because of the malicious use of
protective methods, such as the encryption code did not allow a search for the signature, and obfuscation
lack of both static and dynamic heuristic analysis. The success of hackers and virus writers using similar
techniques, said the rapidly growing number of such malicious programs.

The aim of this work - to propose a new method for determining the presence of malware on the
compromised system using inputs from the field of intrusion detection systems. The method is based on the
representation of the network address of the attacker to use malicious software to a certain set of
characteristics to work with statistical methods or apparatus of neural networks. This will prevent even more
unknown malware using cryptographic protocols for network communication.

As a result of the proposed new method for detecting malicious activity, and presents the main characteristics
of network addresses available for use in this model.

B paGoTe npousBedéH aHanu3 CyLLEeCTBYIOLWMX CUCTEM 3alluTbl MHGoOpMauuM OT BpegoHocHoro MO,
npeanoXeH METOA HaXOXOEHWs BPEedOHOCHOM aKTUBHOCTM Ha OCHOBE aHanu3a WCTOYHUKOB CeTeBOoW
aKTUBHOCTMW.

BpegoHocHble  mporpammbl,  UCMOMb3ylOWME  CEeTeBble  TEXHOMOIMW  ANs  Hanpumep  nepegauu
KOH(MAEHUMANbHBIX AaHHBIX UMM MNOMYyYEHUs KOMaHg, yXe AaBHO CTanu CamMvMU MHOFO YWUCMEHHbIMU U
NoNynsipHbIMA CPEeAU 3MOoYMbILLNEHHMKOB. VX oBHapyxeHue u pacnosHaBaHWe YCMeLwHO NPOU3BOAUTLCA C
MOMOLLBIO CUTHATYpPHbIX W 3BPUCTUYECKMX METOAOB, Peanu3oBaHHbIX B BOMbWMHCTBE NPOrpaMMHbIX
npoaykTax W cuctemax 3awmutbl uHdopmaumu. OfHako AaHHbIX MOAXOAOB SIBHO He XBaTaeT uK3-3a
MCNonb30oBaHNSA 3MOYMbILUMIEHHWKAMM 3aLlUMTHBIX METOAMK, TakUX Kak wudpoBaHue kofa, He nossonsiollee
npoBefeHWe CUrHaTypHOro mnoucka, W obdyckauus, npensTcTBylOWas Kak CTaTMYeckomy, Tak MU
OVMHaMWU4eckoMy 3BpUCTMYECKOMY aHanuay. O6 ycneLHOM WCMOoMb30BaHWU 3M0YMbILLIEHHUKAMW NOA0BHbIX
METOAMK M FOBOPUT BbICTPO pacTyLLee KONMMYeCcTBO NOA06HbIX BPEAOHOCHbBIX MPOrpamMm.

Llenb gaHHOM paboTbl - NpeanoXuTb HOBbIM MEeTon ONpeAeneHns Hannyins BPedOHOCHOW Mporpammbl Ha
CKOMMPOMETUPOBAHHON CUCTEME C WCMoNnb3oBaHMeM HapaboTok M3 obnactn cuctem OBHapyxeHus
BTOPXEHWS.

MeTog ocHoBaH Ha npeacTaBneHUM ceTeBOro agpeca 3M10yMbILLIIEHHMUKa, WUCNOoJ1b3yeMoro BpeaoHOCHON
nporpammMmon, B BuAe Ha6opa HEKOTOpPbIX XapaKTepuUCTuK nogaarolmxca 06pa60TKM CTaTUCTUYECKMMKN
MeTo4aMn WM annapatoMm HENPOHHbIX CeTew. 3710 nosBonuT npeaoTBpaTuUTb pa60Ty naxe ele He
M3BECTHbIX BP€OOHOCHbIX NporpamMm, ncnonb3yrLwnx Kpuntorpadmyeckne NpoToKoNbI ANs pa60TbI C CeTblo.
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B pesynbTate pabGoTbl  NpeanoXeH HOBbI MeTod [OeTeKTMPOBaHWUSA BPEOOHOCHOW aKTUBHOCTM W
npeacTaBneHbl OCHOBHblE HABOPbI XapakTepUCTUK CETEBLIX aApecoB NPUrodHbIX AN UCMNOMb30BaHUA B 3TOM
Moaenu.

Pa3paboTka ounbTpa - aHanM3aTopa ceTeBbIX MAKETOB C
(pyHKLIMEen KOHTPONS NPUNOXEeHUN
Nwewmrynos P.O.

OpeHbyprckuin MlocyaapcTBeHHbIN ArpapHbii YHUBepCUTeT
r. OpeHb6ypr, Poccus

mr_dream@mail.ru

Filter dvelopment - analysing network packages with the control
of appendices function
Ishemgulov R.F.

Orenburg State Agrarian University
Orenburg, Russia

mr_dream@mail.ru

B HacTosilee Bpems 0co60 akTyanbHbIMKU B 0GNacT MHPOPMALIMOHHBIX TEXHOMOMMIN CTaHOBATCS BOMPOCHI
Ge3onacHoOCTU MHGOopMauun. JTO CBA3aHO C LUMPOKOW MHGopMaTusauuen B OTpacnsax MpousBOACTBA,
Gu3Heca, o6pasoBaHusl, rocyAapCTBEHHbIX YYPEXOEHUSX U T.4., UHTerpaLuein aBToMaTU3MpPOBaHHbIX CUCTEM
B NoKasnbHble U rnoGansHble BelYUCIUTENBHBIE CETH.

[Ona Hanbonee adpeKkTMBHOM 3almUTbl OT CETEBLIX aTak, HapsiAy C aHanu3oM M unbTpauuen Tpadumka
HeobxoOMMO TakkKe OCYLECTBMATb KOHTPOMNb MPWUMOXEHWUIA, UCMONb3YIOWNX AOCTYN K CeTU. AKTyanbHOCTb
aToro obycnosrneHa BO3MOXHOCTbIO BHeAPEHWS BPEAOHOCHOMO KoAa B CaHKLMOHWPOBAHHbLIE MPUIIOXEHNS
(ncnonHaemble dannbl UM GUBINOTEKM), C LEENBIO COKPLITUSA 3MOYMbILLMNEHHBLIX AEWCTBUN.

YunTbiBasi akTyanbHOCTb PacCMOTPEHHOW 3afjadyun, uenbio Hawen paboTel sABnsietca paspaboTtka
NPUIOXEHUs, OCYLLECTBISAOWEro KOHTPOmNb CEeTeBOro Tpadhmka, myTeM npocmoTpa CoAepXaHus CeTeBbIX
nakeToB, W LEMOCTHOCTU MPUIIOXEHWU, 3a CYET MPOBEPKM COAEPXMMOro ucnonHsemoro davina wmm
BGubnuorekn.

ApxvTekTypa nporpammbl NpeacTaBneHa AByMst KOMMOHEHTaAMM:
o KoHTponb ceTeBbIX NakeToBs.
. KoHTpOrnb NpunoxeHus.

Ona aHanusa nakeToB Ham HeobxoauMmo paboTaTb HenocpeacTBEHHO C CeTeBbiM ajanTepoM W SAPOM
cucTeMbl. AHanM3 NCTOYHUKOB MHEpopMaLmK No BbIGPaHHOW TeMe NO3BOMMUI YCTaHOBUTb, YTO B HanbonbLUen
CTeneHn B Ka4eCcTBe MHCTPYMeEHTa noaxoanT Habop cpeacTts (6ubnuoTeka) PCAP.

KoHTposb npunoxeHus 6yaeT ocyLLecTBNATLCA NyTeM npocmoTpa PE-CTpyKTypbl UCNONHAeMbIX (haiinos.
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Codeview Debug Information

COFF Symbals

COFF Line Mumbers

reloc
.idata
edata

Sections
.data

hest

Section Table[array of
IMAGE_SECTION_

HEADERs]
| Diata Directary
IMAGE OPTIORAL
IMAGE_MT _
HEADERS HEADER
IMASRE_FILE_HEADEFR
“PEMI]" PE Signature
Offzet 0 M1 MS-005 Header

B paHHOM CTpyKType npeactaBnsieT vMHTepec Tabnuua umnopTa. Tabnuua umnopTa coaoepxuT B cebe
agpeca (yHKUMI, KOTOpble MMMOPTUMPYOTCS M3 pas3nuyHbix 6ubnuotek. [5] lMpocmoTp 3aTon cekumu
ncnornHaemMoro channa, no Hawemy MHEHUWIO, JOCTAaTOYEH ANS NOATBEPXKAEHNS LIeNOCTHOCTM UCMOMTHAEMOro
hanna.

[ns npoBepKn LenocTHOCTH Obin BbibpaH anropuTm, OCHOBaHHbIN Ha NpoBepke U3BbITOYHOCTU LIMKINYECKOW
cymmbl (CRC32). C ToYkM 3peHnst matemaTukm koHTponbHasa cymma (KC) asnseTtca TMnoMm Xew-gyHKLUmK,
MCMONb3yemMon ONsi BbIMUCIEHUSI KOHTPOMBbHOrO koga — HebonblIoro konuyectsa OUT BHYTpU O0MbLUOrO
6noka AaHHbIX, Hanpumep CeTeBOro naketa Wnu Oroka KoMMbloTepHoro danna, npuMeHsieMoro Ans
obBHapyxeHusi omMBoK Npy nepegaye unum XpaHeHMn nHopmaLluu.

Onsa nogcyeta CRC32 6yaet ncnonb3oBaHa criefyowas yHKLMS:

unsigned long Crc32(unsigned char *buf, unsigned long len)
{

unsigned long crc_table[256];

unsigned long crc;

for (int i = 0; i < 256; i++)
{ _
crc = i;
for (int j = 03 j
crc =crc &1

< 8; j++)
? (crc >> 1) ™ OxEDB88320UL : crc >> 1;

crc_table[i] = crc;

}:
crc = OXFFFFFFFFUL ;

while (len--)
crc = crc_table[(crc ™ *buf++) & OxFF] ™ (crc >> 8);

return crc N OXFFFFFFFFUL;
};

B paHHol paboTe peannsoBaHo:
o dunbTpaLms CETEBLIX NAKETOB
° AHanus PE-CTpyKTypbl UCMOMHAEMbIX (hannos

° MpoBepka LEeNOCTHOCTM UCTOMNHAEMbIX (DannoB
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XSS u Iframe. 3apaxeHHble cauTbl. OnacHocTu. Metoabl
3awmnThbl
KanuHuH A.B.

MepMcKui rocyaapCcTBEHHbIA YHUBEPCUTET
r. Mepmb, Poccus
antonu.kalininu@gmail.com

XSS and Iframe. Infected sites. Dangers. Protection methods
Kalinin A.V.

Perm state university
Perm, Russia
antonu.kalininu@gmail.com

BesonacHbIn MHTEPHET — MeyTa KaXgoro ero nosnb3oBaTens. OpHako B AaHHbIA MOMEHT BpemMeHNn OH
npeancTtaBnAaeTCca He TakKuM yx ©e3onacHbIM.

B Hawwn gHn npobnema atak yepes 6Gpaysep oyeHb akTyanbHa. ExegHeBHO nonb3oBaTenu MHTepHeTa
nNpocMaTpuBaloT ThiCAYM Web-CTpaHuu, He 3agymbiBasicb O 6e30nacHOCTM CBOMX [aHHbIX, CBOEro
komnetoTepa. OgHako mpocmaTtpuBasi HEKOTOPbIE CanTbl, Mbl NMOABEPraeMCcs CEPbE3HOMY PUCKY 3apasnTb
CBOIN KOMMblOTEP KakuM-NMBO BpedoHOCHbIM kofoMm. locrneactsus 3apaxeHuss MoryT ObiTb HeobGpaTUMBbl.
[Monb3oBaTenb MOXET NOTEPSATL Kak Naponmn oT KPMTUYHBIX pecypcoB (kakon-nnbo cepsep, e-mail, icq n 1.4.),
TaK N BCE AaHHble HA CBOEM KOMMbloTepe, cepsepe. 3M0YMBILNEHHVK Takke MOXET MOnyvuTb MOSHbIN
KOHTPOIb Haj, 3apaXKeHHOW MaLUVHON.

Ocob6oe BHUMaHue HeobxoomMMmoO yaenuTb aTtakam depe3 Opaysep. B HacTosiee Bpems cyliecTByeT
MHOXECTBO TEXHOMOIMi aTak: XSS, aTaku Mo cpenctsam iframe, ckpbiTble 3arpy3ku (drive-by downloads),
aTakM C ncnonb3oBaHveM JavaScript, co3gaHne CavToB C BHeOPEHHbIM B HUX BPEAOHOCHbIM KOAOM U
apyrve. PaccMoTpuMm HekoTopble Cnocobbl 3aluTbl CaNToB U NPOTUBOCTOSIHUS BHEOPEHWUIO BPEAOHOCHOIO
Koga.

Csbiwe Tpex MunnuoHos BebG-cTpaHuy Ha 180 ThicAvax CanTOB MpW 3axOA4e aBTOMATUYECKW MbITaloTCA
YyCTaHOBUTb HA KOMMbIOTEP NOMb30BaTeNns BPEAOHOCHbIE NPOrpaMMbl, FOBOPUTCA B OTYETE, COCTaBNEHHOM
cneuunanuctamu no 6esonacHoctn Google. bonbluas Yacte BpeAoHocHoro MO xpaHWUTCs Ha KuTanckux seb-
cepBepax. Ha HekoTopble n3 Taknx cepsepoB Google oBHapyxmn Ao 21 TbiICA4M CCbINIOK C APYrX CanToB

B paHHom paboTe paccMOTpeHbl Takve akTyanbHble Yrpo3bl GesonacHoCTM, BCTpevawluecs Ha Beb-
cTpaHuuax, kak XSS un IFRAME. Takke npuBeaeHbl OnMcaHUs HEKOTOPbIX CONYTCTBYIOLNX ONACHOCTSX.

Llebto faHo paboTbl 6610 BbISBNEHWE U YAaCTUYHOE PACCMOTPEHNE MPU3HAKOB, HA OCHOBAHUM KOTOPbLIX MOXHO
cosgatb unbTp, NpenaTcTByoWwmnn atakam XSS n IFRAME. Takke paccMOTpeHbl HEKOTOpble MpU3HaKy,
nomMorarLiMe HanTu OTBET Ha BONPOC: COAEPXUT CanT BPEAOHOCHbLIN KOA, UMK HeT.
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AHanNu3 pyTKUT TeXHOSOrMn NoA onepaLuoHHYI CUCTEMY
Linux
KoxaHoB E.A., CtennHa A.H.

CapartoBckumn NlocygapcTBeHHbIN CounanbHO-OKOHOMUYECKUI YHUBEpCUTET
r. CaparoB, Poccusna
v0land.bj@gmail.com; friackazoid@gmail.com

Rootkit analysis technologies under Linux operating systems
Kojanov E.A.,Stepina A.N.

Saratov State Socio-Economic University
Saratov, Russia
v0land.bj@gmail.com; friackazoid@gmail.com

In this work we analyze the main types of existing Linux rootkits. We also describe methods of detection a
rootkit and give the assumptions about the future development of these technologies.

Llensto gaHHom paGOTbI ObINIO0 aHanM3 MMEKLLMXCSA TEXHOOTUN PYTKUTOB, BbIABIIEHUA UX CUTTBbHbLIX U cnabbix
CTOPOH C Lenbio npeackasaTth ganbHenwee passutne caMmmx pyTKUTOB U METOANK 60pb6bl C HUMn.

Ha cerogHAWHWA [eHb O4YeHb OCTPO CTOMT BOMPOC 3alMTbl  KOHMWUAEHUManbLHOW uHdopMaumum
nonb3oBartenen. 3a aTon NHMOPMaLMEN OXOTATCA MHOXECTBO 3MOYMbILUNIEHHWNKOB, NCMONb3ysA BPEAOHOCHbIE
M LUMWOHCKME MporpamMmmbl, pacnpocTpaHAs WX NO CpeacTtBaM BCEMUPHOW ceTu UMIHTEpHeT U CbeMHbIX
HocuTenen. besonacHOCTb OCHOBLIBAETCH Ha BO3MOXHOCTAX OMEPaLMOHHOM CUCTEMbI, a8 BO3MOXHOCTU
CUCTEMbI 3aBUCAT OT €€ aapa.

[lo cux nop cunTaeTcs, 4TO OAHOM U3 camblx BesonacHbIX OnepaunoHHbIX cucTem senseTcs Linux, n 4To oHa
MOMHOCTBIO  3alyuiieHa OT BPEAOHOCHOrO W LUMMOHCKOTO NporpammHoro obecnevenus, 6narogaps
apxutekType agpa. Ho npaBvnbHOCTb 3TOrO CYXAEHWUS CTPEMWUTCS K HYM, NPSMO MPOMOpPLMOHanbHO C
yucnom nogen B Hero Bepsawmx. Cenvac B nobbix aHTMBMPYCHbIX 6asax HamgeTcs MpUnYHOE 4ucno
CUrHaTyp 3noBpeAHbIX NporpamMm, KoTopble paboTatoT Nog AaHHON OnepaLyoHHOW CUCTEMON.

Bnarogaps nosiBrneHWio MHOXeCTBa OPYXentobHbIX K nonb3oBaTento AncTpubyTuBOoB Linux, TexHomnorun
3MoBpeanNTENBCTBA M XULEHUS AAHHbIX NOA 3Ty NnatdopMy NepecTtarT UMETb TOMbKO MCCrefoBaTeNbCKUi
Xapakrep.

B pesynbtaTe nccnemoBaHwui Obln coenaH aHanm3 OCHOBHBLIX CYLLECTBYIOLMX PYTKUT TEXHOMOrUA Mnof
onepauuoHHyto cuctemy Linux, BbIsSiBNEHbl MX CWMbHble UM cnabble cTopoHbl. OCHOBBIBasiCb Ha 3TUX
nccnepoBaHuax Gbina paspabotaHa 1 NpoBepeHa CBOSA TEXHONOrnsi BHeapeHusa B 94po Linux. Takke Obinn
BbIABVHYTbI MPEANONOXKEHNS O AaNnbHEWLIEM Pas3BUTUN TEXHONOMMIN 60pbObI C NOAOGHBIMY PYTKUTaAMMU.
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MeToa npoakTMBHOro o6HapyXeHusl ceTeBbIX aHOManuMm Ha
OCHOBE PEKOHCTPYKLUU MaTeMaTU4eCKoOn Moaeriv ceteBoro
Tpadmka
KonbicTko A.J1., CaBapuos A.B.

CTaBpOnoOsIbCKUI rocyfapCcTBEHHbIN YHUBEPCUTET
r. CraBpononb, Poccus

kopystko@stavsu.ru

Method of proactive anomaly detection using a reconstructed
mathematical model of network traffic
Kopystko A.L., Savartsov A.V.

Stavropol State University
Stavropol, Russia
kopystko@stavsu.ru

No one of moderns methods for network anomaly detection can give satisfactory results in sophicated
networks. The causes are highly rates of multimedia traffic in today's WAN's and LAN's, slowness of
statistical methods widely used in anomaly detection systems and the stochastic nature of teletraffic. This
study analyzes present methods of network anomaly detection and proves a new method based on network
traffic mathematical model reconstruction which should solve the problems faced by statiscial methods for
detecting anomalities

CucTteMbl 06HapyXeHUs ceTeBbIX BTOPXKEHWI U BbISIBNEHWS NMPU3HAKOB aTak Ha MH(OPMAaLUMOHHbIE CUCTEMBI
yXe [aBHO MPUMEHSIIOTCA Kak oduMH M3 HeobxoaunMmbix pybexend 06OPOHbI WMHGOPMALMOHHBIX CUCTEM.
WccneposaHna B obnactu obHapyxeHuss atak BedyTcs 3a pybexom yxe 6Gonblue 4YeTBepT Beka.
MccneayloTcs npusHaku atak, paspabaTtbiBaloTcs M 3KCNiyaTMpPYoTCs MeTodbl U cpefdcTsBa obHapyXeHus
MOMbITOK HECaHKLMOHMPOBAHHOTO MPOHUKHOBEHMSA Yepe3 CUCTEMbl 3aliMTbl, Kak MEXCeTeBOW, Tak MU
noKanbHOM — Ha MOrMYecKoM W Aaxe Ha dusmveckom ypoBHsX. B HacTosiwee Bpems Habniogaetcs
TeHOEHUMS MHOTOKPaTHOrO YBEMMYEHNS CKOpoCTen nepepdadn uHdopmMauum B NHTepHeT kaHanax csasu. B
CBA3N C 3TUM CcmaHosUMCsi akmyarsbHol 3adavya npoakmueHO20 ObHapyXeHusi aHomarsbHolU cemesol
aKmueHOCMU 8 8bICOKOCKOPOCIMHbLIX KaHanax ces3u. YCrnelHoe pelleHne 3ToW 3ajadvn no3sBonmuT co3daTh
[eTeKTopbl, NO3BONsAWME 0CBOOOANTL PecypcChbl 3aLUTHLIX MEXaHU3MOB CEeTU OT MOCTOSIHHOW 0bpaboTku
3HauuTeNbHbIX 06BEMOB CeTeBOro Tpadmka 4O TOro MOMeHTa 06HapyXeHUs NpM3HaKoB BTOpXeHusl. B ceoto
ovepenb 3T0 0CcBOGOAUT CyLLECTBYIOLIME METOAbLI CUrHAaTYPHOro aHanmaa OT OrpaHUYeHni No pecypcam, Tak
Kak OHM OyAyT aKTMBMPOBATLCH TOMbLKO B Cly4ae BO3HUKHOBEHWSA NOTEHLUManbHbIX Yrpos.

MccnenoBaHus COBPEMEHHBIX CTATUCTUYECKUX MeTodoB OOHapyXeHWs aHomanuii (aHanus  yHKLUN
pacnpefeneHnsi, KOPPensUMOHHbIN aHanus, KnacTepHbli aHanu3) U BbiSBUNM criefylolme crabble
CTOPOHbI:

1) Cratuctuyeckme MeToabl [LETEKTUPOBaHWS CETEBbIX aHomanui He ob6nagalT  [0CTaTOYHOWN
HaOEXHOCTbIO N 3PPEKTMBHOCTLIO. [premMnemble xapakTepucTUKM JOCTUTHYTbI TOMBbKO NpU OeTEKTUPOBaHUM
DoS aTak.

2) [eTekTnpoBaHMe ceTeBbIX aHOManui Ha OCHOBE METOAOB MaTemMaTU4eCKOW CTaTUCTUKK Tpe6yeT
3HaYUTENIbHbIX BbIMUCITUTENbHbIX 3aTparT.

3) OGHapyXeHue CeTeBbIX aHOManuii B peanbHOM MacluTabe BPEMEHW NPaKTUYECKU HEBO3MOXHO, Tak Kak
CTaTUCTMYECKU aHanmu3 3MMEKTUBEH TOMBKO MPW  WUCMOSIb30BaHWM [[OCTaTOYHO GOMbLUMX BbIGOPOK
aKCneprMEHTarbHbIX AaHHbIX.

4) Cratuctuyeckuin aHanu3 npegycmatpuBaeT npeaBaputenbHoe npeobpasoBaHne u  ob6paboTky
ucxodHbIX AaHHblX. OfgHako, Mpu 3TOM He Y4MTblIBAeTCH BO3MOXHOE Hanuune ceTeBblX aHOManvin wnm
BpaxaebHbIX AencTBuin B obydatolwen Bbibopke TeneTpadumka. Kak npasuno, cuctema obHapyxeHus
aHomanun, obyyeHHast Ha TakMx AaHHbIX, He ByAeT BbISBMATb Takne UHUMAEHTHI.

IT security conference for the new aeneration

106


mailto:kopystko@stavsu.ru�
mailto:kopystko@stavsu.ru�

I(ASI’ERsKYﬁ KA(l'l:P(l(oro

B cooTtBeTcTBUM C NpoBeAEéHHbIM aHann3om Obina copmynupoBaHa uess pabomesi, NpegycMaTpyBatoLLas
obocHosaHue u paspabomky Hog020 Memola demeKkmuposaHuUsi cemeebix aHomarnul, OCHO8aHHO20 Ha
MemoOuKe peKOHCMPYKUUU MamemMamudeckol Modenu cemego2o mpacghuka.

Pesynbtatel unccnegoBaHuini  mMaTtemMaTUYecKOW  MOAenn  ceTeBOro  Tpaduka BbISBUNM  CBOWCTBA
dpakTanbHOCTU U AEeTEePMUHUPOBAHHOCTM  MPOLIECCOB, MPOXOAALWMX B WMHMOPMAULMOHHBLIX CeTax. JTo
FOBOPUT O BO3MOXHOCTU MPUMEHEHUS METOAOB PEKOHCTPYKLMN HENMUHEWMHbIX AMHAaMUYECKUX CUCTEM Ans
NPOAKTUBHOIO OBHapYXXeHUsI aHOManuii B LUMPOKOMOSIOCHBIX KaHanax nepefayn AaHHbix. [JaHHble MeToabl
MO3BOMAIOT MOMYYMTb MaTeMaTUHYecKyld MoAeNnb CTOXaCTUYeCKoro rfpouecca Mno BPEMEHHOMY pagdy
3KCMEPVMEHTamNbHbIX AaHHbIX, MOPOXAEHHOMY 3TOW AuHaMuveckon cuctemon. CrneposaTternbHO, ecnu
PEKOHCTPYKUMS MpOBeAeHa KOPPEKTHO, TO napameTpbl MaTtemMaTU4YecKoW MOAEenM, BOCCTAHOBIEHHOW Mo
HabnoaaeMbIM AaHHBIM OMMKHBI OTpaXaTb TeKyllee COCTOsHME AMHaMUYEeCKON CUCTEMBI, B Hallem
cnyyae, kaHana csasn. OTclofa, M3MEHEHMEe COCTOSHMA KaHana CBSA3W nosreveT 3a cobon M3meHeHue
napameTpoB PEKOHCTPYKUMM MO BpPEeMEHHOMY psdy nokasaTenenm ceteBoro Tpadumka. CrepoBaTernbHO,
MOXHO rOBOPUTb O BO3MOXHOCTU NPUMEHEHUSI @aHHON METOAMKM ANS1 BbISIBNIEHUS aHOMarnui, BO3HUKaOLWMUX
B CETEBOM Tpadmke.

3agava BbISIBNEeHNs1 aHoManum npennoXeHHbIM MeTo40M BbINMOJTHAETCA B TpU LWara:

1) BblGop onTuMasnbHbIX NapamMeTpoOB PEKOHCTPYKLUMM O BOCCTAHOBIEHWS aTTpakTopa CUCTEMbl W
BbINOMHEHUE PEKOHCTPYKLIMN.

2) VipgeHTudwukauua  napameTpoB  cucTeMbl  AudpepeHuManbHblX — YpaBHEHWA,  ONUCHLIBAKOLLMX
BOCCTaHOBIEHHbIN aTTpaKTop.

3)  MOHMWTOPUHI UBMEHEHNS NapamMeTPOB YPaBHEHU PEKOHCTPYUPOBAHHON MOAENMW.

Ha nepBom aTane HeobxoaMmoO pewuTb 3agady Bblbopa ONTUMarnbHbIX NMapaMeTpPoB PEKOHCTPYKLWM:
BPEMEHHOW 3aepXKN T W PasMEepHOCTU BNOXEHWUS m. Pe3ynbTaT peKOHCTPYKLMM NOMHOCTLIO 3aBUCUT OT

Bbl60pa obonx napamMeTpoB. OueHka onTumanbHbIX {mom,rom} BbIMOJTHAETCA C NOMOLLbIK NOoKa3aTtend

avdpbcbepeHumanbHOM 3HTPONKK, Tak Kak 3TOT METOA, B OTNNYME OT anbTepHaTUBHbLIX, MO3BONSET NONYYNTb
oba napameTpa ofHoBpeMeHHo. [Mocrne onpeaeneHus NnapameTpoB MPOBOAUTCS BOCTaHOBIIEHWE BEKTOPOB
COCTOSIHUSI MaTeMaTU4eCKO MOAENM No KCNepUMeHTanbHOMY BPEMEHHOMY psaYy.

Ha BTOopoM 3Tane onpegensieTcs BuMO  YpaBHEHWA MaTeMaTU4YecKoh MOAENU WM PEKOHCTPYKUMST WX
napameTpoB. Ha 3akmnounTenbHOM 3Tarne NPOWM3BOAUTCS  MOHWTOPWHI MapaMeTpoB YPaBHEHWA W Npu
Pe3KoM MX U3MEHEHWUN feNnaeTcs BbIBOA O HanNWyum aHoManuii B Habniogaemom npotecce.

Mpouecc obHapyxeHus aHoManuii onNMcaHHbLIM METOOOM MpPeAcTaBMneH Ha pUCyHke 1, COCTOSALLEM U3 TPEX
rpacdmkoB. BpemeHHOM nNpomexyTok Ans Bcex rpadmkos coctaenseT 90 cekyHA M NpeacTaBfieH Ha ocu
abcumucc. 3a 3TOT BpeMeHHOW OTpes3ok, Obina npeanpuHsTa nonbiTka noameHbl ogHoro m3 IP appecos
WHTepeHTa B agpecHom npocTpaHcTBe YHuBepcuteTa. [logmeHa Obina coseplieHa Ha 14-ii cekyHae
[aHHOro BpEMEHHOIO MPOMEXYTKa, a Ha 73-1 cekyHe aTaka Obina 3aBepLueHa.

BepxHuii rpadwmk npegctaBnsieT coboW OLEHKY ONTUManbHOW pa3MepHOCTM NpocTpaHcTBa m  Ans
BMOXEHUS peKoHCTpympyemon mogenu. Kak BuOoHO u3 rpadwmka Ansi peKOHCTPYKUUM MOLENW AO0CTaTOYHO
BMOXEHWSA B MPOCTPAHCTBO pa3MepHOCTbIO HE MeHbLUue ABYX. Ha rpaduke He npeacTaeneHsl otcyeTsl ¢ 51-
ro no 90-1 Tak Kak rpadouk B 9TOW YacTU BPEMEHHOIO MPOMEXYTKa HE N3MEHSIET CBOEro NOBEAEHUS.

Ha cpepHem rpadmke npepctaBneHa oueHKka ONTUMANbHOIO MapameTpa BPEMEHHOW 3afepXku 7
Heobx0OMMOro Ha NepBOM Luare PeKOHCTPYKLUMM MaTemaTuyeckon Mopenu ceTeBoro Tpadwka. [aHHbIn
napameTp ucnonb3yeTcs Ana 3PMEKTUBHOrO NOCTPOEHNA MOAENN U NPeACcTaBneH Ha 4aHHOM PUCYHKe Ans
nepBoO/ YacTu BPEMEHHOro MNPOMEXYTKa C Lenbl AEeMOHCTpPauuuW ero He3aBUCMMOCTW OT COObITUN,
NPOUCXOASALUNX HAQ 3TOM BPEMEHHOM NPOMEXYTKE.

Ha HwxHem rpacuke npeactaBneHo MpPOCTPAHCTBO MapamMeTpoOB PEKOHCTPYMPOBAHHOM MOAenu CeTeBoro
Tpacduka. Ocb annuMkaT — MNOPSOKOBbLIA HOMEpP MapaMeTpoB CUCTEMbl YpPaBHEHWW, OMUCHIBAOLLMX
MaTemaTnyeckyto mogenb (3gecb 10-bii — 18-bIi NapamMeTpbl — COOTBETCTBEHHO 1-bii — 9-bIli MapameTpbl
BTOPOroO ypaBHEHMSI), @ OCb OpAUHAT — 3Ha4YeHns napameTpoB. Kak noka3aHo Ha NpeAcTaBrneHHOM rpaduke
Ha Havyano aTaku ykasblBaeT BCMSIECK MapaMeTpoB YpaBHEHWI Ha 4eTbipHaguaTton cekyHae. Bropon
3HauUTEnNbHbIVA BCNECK NapamMeTpoB Ha CEMUAECATON CEeKyHAe COOTBETCTBYET 3aBepLUEHUIO aTaku.

BoawmyLueHus B panoHe 30-1, 40- MoryT 6GbiTb OTHECEHbI Kak K UBMEHEHUIO COCTOSIHWS kKaHana CBA3N, Tak 1
K NOXHOMy cpabaTbiBaHWIO, YTO FOBOPUT O HEOOXOOUMOCTU AanbHenLero U3y4yeHmsi COCTOSHMS MOTOKa
ceTeBoro Tpaduka 1 napaMeTpoB ONUChIBaOLLEN MaTeMaTU4eCcKkon Mmoaenu.
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PucyHok 1 — BpemMeHHas Avarpamma napamMeTpoB PEKOHCTPYMPOBAHHOW MOAENM aTaku
Buga «nogmeHa |IP-agpeca»

Takum 06p830M, pa3pa60TaHHbu7| mMeToa 06Hapy>|<eHV|9| CeTeBbLIX aHOMarnui MNO3BOMSET BbIABMAATL aTakw,
BO3HMKaOLME B CETEBOM KaHane cBaAsu. [lpeumyliectBaMyn M3MOXEHHOro nogxoda MO CPaBHEHUIO C
KnacCn4eCKuMun CtatucTu4eCKMMmn mMetogamMmm ABNAKOTCA:

1. Bo03MOXHOCTb OBHapyXeHWsi aHOMarnuin Mo KOPOTKUM BPEMEHHbIM psAaM napamMeTpoB CETEBOro
Tpacduka. B cooTBeTCTBMM C WCMNONb3yeMON METOAWMKOW, [ONA PEKOHCTPYKUMU COCTOSHUS
ONHaMUYecKon cnuctembl HEO6X0AMMO BCETO OKOMO 5-6 OTCHETOB BPEMEHHOTO psila NapameTpoB.

2. OrtcyTcTBME HEOGXOAUMOCTM B MpefABapuUTENbHOM Mpeobpa3oBaHWM MHOpMaUMu O CeTeBoi
aKTMBHOCTM. B kauecTBe WUCXOAHbIX [aHHbIX [OCTATOYHO WCMOMb30BaTh BPEMEHHOW psf,
cofepxallmii MHOPMaLMIO O KONMYECTBE MaKETOB, NMPOXOASALLMX Yepe3 MarucTpasbHbIi kaHan B
€LIMHNLY BPEMEHM.

3. PaccmoTpeHHbIi MeToA MeHee 4YyBCTBUTENEH K BbIMUCHUTENbHLIM 3aTpaTam. HenpepbiBHOe
BblYMCIIEHWE NapamMeTpoB MaTemaTuyeckon mogenu TpebyeT Ha MHOro MeHblle CUCTEMHbIX
pecypcoB Mo CpaBHEHWIO C NpeABapuTensbHOM 06paboTKoM 1 CTaTUCTUYECKUM aHann3oM 6osbLmx
BbIOOPOK AaHHbIX.

4. TlpennoxeHHbli mMeTod OOHapyXXeHWs ceTeBblX aHOManuvin Mo BPeMEHHbIM psAaM OOHOro U3
nokasaTenen COCTOSIHUSI CeTu He TpebyeT Hanuuusa OaHHbIX U BPeMeHu Ans NpeaBapuTenbHOro
0By4eHusa cucTembl OGHapY>KeHNs aHOManum.

YuutbiBas ckasaHHOE BbilLE, MOXHO FOBOPWUTb O BO3MOXHOCTW MCMOMNb30BaHNA pa3paboTaHHOro meToda B
NPOaKTMBHOM AETEKTOpe CeTEeBbIX aHOManui B MarncTpanbHbIX KaHanax cBs3u. [leTekTop MOoXeT SBMATbCA
OTAENbHbIM MOAYNEeM CUCTEMbl OBHapyXeHWs BTOPXEHWI, MO3BOMNSAWMUM CBOEBPEMEHHO OBHapyxuBaTb
ceTeBble aHOManuu B KaHane cBA3N. Takon anemeHT cucTeMbl OBHAPY>KEHNS BTOPXXEHWUI MOXET BbINOMHATb
ponb «TPEBOXHOW KHOMKW», BKIOYatoLwen, npn obHapyxeHnn yrposbl, 4ONOMHUTENbHbIE CPeACcTBa aHanvsa
ceTeBoOro Tpaguka.
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O6dyckaums
Kopomsbicos C.HO.

Camapckum N'ocynapcTBeHHbIN A3pOKOCMUUYECKUA YHUBepcUTeT
Camapa, Poccus

X_rash_x@list.ru

Obfuscation
Koromysov S.Y.

Samara State Space University
Samara, Russia

X_rash x@list.ru

BbicTpoe passutne mynbtumeamna v WHTepHeT TexHOMOrvn B nocrnedHue rogbl Bbi3blBAaeT NOTPEOHOCTL B
3aLUMTe TaKoW MHTENNEKTYanbHON COOCTBEHHOCTU, Kak NporpamMmmHble npoaykTsl (MI7).

Paspa6oTtka Hanbonee agpeKTMBHOrO MeToda 3aliuThl AN TOrO WM MHOMO NPOrpamMMHOrO MPOAyKTa, B
HblHELHee BpeMmsi, CTaHOBWUTbCS OOHOW M3 BaXHbIX 3a4ad OGoNbLUMHCTBA NPOrpaMMMUCTOB, KOTOpble
3aHMMaloTCa pa3paboTkoi cneunannm3MpoBaHHOro, NNaTHOro nporpammHoro obecneveHus (MO), Tak kak 3To
Mo3BonseT UM MnpodaBaTb CBOWM WHTENNEKTyanbHbI TPYA, U UCKIIOYUTE BO3MOXHOCTM €ro HemneranbHOro
MCMosb30BaHUs cpean noTpebutenei, roBops MHLIMW CrOBaMK, MONb30BaTeNb HE CMOXET UCMONb30BaTb
OPUIMHaMbHY0, MULEH3NOHHYIO KOMUIO ONPeaeneHHOM NporpaMmMbl NPeABapUTENBHO HE KYNuB, He 3annaTue
neHer eé pa3paboTyunky.

3aTpaTbl npousBoAuTENen Ha cosfaHve 3PAEKTMBHOTO MeToda 3aluTbl UX MPOrpamMMHbIX NPOAYKTOB
OKYnalTCs U KOMMEHCUPYIOT MNoTeHuuanbHbii yuwepb, HaHOCMMbIA HeneranbHbIM KOMMPOBaHWEM U
UCMNOMnb30BaHWEM Nporpamm.
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Cnyx6a pearmpoBaHusi npeanpuATUA Ha UHUUOEHTbI
KOMMNbIOTEPHON 6€30MNacHOCTH
Kocmaues A.B.

ToMckuin rocyaapCcTBeHHbIM YHUBEPCUTET CUCTEM YNPaBeHUA U PaANO3NIEKTPOHUKU
r. Tomck, Poccusi

kosmachev@ms.tusur.ru

Enterprise response service to incidents of computer safety
Kosmachev A.V.

Tomsk state university of control systems and radio electronics
Tomsk, Russia

kosmachev@ms.tusur.ru

In process of increase of role UT the requirement for maintenance of corresponding level of service,
maintenance of maximum availability UT grows in the company - services. The business user should have
possibility to work at any time and to receive the decision of the problems if they have arisen, as soon as
possible.

The purpose of the given work is consideration of existing techniques of construction of services of reaction
to incidents of safety and realisation at the enterprise.

CSIRT (Computer Security Incident Response Team) - service which is responsible for reception,
consideration, and reaction to messages on incidents of computer safety.

In process of increase of role UT the requirement for maintenance of corresponding level of service,
maintenance of maximum availability UT grows in the company - services. The business user should have
possibility to work at any time and to receive the decision of the problems if they have arisen, as soon as
possible.

Possibility at occurrence of problems to address in corresponding service on the native language, especially
for the user who is not the highly skilled expert, it can appear a situation of incident solving for the successful
permission. Adding to it absence of expenses on the international telephone conversations, uniform time
zone (so also uniform working hours), possibility in need of departure of group of experts on a place, uniform
is standard-legal space and other factors, becomes clear, that the national Service of reaction to incidents
possesses conclusive advantage before use of alternative services.

The purpose of the given work is consideration of existing techniques of construction of services of reaction
to incidents of safety and realisation at the enterprise.

The problem of reaction to incidents of information safety (MB) and their investigations is today
simultaneously and popular, and the most scrupulous. During investigation and reaction to incident are
shown concrete vulnerability of information system, traces of attacks and intrusions are found out, work of
protective mechanisms, quality of architecture of system IB and its management is checked.

In general, in Russia there is variety of serious problems in this area: there is no uniform centre of registration
of incidents, the legislation lags behind, there are no open techniques and standards of the organisation of
process of reaction and investigation of incidents Mb. Where to address the company which have sustained
losses as a result of ill-intentioned computer incident? How it is possible to be prepared for such events what
preventive measures on prevention of incidents exist? Abroad already there are the standards describing
process of reaction to computer incidents.

Despite consecutive structure of a statement of stages service creation, at acquaintance with sources arises
not clear representation about stages of formation of services. Other technique of creation of a command of
reaction to incidents of computer safety therefore is offered.

IT security conference for the new aeneration

111


mailto:kosmachev@ms.tusur.ru�
mailto:kosmachev@ms.tusur.ru�

I(ASI’ERsKYﬁ KA(l'l:P(l(oro

Incident - this certain event which is not standard operation which interrupts the normal functioning of the
system fixed by automated systems of monitoring and control UT - infrastructures, compelling users to
address in the centre of support of software developers.

Group CSIRT should:

e to carry out monitoring of systems for the purpose of revealing of infringements of safety;

e to serve as the centre of an information exchange, processing arriving reports on incidents in sphere
of safety and dispatching to the major data about them to corresponding instances;

e to document and catalogue incidents in safety sphere;

e to raise level of knowledge of employees of the company about safety maintenance, thereby
reducing probability of new incidents in the organizational environment;

e to make the analysis yassumocTten and check on penetration;

e to collect data about new ya3sumocTsax and strategy of the attacks practised by malefactors;

e to study the newest corrections ON;

e to analyze and develop new techniques of minimisation of risks and yssBumocTein safety systems;
e torender advisory services in safety issues;

e regularly to correct and update existing systems and procedures

CSIRT (Computer Security Incident Response Team) — cnyx0a, KoTopas SBMsieTCA OTBETCTBEHHOW 3a
nony4YyeHne, paccMOTPEHMe, U pearMpoBaHne Ha coobLLeHUst 06 MHUMAEHTaxX KOMMbIOTEPHOM Ge30MacHoCTM.

Mo Mepe Bo3pacTaHua ponu WT B KOMnNaHwun pacTet I'IOTpe6HOCTb B obecneyeHun COOTBETCTBYHOLLEro
YPOBHA cepBUca, obecneyeHnn mMakcumanbHoM LOOCTYNHOCTU nT - ycnyr. BuaHec-nonb3oBaTenb OOMKEH
MMeTb BO3MOXXHOCTb pa60TaTb B ntoboe BpeM4da M NonyynTb pelleHne CBonx npo6r|eM, €CIT OHU BO3HUKIN,
KaK MOXHO 6bICTpee.

B0O3MOXHOCTb Mpu BO3HWKHOBEHWW MpobrneMm obpaTuTbCA B COOTBETCTBYIOLLYIO CNyXOy Ha poOAHOM SA3bIKe,
ocobeHHO ONnS nonb3oBaTens, He SBMSIOLWErocsi BbICOKOKBANUMUUMPOBAHHBIM CMELUanmMcToM, MOXeT
oKasaTbCsl peluatoLleint Ans YCrNeLHOoro paspeLleHns cutyaumm nHumaeHTa. [lo6aBnss k 3ToMy OTCyTCTBUE
pacxogoB Ha MexAyHapodHble TenedgoHHble MeperoBopbl, €OuHbI YacoBOW NOSAC (@ 3HAYUT U eduHble
pabouve 4acbl), BO3MOXHOCTb MpU HeoOXOAMMOCTU Bble3da rpynnbl CreuuanMcToB Ha MECTO, eauHoe
HOpPMaTMBHO-NPaBOBOE NPOCTPAHCTBO U Apyrne pakTopbl, CTAHOBUTCS NMOHATHO, YTO HaLuMoHanbHas Cnyx6a
pearMpoBaHWs Ha WHUMOEHTb 06nagaeT HeoCnopyMMbIM MPEMMYLLECTBOM MNepes  WUCMOoNb30BaHMEM
anbTepHaTMBHbIX CNYXO6.

Llenblo paHHOW paboTbl SABMSIETCS PACCMOTPEHUE  CYLLUECTBYHOLUMX METOAMK MNOCTPOEHUs  Cryx6
pearnpoBaHusi Ha MHUMAEHTbI 6e30NacHOCTU U peanusaumst Ha NpeanpusaTui.

lMpobnema pearmpoBaHus Ha WHUMAEHTHI MHOpMaumoHHon GesonacHoctn (MB) n ux paccnegosaHus
SABMNSETCA CerogHs OAHOBPEMEHHO W MOMynspHOW, W caMon LweneTunbHon. WmeHHo BO Bpems
paccnefoBaHns M pearmpoBaHNs Ha WHUMAOEHT MPOSBASIOTCS KOHKPETHblE YS3BMMOCTU MHAOPMaLMOHHON
CcuUCTeMbl, OBHapyXuBaloTCA crnefbl atak M BTOPXEHWIW, npoBepseTcs paboTa 3aluMTHLIX MexaHW3MOB,
Ka4ecTBO apxuTekTypbl cuctemsl Ib 1 ee ynpasneHus.

Boobue, B Poccun cyliecTByeT Uenbin psg cepbe3Hbix npobnem B 310N 0bnacTu: HeT edMHOro LeHTpa
perncTpaunm MHUMOEHTOB, OTCTAeT 3aKOHOAATENbCTBO, HET OTKPbITbIX METOAMK U CTaHAAPTOB OpraHn3aummn
npolecca pearmpoBaHus U paccrnegosaHus mHumgeHtos MB. Kyga obpalyatbca komnanum, notepnesLlen
yObITKM B pesynbTaTe 3M0YMbILLAIEHHOrO KOMMbIOTEPHOrO MHUMAEHTa? Kak MOXHO MOAroTOBUTLCH K TaKoro
poaa cobbITMAM, Kakve CyLeCcTBYIOT MPEBEHTUBHbIE MEpPbI MO NPefoTBpaLLeHnio HUMaeHToB? 3a pybexom
yXe CyLLeCTBYIOT CTaH4apThbl, ONMChIBAOLLME NPOLECC pearmpoBaHUs Ha KOMMbIOTEPHbIE MHUMAEHTHI.

HecMoTpsi Ha nocnegoBaTenbHyl0 CTPYKTYPY W3MOXEHUS 3TanoB co3gaHue crnyxobl, Npyu 03HaKoOMIeHUU C
WUCTOYHMKaMM BO3HWKAET He SCHOe MpeacTaBrneHne o 3Tanax ¢opMupoBaHust cnyx6. [oatomy
npepnaraeTtcs Apyrasg MeToouKa co3faHus KOMaHAbl pearvpoBaHuMs Ha WHUMOEHTbl  KOMMbHOTEPHON
©es3onacHocTu.

MHumgeHT- 970 Hekoe cobbiTMe, He sBMRsOLWeecs  CTaHOapTHOM onepauuen, KoTopoe npepbiBaeT
HOopMmarnbHoe (PYHKLMOHMPOBaHWE CUCTEMbl, 3aMKCMpOBaHHOE aBTOMAaTU3MPOBAHHLIMKM  CUCTEMaMU
MOHUTOpPUHra un koHTpona WT - uHMpacTpykTypbl, BbIHYXAas nonb3oBartenen obpawaTsCa B LEHTP
noaaepXkku paspaboTynkoB NporpaMmmHoro obecneyeHms.
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[pynna CSIRT gomxkHa:

. NPOBOAUTL MOHUTOPUHI CUCTEM C LIENblO BbIABMEHUS HapyLUEHUN 6esonacHocTy;

e CNyXWTb LEHTPOM WH(OPMaLMOHHOTO obMeHa, ob6pabaTbiBasi MocTynawwme OTyeTel O
npoucllecTBusix B cdepe 6Ge3onacHOCTM W paccbinas BakHeWlune [aHHble O  HUX
COOTBETCTBYIOLLMM UHCTaHLUSM;

o OOKYMEHTMPOBaTb N KaTanormsnpoBsaTb NpoucLecTemaA B cd:)epe 6e3onacHocTy;

o NnoBbILLAaTb YPOBEHb 3HAHWUIA COTPYAHWKOB KOMMaHUM 06 obecneyeHun 6e30MacHOCTU, TEM CaMbiM
YMeHbLlaa BEPOATHOCTb HOBbIX NPOUCLLECTBUIN B OpraHM3aLMOHHON Cpeae;

o npon3BoanTb aHann3 yHSBMMOCTeIZ 1 NPOBEPKY Ha NPOHNKHOBEHUE;

. COﬁVIpaTb cBeaeHusA o HOBbIX YyA3BUMOCTAX n cTpaTtermax artak, NMPaKTUKyeMbIX
3M0OyMbILUNEHHUKaMK;

e u3y4yaTb HoBeuLMe ucnpasneHus NO;

e  aHanuaupoBaTb M pa3pabaTbiBaTb HOBblE METOAMKN MUHUMMW3ALIMN PUCKOB U YSI3BUMOCTEN CUCTEMBI
©e3onacHocTy;

. npenocTaBnATb KOHCYNbTaTUBHbIE YCITYTX MO BONMpocam Ge3onacHocTy;
° perynapHo KoppekTtnmpoBaTtb 1 06HOBNATL cyulecTBsytoine cuctemMmbl U npouenypobl.
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Co3paHue yHudUMpoBaHHOro cpeacTBa 3alliuThbl OT Yrpo3
Kykano N.A.

ToMckuin rocyaapcTBeHHbIM YHUBEPCUTET CUCTEM YNpPaBIeHUsS N PaAUO3NIEKTPOHUKN
r. Tomck, Poccus

i@kukalo.ru

Creation of a unified threat management system
Kukalo I.A.

Tomsk state university of control systems and radioelectronics
Tomsk, Russia

i@kukalo.ru

Unified threat management (UTM) is used to describe network firewalls that have many features in one box,
including e-mail spam filtering, anti-virus capability, an intrusion detection (or prevention) system (IDS or
IPS), and World Wide Web content filtering, along with the traditional activities of a firewall. Main goal of this
research is to create own open-source based UTM system, that has almost all capabilities as their
commercial analogs.

YHundukaums 3axeaTtbiBaeT camble pas3nunyHble obrnactm UT, u otpacnb NB He ABRNSETCS MCKIOYEHUEM.
MHorve akcnepTbl MpeackasbiBaloT KOMMIEKCHBIM YCTPOWCTBaM YMNpaBneHUst 3alluTon OT yrpo3 Gonbluoe
oynywee [1]. TnaBHas uenb AaHHOM paboTbl co3fgaHune cucteMbl UTM (yHudbuUMpOBaHHOrO ynpaBneHus
3awmTon oT yrpos), Ha 6a3e cBobogHoro nporpammHoro obecneyenusi (CrMO) [2] ¢ OTKPbITBIM UCXOOHBIM
KOOOM, a Takke OLEeHKa W CpaBHEHVWE CUCTEMbl C ee KOMMepyeckMMu aHanoramu. [laHHoe yCTpoOWCTBO
OpUEeHTMpOBaHO Ha noTpebutenen wn3 cermeHta Manoro u cpegHero 6usHeca, rae 0cobo BaxHO
MCNonb3oBaHue YCTPOMCTB C MUHUMAIbHOMW CTOMMOCTbIO, MPOCTLIMU U TMOKMMU MeXaHU3MaMy BHEOPEHUS U
aKkcnnyataumm.

B HacToswee Bpems cuctembl UTM BkMoYaloT cneayowne mexaHuambl 3awuTbl [3]:

e MCQO. PasrpaHnumBaeT JOCTYN K BHYTPEHHUM U BHELLHWM pecypcaM, y4acTByeT B ayTeHTUdMKaLmm
nonb3oBaTenen n ayaute cobblTUN Ha KOHTPONUPYEMOM NPOCTPaHCTBE;

e Cuctema o6HapyxeHus/npegoTBpalleHs aTtak. AHanM3 CceTeBOW aKTUBHOCTM W  BbISIBIIEHUE
aHomanum;

e Cpepgcteo noctpoenns VPN. ObecneuvBaeT KoHpMAEHUMANbHOCTbL AAHHBIX, NepefaBaemblX Mo
He3alUMLLeHHbIM KaHanam cBsAsu;

e Cwucrtema KOHTpons AocTyna K wHTepHeT-cavTam (dwunbtpaums URL). Peanusyet nonutmky
6e3onacHOCTM AoCTyna K pecypcam ceTu MIHTepHerT.

e AHTMBMpPYC M nogcucTemMa 3awuTbl oT wnuoHckoro MO. BeigsneHne spegoHocHoro MO B HamGonee
pacnpocTpaHeHHbIx npotokonax - HTTP, SMTP, FTP n POPS;

e B kauvecTBe 4ONOMHUTENBHBIX OMNUMIA, B TaKNX CUCTEMAX YacTO NCMONb3YTCA:

e CucTema KOHTPOMS 3NEeKTPOHHOW nouThl. [o3BonsAeT oTcnexuBaTb yTeuky no e-mail 3a npepensl
KOHTPONUpyemoro nepumMeTpa KoHduaeHUMansHon nHcopmauuu;

e AnTucnam. MNpegoTBpallaeT HECaHKLMOHUPOBAHHbIE, MACCOBbIE PACCHINKW.

Ha HayanbHoM aTane pa3paboTku, 0ocoboe BHUMaHWe GbINo yaeneHo aHanuay pbiHka cuctem UTM, KoTopblii
NO3BOJWI BbISIBUTb CrieaytoLLee:

o Kommepueckme npoussogutenn cuctem UTM, noscemectHo ucnonbaytot CrO, ato n OC Red Hat
(npoaykumsi komnaHum CheckPoint), 1 OC FreeBSD (npogykums komnauuu WHdopm3sawmTa,
Juniper Networks) n t. g.;

e Ha pbHke CINO He cywecTtByeT ycnewHblx peanu3aumm cuctem UTM, cpaBHUMBIX no
(PYHKUMOHANBHOCTU C KOMMEPYECKMMM aHarnoramu, XoTsi CTOUT 3aMeTuUTb Hamnuume GonbLioro
KONM4YecTBa yCreLUHbIX peanv3aumnin otTaenbHbIX coctaBnsowmx cuctem UTM,;

e Bbicokaa cToMmocTb KOMMepyeckmx peanu3aumn cuctem UTM, 3saTpygHAeT wucnonb3oBaHue
npoaykumm B cpepe Marnoro n cpegHero 6usHeca, Kotopble 06ragatoT orpaHNYeHHbIM GHOKETOM
Ha UB;
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Takum obpasom, 6bINo NPUHATO pelueHne o6 ncnonb3oBaHUM Hambornee yaayHbIX peann3auuin NpoayKToB
CIO B cobctBeHHON peanu3aumm cuctembl UTM. naBHbIMKM TpeboBaHMaMM K ncnonbdyemomy MO 6binm
BbIABVHYTbI €70 CTaburnbHOCTb, PYHKLMOHAMLHOCTL, @ TaK e TexHudeckas nopaepxka. PeanusosaHHoe
KOMMIEKCHOe YCTPOWCTBO BKMoYaeT B cebs nydwme HapaboTku pbiHka CIMNO n siBNseTcs MakcMmarbHO
coBMeCcTUMbIM € 10 CTOPOHHMX Npon3BoANTENEN 3a CHET UCNOMb30BaHNS CTaHAAPTHLIX NPOoTokonoB IPSec,
PPTP, ICAP, X.509, LDAP u T. A. icnonb3oBaHune kpuntorpatmnyeckux CpeacTs orpaHUYeHo 3apybexHbiMu,
HO Hambonee pacnpocTpaHeHHbIMK anroputmMamu wugposaHuns - DES, 3DES, Blowfish, AES, anroputmam
xewmpoBaHus - MD5, MD4, SHA-1, SHA-2, a Tak e anroputmamu peanusaumm 3LIM - RSA, DH, DSA.
Mcnonb3oBaHne POCCUMICKMX KpunTorpadnyeckmx anropuTtMOB MNPUCYTCTBYET Ha 9KCMepUMeHTasnlbHOM
YPOBHE U He ABNseTcs HeobXxoanuMbIM Ans Leneson ayautopum cuctemsl UTM.

dopmarnbHble TpeboBaHWs Mo ypoBHIO 3awwmTel oT HCI B COOTBETCTBUM C HOPMATUBHOW JOKYMEHTaLuen: 4o
1, cootBeTcTBME MpumeHaemoro MCO TpeboBaHMAM 4YeTBEpPTOro Krnacca 3alulieHHOCTWU, COOTBETCTBUE
npumeHsembix CBT TpeboBaHMAM LLECTOro Kknacca 3aluLLeHHOCTH.

CtpyktypHasa cxema Cb npencrtaBneHHas Ha pucyHke 1. O ucnonb3yemoe B Cb, aBnsetca 6ecnnaTHbIM 1
cBOGOOHO pacnpocTpaHsieMbiM 1M No3BonsdeT obecneunTb crieqyoLyo MYHKLUNOHANBHOCTb:

e  3awwuTa BHYTPEHHEro nepumeTpa OT BPEAOHOCHOIO U LUMMOHCKOro Tpaduka;
e Ob6begunHeHne unUanbHON ceT TeppuTopuanbHO pa3po3HEHHOW opraHnsaumn B eauHyio JIBC;
3awmTa BHyTpeHHero nepumeTtpa oT HC[] o CTOPOHbI 310YMbILLIIEHHUKOB;

e  KoHTponb uenoctHoctu cuctembl UTM, pacnonoxeHHOW yaaneHHoW TepputopuansHo;
e OnNTUMM3auUMS U KOHTPOMb UCMONb30BaHNSA PecypcoB ceTu IHTepHeT;
e [eHepupoBaHune n obcnyxmeaHue Kpuntorpaunyecknx cepTmdmnKaTos.
By Ty eBERGI meprmaeTh By i ermedt meprprdeTs
VI COB LTS > Cepsep VPN > Crcreraa T
Y i B
Ammmmpyemeiimmos | PPTP, 351, [PRec T
¥ ITogeee Tena BOHTROTE
N ILIENI0CTHO C TH
[poxce-cepsep [—%  Fenmpoparme
: i
CCOE [ JIBC < [Togeme Tena JIBC
AT
Crereraa T
Homomesrre e HeE odie
InasHeDi oditc oprass o OpTAHME AL
¥
IMogewe Tena yOAMSHEOND g0CTYVIIA

Puc. 1. CtpyktypHasa cxema Cb

B panbHeMwuMx nnaHax MHTerpauusi B MNpoekT mogyns no 6opbbe co cnamom, a Tak e co3faHue
yNpoLLEeHHOro MHTepdelica ynpaBneHus, Ana aToro B coctaB Cb BknioyeHa nogaepxka pa3paboTok Ha
asbike Java (MO Apache+Tomcat).

Ynpaenenne cuctemon UTM ocyliecTBnseTcsa C NOMOLLbIO KOMaHAHOW CTPOKM (no npoTtokony SSH) u
6onbLIOro KOMMYecTBa [OKYMEHTUPOBAHHbIX KOHMUrypauMoHHbIX ainoBs, peanusylolwme pasnuyHblie
cueHapun npumeHeHnss CB (cm. pucyHok 2). PacnpoctpaHeHnue [10 ocyuiecTBngeTcsa no cpencresam
UCMNOMb30BaHNA MYNbTUMNATHOPMEHHBLIX 3arpy304HbIX AUCTPUOYTUBOB, a Tak Xe No CpeAcTBaM YCTaHOBKU
anctpubytmea Ha OC FreeBSD. MNpeagycmoTpeHa ceTeBasi BEpPCUSt YCTAHOBKU CUCTEMBI.
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Puc. 2. CtpykTtypHasa cxema ynpasneHus cuctemon UTM

Ona oueHkn adpdekTMBHOCTM npeanoxeHHo CB 6bINO Npou3BeAeHO KaTeropvMpoBaHve WHdOopMauum
noanexallen 3awimrte Ans TMNOBOW OpraHM3auun, 1 MeTodoM 3KCNepTHOW oueHKu [7] npousBeneH aHanus
puckoB 8o 1 nocne BHegpeHuss CB. B npouecce kateropupoBaHus, Obinv BbleneHbl cnegytolme Knacchbl
UHOpMaLuK:

e  OTKpbITas MHpopmauus;
e  KOHMAeHUManbHasa nHpopMaums:

— MHpopMaumMs, COCTaBNAOWAsas KOMMEPYECKYIO TanHy — KOHduAeHumanbHas uHdopmMaums,
AaroLwas npevMyLLecTBo NpeanpuaTuio B cdepe ero KOMMEpPYECKo AeATENbHOCTU B Culy ee
HEen3BEeCTHOCTM TPETbUM NMLaM U 3alyLiaemas npeanpusaTuem;

— MHdopmauust Ansa cnyxebHoro nonb3oBaHWs — CBeAeHWs, pasrnalleHue KOTOPbIX MOXeT
cTaTb MPUYUHOW HapylleHus pexuma 6e3onacHoOCTM unu HaHecTw yuepb npegnpuaTuio, ero
COTPYAHMKaM MW KOHTPAareHTaM, KpoMe CBeAEHWI, OXPaHAEMbIX APYrMMU 3aKOHaMW;

— nepcoHarnbHble OaHHble — VIH(bOpMaLWIﬂ O COTpyAHWKaXx, B TOM YuUclne nacnopTHble OaHHble,
agpeca, cemeriHoe, coumanbHOe, MMYLLECTBEHHOE nornoxeHue, obpasoBaHue, npodeccus,
apyrast tHcopmaums.

OnpepenexHne yrpo3 6e3onacHocTn npoBogunocb B cootBetcTBUM ¢ FOCT P 50922-96 «3awwuta
uHdpopmauun. OCHOBHbIE TEPMUHBI U onpeaeneHns» [8], cormacHo KOTOPOMY MOXHO BbiAENWTb ABa Tuna
yrpo3 6e3onacHocTu:

e CBfi3aHHble C HEKOHTPONMpPyeMbIM pacnpocTpaHeHueM 3aliuliaemMon MHOpMaLun — YTeyKon
(pasrnawenve, passegka, HCL);

e CBfi3aHHble C HEeCaHKUMOHMPOBAHHbLIM BO3OEWCTBMEM Ha WHGOpPMauMio W ee Hocutenu
(BO3OEncTBUE C HapylleHWeM YCTaHOBMEHHBLIX NpaB W/WMnW NpasBun Ha M3MeHeHue MHopmalmn,

NPVBOASLLETO K WCKaXXEHWIO, YHUYTOXEHWUIO, KonupoBaHuio, GrokupoBaHWi gocTyna K
WMHOpMaUMK, a Takke K yTpaTe, YHUUTOXEHUO UM cHO (PYHKLUMOHUPOBAHUS HOCUTENS
UHdopMaLun).

B kayecTBe aKCMepTOB npuBrekanucb HayanbHWK otgena WT, a Tak rmaBHbIA chneuuanqct cryx6bl
6e3onacHocTn unuana MasnpombaHk (OAO) B r. Tomcke.

MprMeHeHVe CNPOEKTUPOBaHHOW CUCTEMBbI 3aLUMTLl MO3BOMMUIIO CHU3WUTL paccYuTaHHble MHAOPMALMOHHbIE
pYCKM OO YPOBHS NpuemMnemblx. B cpegHem CHUXeHWe ypoBHEW BbICOKUX U CPEAHNX PUCKOB COCTaBMUIO:

e [1ns nHdopmaumm cocTaBnsoLLEN KOMMEPYECKYO TariHy 78 %;
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e [1ns uHdopmauumm cnyxebHoro nonb3osaHus 69 %.

Bonee nogpoGHble pe3ynbTaTbl CHUXEHUSI PUCKOB NpuBeaeHs! B Tabnuue 1.

Tabnuua 1 — Pe3ynbTaTbl CHUXKEHUS1 YPOBHEW BbICOKUX U CPeaHUX PUCKOB

Kommepyeckas HCL c nocnegytoLlen yTeykon 66

TanHa Moaundukaumsa nHdopmauum (YHUITOXEHWe,

nckaxeHue, 6brnoknpoBaHue) R

Moandukauma nHdopmaumn (nogaenka) 75

WMHdopmauns  aonsa HC[ c nocnegytoLlei yTeykon 50
ronsosams R lin =
[Je3opraHu3aums dyHkumoHmpoBaHus AC 75
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AKTMBHas cuctemMa obHapyXeHus onacHbIX cepBepoB
JlormHoB B.B.

MocKkoBCKUi MHXXeHEePHO-thU3NYECKUN UHCTUTYT
r. MockBa, Poccus
passvvordoff@gmail.com

Active system for detecting dangerous servers
Loginov V.V.

Moscow Engineering Physics Institute
Moscow, Russia
passvvordoff@gmail.com

Objects:

Obiject of this research is a Client Honeypot (Active System of Detection Dangerous Servers, further ASDDS)
programs.

Object is research and simulate work of ASDDS program.

In work process experimental research of auditing was executed in OS Windows XP. Changes in registry and
file system was observed in case work in Internet, for goal of determine processes which are infects
computer and further observation active of malicious program.

This area not researched fully by reason of new theme, also there not found any publication on Russian
language, therefore work had made have scientist and practice value.

Results:

In course of work test of program model is successful executed on the study mold, which was created
beforehand. Also in course of research infected web-site was found. System had revealed it efficiency in that
case. Every result was saved and analyzed.

Structure and classification of ASDDS program was made out, also was explored specification for
architecture of program and it's work.

Classification of system based on type and level of interaction, was submitted. Architecture and working of
program made out. Advantages and disadvantages of different functions and variants of realizing and
applying of system are considered for different kind of system. Demands for developing are revealed.
Approach for rating was offered. Algorithm of work was simulated.

Applicability:

Programs of this type may be applied in area of analysis of dangerous in network, and also determining of
dangerous servers and malicious software. Results of work system can be applied for further develop
defense and in time notice users about danger. In creation of ASDDS interested antivirus companies and big
servers, like hosting, e-mail servers, internet providers etc.

Lenu:

O6bekTom aaHHoro nccnegoanusa asnsatTca Client Honeypot (AktuBHas Cructema O6HapyxeHnst OnacHbix
Cepsepos, B gancHerwem ACOOC) nporpammei.

Llenbto saBnsieTca nsyuntb n cmogenuposaTs paboty ACOOC nporpammei.

B npouecce paboTbl NpoBOAUNNCE KCNEPUMEHTanbHbIe nccnegosaHns seaernsa ayaguta 8 OC Windows XP.
Habniopanuce nameHeHns B peectpe 1 B hannoBon cucteme B krode pabotbl B ceTn VIHTEpHET, C uenbto
0GHapy>XuTb NPOLIECC 3apaXeHns 1 AarnbHenwmne encTBUA BPEAOHOCHbIX NPOrpaMm.

[aHHas obnacTb Ha CeroAHsILIHWM AeHb UCCrefoBaHa He MOMHOCTbIO MO NPUYMHE HOBU3HBI TEMBI, K TOMY XXe
He OblNo HaWgeHO HW OOHOM NyGnMKauMM Ha PYCCKOM $3blke Ha TeMy nogoGHoro pofa, Mo3TOMYy
npoBefeHHas paboTa UMeeT HayuYHYH U NPaKTUYECKYHO LIEHHOCTb.
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Pe3ynbTaThl:

B xoge paboTbl Gbinu npoBedeHbl yCMellHble WCMbITaHWA MOAENU NporpaMMbl Ha yv4ebHOM Mynsxe
co3fjaHHOM 3apaHee. Tak e B xoge wuccnefoBaHWn Obiln oBHapyxeH peanbHbIl pabounin BapuaHT
3apaxeHHoln Beb-cTpaHuupl. Cuctema Takke nposiBuna 3pdeKTUBHOCTb B XO4E€ €€ WUCMbITaHUsi B TaKux
ycnosusix. Bce pesynbratbl paboTbl 6bInv COXpaHeHbl M NPOaHanu3npoBaHbl.

[eTtanbHo pasobpaHa cTpykTtypa ACOOC nporpammbl, 1 Ux knaccudukaums BbisiBNeH psg TpeboBaHui kK
apxXUTEKType nporpammel 1 ee paboTe.

MpeacraBneHa knaccudukaumss CUCTEM MO TUMaM M YPOBHI B3auMMopencTBus. [eTanbHO pasobpaHa
apxutektypa un dyHkumoHupoBaHne ACOOC. PaccMOTpeHbl MpeumyllecTtBa U HedoCTaTKM pasfmyHbIX
PYHKUMIA 1 BapMaHTOB peanusauuun, a Takke obnact NnpuMeHeHUs pasnnyHbIX BUOOB CUCTEMBI. BbisiBneH
psa TpeboBaHui k paspabotke ACOOC. OnpegeneH noaxon K oueHke kadecTtBa cuctembl. CMoaenmpoBaH
anropuTtm paboTbl.

MpumeHnMoOCTb:

[Mporpammbl onMcaHHOTO TUMa MPUMEHUMbI B cdepe UCCrefoBaHW OMacHOCTU paboThbl B ceTu, a Takke
OBHapy>XeHUss onacHbIX CepBepoOB W BPEOOHOCHbIX nporpamm. PesynbTtatbl paboTbl cuctembl nogobHoro
poAaa MpvMeHUMbl AN nocnegytowen pa3paboTku 3awmThl, @ Takke CBOEBPEMEHHOro MnpedynpexaeHus
noneb3oBaTtene O noTeHumanbHon onacHocTu. CosgaHnem ACOOC 3auHTepecoBaHbl, B OCHOBHOM,
aHTUBMPYCHblE KOMMaHUW W KPYMHble cepBepa, B TOM YUCIle PasfNyHble XOCTMHIU, MOYTOBblE CEpPBEpH,
nposavgepbl UTn.
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ABTOMaTM3NpoOBaHHaA cUCTeMa 3alUTbl CauTa,
pa3paboTaHHOro Ha fi3bike nporpammupoBaHus PHP ¢
ucnonb3oBaHMeM cepBepa 6a3 gaHHbIXx MySQL, oT aTtaK TMna
SQL-uHbeKuua, PHP-UHBbeKUMA N MeXCauTOBbIN CKPUNTUHT
nyxo6a pearnpoBaHuA NpeanpUATMA Ha UHUMUAEHTbI
KOMMNbLIOTEPHON 6€30NacHOCTH
[Mpuxoabko M.A.

UHcTutyT NocypapcTBeHHOro YnpaeneHnus, NMpaBa n MHHOBaUMOHHbIX TexHonorum
r. MockBa, Poccus

spex19@mail.ru

An automated security system for a web-site developed using
PHP and MySQL, protecting against SQL-injection, PHP-
injection and Cross Site Scripting
Prihodko M.A.

Institute of Public Administration, Law and Innovation Technologies
Moscow, Russia

spex19@mail.ru

Annotation: This work describes the mechanism of the automated security system of the web-site developed
with the usage of PHP and MySQL, protecting from SQL-injection, PHP-injection and Cross Site Scripting.
The weak spots of “black-list” filter are discussed and the solutions for these problems are given.

A3sbik web-nporpammupoBanus PHP n cepeep 6a3 gaHHbIx MySQL — Yallle Bcero ucrnonb3yemasi Ha CerogHs
«CBA3Ka» TexHonorun pans paspabotkm web-catoB. Kak u B nwoboi gpyron cdepe, y Takow
pacnpocTpaHeHHOCTN ecTb obpaTHasi cTopoHa — web-caiTbl, pa3paboTaHHble no cxeme PHP+MySQL,
npuBnekaT HambonbLiee BHUMaHWe 3MOYMbILLNIEHHNKOB, @ METOAb! UX B3[TOMa COBEPLUEHCTBYIOTCS KaXAbINn
OeHb.

Web-canTbl, paspaboTaHHble Ha A3bike PHP ¢ ncnonb3oBanvem CYB[ MySQL, ysi3BMMbI Anst atak Tvna
SQL-MHbekuusi, PHP-UHbEKLMA U MeXCaWTOBbIA CKPUMNTUHI. OTWM aTaku 3aTparMBaloT BcCe acnekThbl
paboTbl ¢ web-caiitom — cepep CYB[, dainnosbli cepBep, Ha KOTOPOM BbINoNHseTcs uHTepnpetatop PHP,
W Jaxe KIMEHTCKYI0 MalUuHy, Ha KOTOpPOW BbINOMHATCA Javascript-ckpunTtbl. [eueHTpanusoBaHHas
npoBepka MNepeMeHHbIX B YCNoOBMsSX OypHO pas3BuMBalOLLErocs WM MPOCTO OYeHb KPYMHOrO MpoekTa
Hen3bexHO NMPUBOAUT K BO3HUKHOBEHMWIO «Ablp» B KOAE, KOTOpble He3aMeanutenbHo atakytoTcsl. [Moatomy
Heobxo4vMa NpoBepKa NepeMeHHbIX He B KaX40M KOHKPeTHOM criyyae, a B camoMm Ha4yane kaxgoun PHP-
CTpaHuubl, MNpUYeM MpoBepka aBTOMATU3MPOBaHHAs W YyHUUUMPOBaHHadA. OTa npoBepka [OrkKHa
OCYLLECTBNATBCA CreumnanbHon cuctemon GesonacHocTu, koTopas OyaeT He Tonbko obHapykvBaTb U
6rokvMpoBaTb ataku, HO U yBeAOMIATb O HUX agMMHUCTpaTopa web-canTta, a Takke NpoTOKONMpoBaTh BCe
HeCcaHKLMOHNPOBaHHbIE AeNCTBUS noceTuTenen web-canta.

Cuctema 6e3onacHocT geneGuard NoCTpoeHa Ha OCHOBE MHTENMEKTyanbHOro MexaHuama unbTpauum no
NPUHLMNY «YEepHOro Cnucka», Korga 3anpeLlaeTcsl Ucnonb3oBaHWe onpegeneHHoro Habopa cnos. [pu
dopmupoBaHnm HTML-TekcTa cTpaHuubl Moaynb 6e30nacHOCTM MNpPOM3BOAMT NPOBEPKY MNepPeMEeHHbIX,
nepegaBaemMbix metogamm GET n POST — B TekCTe 3HayeHUs1 NepemMeHHOW BedeTcs MOWUCK OOHOro u3
3anpelleHHbIXx crnoB. Ecnv ataka He Obina obHapyxeHa, WCNOnb3yeTcs OpUrMHanbHOE 3HayveHue
nepemeHHon. Ecnu aTtaka Obina obOHapyxeHa, nepeMeHHas aHHynupyeTcs, a BcA uHdopmaums o6
aTakyloLem 1 caMoi atake npoTokonupyeTcs B 6a3e AaHHbIX.

Onsa 6opb6bl ¢ PHP-uHbekyuel B Ha4vane napameTpa (nepeble 4 cvMBONa) BbISIBIISAETCA Hanvuue criosa
http, KoTopoe TpakTyeTcs Kak nogo3peHue Ha BbinonHeHne PHP-unbexkyuu. B aToM criyyae B Havano
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3HayeHUs1 aBToMaTnyeckn fobaBnseTcs cnoBo "cebiika: ", a agMUHUCTPATOpP MonyyaeT npeaynpexaeHue o
BO3MOXHOW NOnbITke aTakn Tuna PHP-nHbekuus.

[obGaBnsemoe cnoBo "ccbiika: " NO3BOMSET, BO-NEPBbLIX, B Cllydyae pearibHOW aTaku ee HelWTpanusoBarb, a
BO-BTOpPbIX, B CIly4Yae KOPPEKTHOM (a 3Ha4uT 6e30MacHOi) CCbIIKU €€ COXPaHWUTb, HE HapYyLUUB MpU 3TOM
CMbICITOBOrO COAEPKaHWSA 3HAYEHUs napameTpa.

dunbTpaums aTak TMna MeXxcanToBbIN CKPUNTUHT NPOU3BOANTCA MO cnoeam <script> n </script>.

dunbTpauus atak Tuna SQL-MHBLeKuMsa Npou3BoAUTCA MO LeNOMY MEPEeYH0 3anpeLUeHHbIX CroB, COCTaB
KOTOpPOro 3aBWCWUT OT KOHKpPETHOro 3awimuiaemoro cepsepa CYB[ (B Hawem crniydyae — MySQL). Ons
06paboTkn «MorpaHMyYHbIX» CUTyaumi (3HavyeHun Bupa "selection”, yacTb KOTOPLIX SABMSETCA KOMaHOOW
a3bika SQL) nocne obHapyxeHus 3anpeLlleHHOro crioBa MpOBEpSsITCS Npeablaylwuid U cnegylowmn 3a
cnoBoM cumBonbl. OKoHYaTenbHOe GNOKMpOBaHME MPOUCXOAMT B Criydae MNOATBEPXKAEHUS OOHapyXeHus
«OTOENbHO CTOSILLEro» CrioBa, OKPYXEHHOro cneuvanbHbiMu cvMMBonamu (npobern, ckobka, * u gpyrue).
CnMCOK Takmnx «CUrHasnbHbIX» CUMBOJSIOB A1 KaXJ0ro 3anpeLeHHOro CroBa MOXeT OTNINYaTbCsl Y XPaHUTCS
B HAcTpoMKax cucTembl Ge3onacHocTu. B Tex cnydasix, koraa 3To BO3MOXHO, AOMOSHUTENBLHO NPOU3BOAUTCS
aHanu3 Ha Hanuuue Luenomn «cTpykTypbl» SQL-3anpoca, Hanpumep 3a crnoBoM select gomkHO cnepoBaTb
cnoso from.

[na 6opbbbl ¢ Hanbonee pacnpocTpaHeHHbIMW MeTodamun «obxoga» UALTPOB Mepesd aHanu3oM
NPon3BOANTCS YHUDMKALMA 3HAYEHUN NepemMeHHbIX. Bo-nepBbix, 3HayeHue napamempa rpedsapumersibHO
aHanusupyemcsi Ha Hanu4ue hex-ko0o8, Komopsble rpeobpasyromcsi 8 KOOUPO8Ky ascii. Bo-BTopbix, neped
cpasHeHUeM 3Ha4YyeHuUe rapamempa U 3anpeuweHHo2o cr108a npuHyoumensHo rnepeesodsmesi 8 0OuUH U mom
XXe peaucmp (BEPXHUMA UM HUXKHWIA).

Ewe oauH cnocob «M3MeHUTb» KoL aTaku 3aKi4yaeTcsl BO BHEAPEHUN KOMMEHTapus, KOTOPbIA NO3BOMMUT
CKpbITb 3anpellieHHoe CroBo OT unbTpa, OAHOBPEMEHHO BbINOMHUB ataky (Hanpumep, s/*comment*/elect).
Ona Gopb6bl C HUM «HA4yano» U «KOHeL» KOMMEHTapus MOryT OblTb BHECeHbl B CMMCOK B KayecTse
3anpeLleHHbIX crnos. BTopbiM cnocobom 6opbbbl ¢ NOAOGHBIMU AEUCTBUAMU MOXET GbiTb MoaudUukaums
MexaHuM3Ma YHUMUKALUMU 3HAYEHUI NepeMeHHbIX, B KOTOpbli fo6aBnseTcs aTan «Bblpe3aHus» MoA06HbIX
«KOMMEHTapUeB».

Cucrtema 6e3onacHocT geneGuard BHeApeHa Ha YeTblpex web-cantax pasnuyHon TemMaTuku:

3NEKTPOHHBIN XypHan www.elenoize.com;

CalT Hay4yHoro ooHAa 1 Hay4YHon kKoHdepeHuun www.ikf2008.ru;

caiT My3blkanbHoro nenbna www.elenoize-records.com;

canT  ABTOMaTU3MPOBAHHOW  CUCTEMbl  WHTEPAKTMBHOIO  KOHTPONS  3HaHWM  «Apryc-M»)
www.argusm.com.

AHanua paGOTbI CUCTEMbI Ha 9TUX canTax NO3BONSET caenaTb crnegyoLlime BbIBOAbI:

e cucmema besonacHocmu c chunbmpayuel no npPUHYUNY «4EePHO20 CrUCKa» He TNPUBOAUT K
u3nuwHe «xecmkol» chunbmpayuu 8 ycrio8usix UCMOMb308aHUS €€ Ha PYyCCKOSI3bIYHOM calime u
Moxxem bbimb ucronib3oeaHa 6e3 uameHeHUl 05 3awumsi calimoe pa3fiuyHoU memMamuku,

° cywecmsywuwue mMemodOuku obxoda cucmem be3onacHocmu, INMOCMPOEHHbIX Mo rnpuHyuny
«4EepHO20 crucka», ecmecmeeHHbIM 06pa3om npednazarom MexaHU3Mbl 3auumel, KOMopble
ecmpausaromcs 8 eaUHyiO mexHoJsiocuro rnymem 0dobasrneHusi crieyuasnbHo20 suda 3aripew,eHHbIX
CJ108, ucrnosnb3yemMbiX ons COKpbIMus amak.

Cuctema geneGuard cyHkumoHmpyeT ¢ masa 2008 roga no Hactosuwee Bpemsi (MapT 2009 roga). 3a aToT
nepvog BbisiBneHo 6onee 80000 (84909!) pasnuuHbIX OEWUCTBUW, KOTOpble ObiMM pacueHeHbl Kak
HecaHKUMoHMpoBaHHble. M3 Hux okono 2000 npuxoamnTca HenocpeacTBeHHO Ha ataku tuna SQL- u PHP-
WHBbEKUUs (ocTarnbHble SIBNSOTCS pe3ynbTatoM paboTbl pasnuyHbix «60ToBY). ITO elwe pa3 noaTeepxaaeT
aKkTyanbHOCTb NpobnemMsbl 1 ABHLIM 06pPa30oM yKa3biBaeT Ha €€ BaXHOCTb.

Cuctema 6GesonacHoctn geneGuard pacnpocTpaHsieTca cBobogHo u© GecnnatHo. [logpo6GHee
MO3HAKOMUTBLCH C CUCTEMOW, a Takke ckadaTb 06asoBble WUCXOOHble KOObl MOXHO Ha cailTe aBTopa:
http://www.argusm.com/article.php?id=158
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NMpoakTuBHbIE MeTOAbI 3aLUTbI
Pawesckun P.

MOY COLL Ne146
r. Mepmb, Poccus

virus-bulletin@yandex.ru

Proactive methods of protection
Rashevsky R.

School Ne146
Perm, Russia

virus-bulletin@yandex.ru

WcTopust KoMMbIOTEPHBIX BUPYCOB HacuuTbIBaeT yxe Gonee 25 net. Hepa3pblBHO C BUpycamu pa3BvBanuch
W cpeacTBa MPOTUBOLEWCTBUSI BUPYCaM — aHTUBUPYChI. MICTOpUYECKM CROXMIOCH Tak, YTO NUAEPCTBO Ha
PblHKE @HTUBMPYCHbIX TEXHONOMMIA 3aHsNM CUCTEMbl CUrHaTypHOrO TMOWCKA, WHaye HasblBaeMble
peakTBHbIMW. [JaHHbIE CUCTEMBI, HECMOTPS Ha KakyLLylcsl MPOCTOTY peanusaummM U HageXHOCTb, UMET
PS4 CyLLECTBEHHbIX HELOCTATKOB, @8 UMEHHO:

. Cnabasi adeKkTBHOCTL NPOTMB Yrpo3 Tuna O-dayl, Tak Kak 3dPEeKTMBHOCTb Hanpsmyo
cBsi3aHa ¢ 6asou curHaTtyp BpedoHocHoro 0O, B KOTOPYO BHECEHbI CUrHaTYpPbl TONBKO M3BECTHOIO, Ha
OaHHbI MOMEHT, BpeaoHocHoro [10;

o HeobxogMmMocTe MOCTOSIHHOTO OOHOBMEeHust 6a3bl curHatyp BUpPYCOB Anst 3ddeKTUBHON
3awWmnTbl OT HOBOro BpegoHocHoro MO;
° Ons onpepenexusi BpegoHocHoro O HeobxoauMma npouenypa CKaHUMPOBaHWUS, KoTopas

OTHMMaeT OOCTAaTO4YHO MHOIo BpeMeHN U CUCTEMHbIX peCypCOB.

,D,aHHbIe NPUYUHBI N NOCNYXUIN TOJNMYKOM K Pa3BUTUD T.H. MPOAKTUBHbIX CUCTEM 3allNTbl, O KOTOPbIX U
nonaeT peyb B AaHHON paboTe.

! Vrposa 0-day — Tonbko uTO CO3MaHHAs Yrpo3a.
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3awuTa nporpaMMHbIX MPOAYKTOB: MeToAbl 06cycKkaumm m
Aeobdyckaumm nporpammHoro koga. [leo6dyckauusa
BpeAOHOCHOro Koga, HannmcaHHoro Ha JavaScript
Pon K.C.

Mepmckun NocyaapcTBeHHbIM YHUBEPCUTET
r. Mepmb, Poccus
kostyanroy@mail.ru

Protection of software products: methods of obfuscating and
deobfuscating a program code. Debfuscation of harmful code
written on JavaScript
Roy K.S.

Perm state university
Perm, Russia

kostyanroy@mail.ru

This article is about modern methods obfuskation and deobfuskation in programs. Scientific work involves
the development of techniques deobfuskatstion malicious code which written on javascript-language.

At present, there is a pressing problem of intellectual protection of the products, arisen before the
companies engaged in production and sale of software for personal computers. Even more pressing
problem is arisen, in case of protection of those programmes, which are not compiled in an executable file,
but delivered the end users as a code interpreted during execution of the programme.

Various techniques of code "entanglement" are applied for such purpose. Obfuscation (from the English
obfuscation — literally means "entanglement") is a name given to a group of techniques and the means
targeted at impediment of the analysis of program code [1]. In this work, the analysis of various types of
obfuscators is carried out:

° obfuscators, entangling the code written in interpreted languages, such as Perl or PHP.
Techniques are considered, starting from the simplest, such as removal of comments and replacing
the names of variables with senseless ones, to complex, such as encryption of line constants,
introduction of semantically insignificant constructions, and considerable increase of the body of the
programme, with numerous transitions.

° obfuscators, analysing and transforming byte-code of virtual machines Java and .NET.

It is self-evident, that as a result of entangling, the programme can appear to be slower during execution,
and also frequently it can become larger in terms of volume. For the purpose of evaluation of the operation
of the programme-obfuscator, the value is introduced, such as cost. The cost of transformation [3] is a
metrics, which allows to evaluate, to what extent more resources would be required (memory, processor
time) for execution of the entangled programme, than for execution of the source programme. The cost is
determined using the following scale:

° free-of-charge transformation — increases expenses of resources of the entangled function by
O(1),

° cheap transformation — increases expenses of resources by O(m), where m is the size of
entangled function,

° moderate cost transformation — increases expenses of resources of the entangled function by
O(mp), where p > 1,

° expensive transformation — exponentially increases expenses of resources of the entangled

function in comparison with the initial one.
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According to [3], it is possible to mark four basic types of entangling transformations:

1. transformations of formatting which only change appearance of the programme. Transformations
deleting comments, indents in the text of the programme, or renaming identifiers, are related to this

group;

2. transformations of structures of the data, changing structures of data with which the programme
operates. This group includes, for example, transformation changing hierarchy of inheritance of classes in
the programme, or transformation uniting scalar variables of one type into an array;

3. transformations of control flow of the programme, which change the structure of its graph of control flow,
such as development of cycles, allocation of fragments of the code into procedures, and other similar
actions;

4. preventive transformations aimed against certain methods of decompiling of programmes, or using
errors in certain tools of decompiling.

When we speak about the process of obfuscation, a question arises: whether there is a process reverse to
it, which would allow trespasser to return the most similar initial code of the programme, that is the code
existed before the obfuscation? It is difficult to give unequivocal answer to this question, but such process
exists and it has the name of de-obfuscation. But another, not less important question, is how can it be
realised [2].

In the first and the second parts of this work, it is examined, what are these two mutually opposite (but not
mutually convertible) processes — obfuscation and de-obfuscation. The analysis of stability of entangling
algorithms is given, in relation to the various methods of disentangling, and possibility or impossibility of
automation of untangling transformations is also shown.

In the third part of the work, the variants of distribution and concealment of harmful code in HTML-pages are
analysed, and development has been started, of theoretical basis and practical realisation for creation of a
tool for de-obfuscation of harmful code, latent in the scenarios of HTML-page, since with the help of
obfuscation, the trespassers very frequently try, if not to make impossible, then to complicate as much as
possible, parsing of their virus. As the language, JavaScript was chosen, since according to the data from
viruslist.com [4], the amount of nocuous code in JavaScript has increased by 48%, which is the biggest
growth among all interpretable languages. Accordingly, the given language is also the one, most subject to
the various methods of obfuscation.

Based on the results of the accomplished work, composition of the tool includes:

1. module for parsing of HTML-page. This module is responsible for parsing of HTML-page received at the
input, into a frame network of tags. The decision about creation of a separate module (instead of using of
ready toolkit) was made because of some specificity of representation of the page, associated with de-
obfuscation of the very Web-page. In future, probably, it will be decided to use a third-party parser, and the
essence of the given module will consist in converting the results into the required form;

2. module for collecting the entire JavaScript-code into common base. The given module is necessary for
extraction of JavaScript-code necessary for us, from parsed HTML-code;

3. module for loading of missing JavaScript-code. For creation of a full picture, presence of the entire code
is necessary;

4. module for parsing of JavaScript-code. For presentation of all variables, constants, functions and other
construction of the language in the form of dynamic structure. Use of ready JavaScript-parsers is possible;

5. module for de-obfuscation. Directly the module for de-obfuscation of JavaScript-code, the development
of which, as a matter of fact, is also one of the basic purposes;

6. module for de-obfuscation. As a necessity for testing, and also as desirable collateral action, code
entanglement module will be written.

7. module for general /ogging. Each module will leave the own logs, the purpose of the given module is
drawing up general report about the work done. Further, it is planned to start creation of module whose
purpose will be auto-signing of the actions of the programme (that goes without saying, as it was already
said earlier, the task of recognising of the semantics of the programme based on its syntax is algorithmically
insoluble; the prospective module will perform this task only in part).
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It is possible to relate indirectly to the process of de-obfuscation, the process of optimisation of programme
code, since both of them, to some extent, are opposite to the process of obfuscation. During the process of
obfuscation, addition of superfluous operations into programme code is frequently made; they usually do not
influence at all the results of execution of the programme, and are intended to confuse and complicate the
process of examination of code of the programme by third parties. In turn, the process of optimisation of the
programme code is targeted at elimination of superfluous operations; therefore in special cases it can
represent itself as a quintessence of the process of de-obfuscation [2].

Let us consider classification of methods of the process of de-obfuscation (according to [2]):

° Finding and evaluation of non-transparent constructions (predicates), static analysis of which is
very complicated.

° Comparison against the sample. It is carried out by various ways; two of them are most
commonly used.

° The first one, is when a number of same programmes is taken, which have passed the process
of obfuscation (since the process of obfuscation in most cases is unique, then their code would also
be different, though they would still carry out identical actions) and comparison of fragments of their
code is made, for revealing of superfluous code inserted during realisation of obfuscation, which code
is simply removed afterwards.

° The second way of comparison against the sample is carried out by means of search, in the
code of the programme, of the most widespread constructions, used in the process of obfuscation.
Such constructions can, for example, be stored and updated in the corresponding database, or be
obtained by means of examination of the operation of the obfuscator itself.

° Allocation of fragments of code in the programme, which fragments are in no way associated
with the primary goals, which the programme should fulfil, that is detection of unnecessary
(superfluous) sectors of the code.

° Statistical analysis, consists in dynamic analysis of the code of the programme. For example,
finding of non-transparent predicates can be carried out by allocation and further examination, in the
analysed code of the programme, of those predicates, which during execution of analysis, always
return the same value. Statistical analysis can also be used for evaluation of correctness of the
implemented process of de-obfuscation, for that purpose, the programme "A" and the programme
obtained as a result of de-obfuscation of "A™ are started in parallel, these are given equivalent input
data, and a comparison is made, of the output data. If the output data is identical, it is possible to
assume, that the process of de-obfuscation has been carried out correctly.

o The dataflow analysis is based on studying of how during the work of the programme, the data
is changed in it (variables, arrays).

Since the theory of obfuscation very actively develops at present, and all the time, new, more advanced
methods of entanglement are being invented, | believe, that the created tool for analysis and disentangling
of code would appear tom be very useful for disentangling these new methods. In the given work,
JavaScript was proposed as the language, but the theory stated above can well be transposed to some
other interpretive programming language, with several rare exceptions (it is supposed to use the features of
JavaScript considered above, for the process of de-obfuscation in individual single instances).

At present in the modern open literature there are very few works seriously engaged in the process of de-
obfuscation, partly because of the fact, that this process could only poorly be automated, and only those
who either "crack" software that belongs to others, or try to penetrate into essence of code, are engaged in
the said process. Therefore the problem of de-obfuscation is topical. And if one could manage to use the
obtained results for the good, as for example, the author has tried to, then the task becomes claimed.
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B HacTosiliee Bpemsi nepen KOMNaHWSIMK, 3aHUMalOLLMMUCS MPOU3BOACTBOM W MpoAaxen codTa Ans
nepcoHanbHbIX KOMMbLIOTEPOB O4EHb OCTPO CTOWUT NPOBremMa NHTeNNeKTyanbHON 3aLuMTbl CBOUX NPOAYKTOB.
Ewe 6onee ocTpo 3aTo npobnema BO3HWMKaeT ANS 3aliMTbl MpPOrpaMM, KOTOPble He KOMMUMNMPYKTCS B
ncnonHsieMbln dain, a NocTaBnNsAeTCs KOHEYHbIM Monb3oBaTensM B BMAE Koda, UHTEpnpeTupyemMoro Bo
BPEMSI BbINOJIHEHNS NPOrPamMMbl.

Ons 9TMX Uuenen nNPUMEHSIOTCA pasnuyHble METOAMKM «3anyTbiBaHus» koda. Obghyckayuel (oT
aHrnuiickoro obfuscation — BGykBanbHO «3anyTbiBaHWE») Ha3bIBA€TCSi COBOKYNMHOCTb METOAUK U CPEacTs,
HanpaBneHHbIX Ha 3aTpyAHEeHMe aHanuaa nporpaMmmMHoro koaa [1]. B paboTe npoBefeH aHanu3 pasnuyHbIX
T1NoB obgpyckaTopoB.:

o o6dgpyckaTopoB, 3anyTbiBaOLWMX KOA, HANMUCaHHbLI HA UHTEPNPETUPYEMbIX A3blKaX, Takmx Kak
Perl unn PHP. PaccMOTpeHbl MeTOAUKKN, OT caMbIX NPOCTbIX, TAKUX KaK yaaneHne KOMMeHTapues 1
N3MEHEHNN MMEH NepPeMeHHbIX Ha 6eCCMbICMEHHbIE, A0 CMOXHbIX, TAKUX KaK LWNdpPOBaHNE CTPOKOBbLIX
KOHCTaHT, BBEAEHWN CEeMaHTUYECKM HEe3HAUYMMbIX KOHCTPYKLUMA U 3HAYMTENbHOM yBEenu4eHun Tena
nporpaMMbl C MHOTOYMCIEHHBIMY Nepexodamu.

. obdyckaTopoB, aHanM3npyloWmx n npeobpasyowmnx 6anT-kog BUPTYanbHbIX MawwmnH Java u
.NET.

Camo cobor pasymeeTcs, 4TO B pe3yrbTaTe 3anyTbiBaHUSA NporpamMmma MOXeT oka3aTbcsi bonee meaneHHon
BO BPEMS UCMOJTHEHUS, @ TaKxkKe 3a4acTylo MOXeT ObiTb 6onee 6onbLiol Nno o6bemy. AN oueHkn AeACTBUN
nporpamMmmbl-o6gyckaTtopa BBOAUTCHA Takasi BENMYMHA, Kak CTOMMOCTb. Cmoumocmab (Cost) npeobpa3oBaHus
[3] - aTO0 MmeTpuka, koTOpas MNO3BOMSET OLEHUTb, HAckonbko 6onblie TpebyeTcs pecypcoB (namsTw,
NPOLECCOPHOr0 BPEMEHWN) AN BbINOMHEHWSA 3anyTaHHOW Mporpammbl, Yem A BbINOMHEHUS WCXOAHOW
nporpammMbl. CTOMMOCTb OnpeaensieTcs No cneayowen Lwkane:

o 6ecnnaTHoe npeobpa3oBaHMe — yBeNuWYMBaET 3aTpaTtbl PECYpPCOB 3amnyTaHHOW (PyHKUMKU Ha
0(2),

o JelweBoe npeobpasoBaHWe — yBenuuMBaeT 3atpaTtbl pecypcoB Ha O(m), rae m - pasmep
3anyTaHHOW PyHKLUNN,

o YMEpEHHOe Mo CTOMMOCTM npeobpa3oBaHWe — yBenuWuMBaeT 3aTpaTtbl PECypCcOB 3anyTaHHOW
dyHkunm Ha O(mp), rae p > 1.

° Joporoe npeobpas3oBaHMe — SKCMOHEHLMANbHO YBENMYMBAET 3aTpaThbl PECYPCOB 3amnyTaHHOM

(OYHKLMM MO CPaBHEHUIO C UCXOLHON.

CornacHo [3], MOXHO BbIAENUTb YeTbIPe OCHOBHLIX TWMa 3anyTbiBaOLLMX NPeoGpa3oBaHuii:

8. rnpeobpasosaHus chopmamuposaHusi, KOTOpPble U3MEHSIIOT TOMbKO BHELUHWI BUA nporpammbl. K aToit
rpynne oTHOcsTCA npeoGpasoBaHvsi, yaansiolme KOMMEHTapun, OTCTYMbl B TEKCTE MpOrpammbl Wnu
nepeMMeHoBbIBaOLLME UAEHTUUKATOPDI;

9. npeobpaszosaHuss cmpykmyp OaHHbIX, WU3MEHSIIOLLME CTPYKTYpbl AaHHbIX, C KOTOpbIMM paGoTaeTt
nporpamma. K 9aToil rpynne OTHOCATCHA, HanpuMep, npeobpasoBaHue, U3MEHsIoLWee Uepapxumio
HacnefoBaHUA KNaccoB B Mporpamme, Unu npeoGpasoBaHue, oGbeauHsioLee ckansipHble nepemMeHHble
0[HOrO TVNa B MaccuB;

10. npeo6pasoeaHusi MoOMokKa ynpaeneHus npoepaMmbl, KOTOpble U3MEHSIIOT CTPYKTYpy eé rpadpa nortoka
ynpaBrieHusi, TakMe Kak pasBépTka LMKIOB, BbldesieHWe parMeHTOB Koga B Mpoluedypbl, U apyrve
noaoGHbIe AEVCTBUS;

11. npeseHmMusHbIe rlpeo6pa306aHu,q, HauelneHHble npoTuB OﬂpeﬂeﬂéHHbIX MeToAoB Aekomnunaunn
nporpamMmm unu ncnonb3yowne OLWMnBKM B Oﬂpeﬂ,eﬂéHHbIX MHCTPYMEHTalbHbIX cpeAcTBax AeKoMNunaumnn.

Korga mbl roBopum o npouecce o6dyckaumm, NosiBNsSIETCS BOMPOC: €CTb N MpOoLeCcC obpaTHbIi emy,
KOTOpPbIA NO3BONMUI Bbl 3MOYMbILLNEHHWKY BEPHYTL Hanbonee NOXOXWI NepBoHaYanbHbIA KO4 NPorpaMmbl,
TO ecTb Kop A0 obdyckauum? Ha 3ToT BONpOC TPYAHO AaTb OOHO3HAYHbLIM OTBET, HO TaKoW npouecc
CyLlecTBYyeT M HOCUT OH Ha3BaHue feobdyckauus. Ho gpyron He MeHee BaXHbI BOMPOC, 3TO KaK ero
MOXHO peanunsoBaTb [2].

B nepBoi 1 BTOpOI YacTax AaHHOW paboTbl paccMaTpuBaeTCsi, YTo e cobol npefcTaBnsloT 3TV ABa
B3aVMHO MPOTMBOMNOMOXHbBIX (HO He B3auMHO obpaTumbix) mpouecca — obdpyckaums u geobdyckauus.
MprBOAUTCA aHanW3 yCTOMYMBOCTW 3anyTbiBAKOLWMX anropMTMOB MO OTHOLUEHWUIO K PasfnuyHbiM MeToaam
pacnyTbiBaHUsi, @ TakkKe Moka3aHa BO3MOXHOCTb UMM HEBO3MOXHOCTb aBTOMAaTU3auMu pachyTbiBaOLLMX
npeobpasoBaHuii.
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B TpeTbeit YacTu paboTbl NpoaHanu3npoBaHbl BapnaHTbl PACNPOCTPaHEHNS U CKPbITUS BPEAOHOCHOTO Koaa
B HTML-cTpanuuax v HavaTbl pa3paboTkum TeopeTnyeckoro 6asmca v npakTMYeckom peanusauum ans
€O3[aHnsA MHCTPYMEHTarbHOro cpeAcTea Ans Aeobdyckaumm BpeAOHOCHOINo KOAA, CKPbITOro B CLEHapusX
HTML-cTpaHuupl, Tak Kak MMEHHO NPV MOMOLM 0Bdyckauuy 3MOYMbILLNIEHHWKM OYEeHb YacTo MbITalOTCA
€cnu He caenaTb HEBO3MOXHBIM, TO XOTS Obl MakCcMMarnbsHO 3aTpyAHWUTL pa3bop cBoero Bupyca. B kavectee
A3blka 6bin BbIOpaH JavaScript, Tak kKak No gaHHbIM Vviruslist.com [4], konM4yecTBO BPeAOHOCHOro kofda Ha
JavaScript Bo3pocno Ha 48%, 4To ABNsieTCs cambiM GOMbLUIMM POCTOM U3 BCEX MHTEPMNPETUPYEMBIX S3bIKOB.
Co0TBETCTBEHHO, AAHHBIN A3bIK U ABNSeTCA Hanbonee NoABEPXKEHHbIM Pa3NNyHbLIM MeToAam obdyckauuu.

Mo ntoram npogenaHHom paGOTbI B COCTaB MHCTPYyMEHTallbHOIro cpeactea BXOOAT:

8. molynb napcuHea HTML-cmparuybl. JaHHbIn Mogdynb OTBevyaeT 3a pa3bop MonyvyeHHOM Ha BXxope
HTML-cTpaHuubl BO (OpenriMoBYyl0 ceTb TeroB. PelueHne 0 co3gaHum OTAENbHOro moayns (a He
UCMOMb30BaHNM OTOBOTO  WHCTPYMEHTapusi) Oblno  BbIHECEHO U3-32  HEKOTOPOW  CcrneundUuYHOCTU
NpeacTaBneHnst cTpaHuubl, CBsi3aHHOM c paeobdyckaumeir camonn Web-ctpanuubl. B panbHenwem,
BO3MOXHO, Oy[eT peLleHO MCMNonb30BaTh CTOPOHHWIA Napcep, a CyTb AaHHOro Moayns 6yaeT 3aknoyaTtbes
B KOHBEPTUPOBAHUM PE3YNbTaTOB B HYXHYO (hOpMY;

9. moOynb cbopa sceeo JavaScript-ko0a 8 obwyto 6a3y. [JaHHbIA Moaynb HeO6X0AMM ANS U3BMNeYeHUs U3
nponapcenHoro HTML-koga Heobxoammoro Ham JavaScript-koaa;

10. mMoOynb 3azpysku Hedocmaroujeeo JavaScript-koda. [Ona cosgaHns MONHOW KapTWHbI HEobxoaMMOo
Hanu4ue Bcero Koaa;

11. modynb napcuHea JavaScript-koda. [Ona npenctaBneHUst BCeX MEPEeMEHHbIX, KOHCTaHT, YHKUMA ©
NPOYMX KOHCTPYKUMI €3blka B BMAY OUHAMUYECKOW CTPYKTypbl. BO3MOXHO MCMONb3oBaHWE rOTOBbIX
JavaScript-napcepos;

12. modynb deobghyckayuu. HenocpeactBeHHO cam mMoaynb Aeobdyckaumm JavaScript-koga, paspaboTka
KOTOPOro, Mo CyTH, U SBMSIETCA OOHOWM U3 OCHOBHBIX LieNen;

13. mMoOynb obghyckayuu. Kak HeobxoaMmocCTb ANs TECTUPOBaHWS, a Takke Kak xenaTtenbHoe nobouyHoe
Aencrene ByaeT HanvcaH Moaynb 3anyTbiBaHWA koaa.

14. mMoOynb obweeo rnozuposaHusi. Kaxabli mogynb OyaeT ocTaBnsiTb CBOM CODBCTBEHHblE FOMM, Lenb
AaHHOro Mogynsi — cocTaBneHve obuiero otyeta o npogenaHHon paboTe. B ganbHenwem nnaHupyetcs
HayaTb co3gaHne Moayns, Lenbio KoToporo byaeT ABNSATLCA aBTONOANMCaHNe AeiCTBUA NporpaMMbl (Camo
coboii, KaKk yxe roBopunocb paHee, 3ajadva pacro3HOBaHMSI CEMAaHTMKM MPOrpaMMbl MO €€ CUHTaKCcUCy
ABMSIETCS anropMTMMYECKN HepaspeLLnMoi; npegnonaraemelii Moayne 6yaeT BbINOMHATL 3Ty 3agady Nullb
YaCTU4HO).

K npoueccy aeobdyckaumm MoOXXHO KOCBEHHO OTHECTM MPOLECC ONTUMMU3ALMU NMPOrPaMMHOrO Kofa, Tak Kak
OHM 00a, B TON UMK MHOW CTeneHW, MPOTMBOMOMOXHLI Npoueccy obdyckauun. B npouecce obdyckauum B
nporpamMMHbIA Ko Y4acTo NMpou3BOAMTLCA AoDaBneHve MULIHUX onepauui, OHU OBbIYHO HUKOMM OBpasoMm
He BNUSAOT Ha pesynbTatel paboTbl caMol Nporpammbl, U NpefHa3HayeHbl AN COUBaHWS C TOMKY U
YCMNOXHEHUSI Mpouecca M3y4YeHWs Koga nporpaMMmbl CTOPOHHMMM nuuamu. B cBoio ouvepegb npouecc
onTUMM3aLmMM NPOrpaMMHOrO Kofa HampaBfieH Ha NMUKBMAALMIO NULIHUX Onepauuii, NoSTOMY B YacTHbIX
Crnyyasix OH MOXeT BbICTynaTb B Ka4eCTBe KBMHTACCEeHUMM npouecca aeobdyckauum [2].

PaccmoTpum knaccudukaumio metogos npouecca aeobdyckauum (cornacHo [2]):

. HaXOXAeHWe WU OLeHKa Henpo3paydHbIX KOHCTPYKUMIM (NpeaukaToB), CTATUYECKUA aHanus,
KOTOPbIX O4EHb CIOXEH.

o conoctaeneHne ¢ obpasuom. OcyllecTBnseTca pas3nuyHbiMKM  crnocobamu, Hawnbonee
pacnpocTpaHeHHb! ABa U3 HUX.

o MepBbii, 3TO Korga GepeTcsi HECKONMBKO OAHWX WM TeX Xe MporpaMM, NpoLUeLuMX npouecc
obdyckaumm (Tak Kak npouecc obdyckauum B GONbLUMHCTBE Cry4YaeB YHUKaNeH, TO UX KOO Takke
OyneTt pasHbii, XOTA OHW 1 ByayT BbINOMHATL MOEHTUYHbIE AENCTBUS), U MPOU3BOAUTLCA CPaBHEHUE
dparMeHToB MX KOAa, ANs BbISBNEHUS BCTaBMIEHHONo B Mpouecce OocyllecTBrneHns obdyckaumm
NULLHEro KoAa, KOTOpbIN B NOCNeACTBUM NPOCTO YOmpaeTcs.

o Btopoii cnocob conocTtaBneHuss C 00pasLoM, OCYLLeCTBNSeTCA MyTeM Moucka B Koae
nporpaMmmMbl Hanbonee pacnpoCTpPaHEHHbIX KOHCTPYKLMIA, MpUMeHsieMbix B npouecce obdyckauumn.
Takme KOHCTPYKLMKU MOTYT, HanpuMep, XpaHUTbCS U OOHOBMAATLCS B COOTBETCTBYOLWEN 6a3e AaHHbIX,
unn BbITb NONyYeHbl NyTeM n3yveHns paboTbl camoro obgyckaTopa.
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° BblgeneHne B nporpamme dparMeHTOB Koda, KOTOpble HUKOMM 0Opa3oM He CBs3aHHbI C
OCHOBHbIMU 3afia4aMu, KOTOpbIE [AOIMKHA BbINOSMHATL NporpamMmma, TO €CTb OOHapyXXeHUE HEHYXXHbIX
(NMMWHMX) y4acTKOB KoAa.

° CTaTUCTUYECKUA aHanua, 3akn4vaeTcs B [AUMHaMWMYEeCKOM aHanuse koga nporpaMmbl.
Hanpumep, HaxoxgeHvue Henpo3payHbiX NPeauKaTOB MOXET OCYLUEeCTBRATbCS MyTEM BblAENeHUs u
AanbHenLWwero n3ydeHns B aHanusampyemMom Koge nporpamMmmbl TeX npeamnkaToB, KOTOpble B npolecce
€ro BbINOSIHEHMS BO3BpALLAOT BCeraa 0gHo U Toxe 3HadeHne. CTaTUCTUYECKUIA aHanmu3 Takke MoXeT
ObITb UCMONb30BaH AJ11 OLEHKM KOPPEKTHOCTWM OCYLLUECTBIIEHHOro npouecca Aeobdyckaumu, Ans
3TOro MapannenbHo 3anyckaetca nporpamma "A" u nporpamMmma, MoOfyYeHHass B pesyrnbTaTte
aeobdyckauum "A™, UM NepenarnTCcs SKBMBANEHTHblE BXOAHbLIE AaHHbIE, Y MPOUCXOAUT CPpaBHEHWE
BbIXOAHbIX. Ecnu BbIXoAHble [AaHHble OAMHAKOBbI, TO MOXHO MPEAnoNoOXuTb, YTO nNpouecc
Aeobdyckaumm 6bin ocyLecTBREH NPaBUIbHO.

o aHanu3 noToka [aHHbIX, OCHOBLIBAETCA Ha W3yYeHUM TOro, kak B npouecce paboTbl
NporpaMMbl U3MEHSIOTCA B HEN AaHHble (NepeMEHHbIE, MacCuBbI).

Tak kak Teopus obdyckaumm OoYeHb aKTMBHO pa3BMBaeTCs B HacTosLlee BpPeMs, U NpuaymbiBaloTcs BCE
HoBble, 6onee yCOBEpPLUEHCTBOBAHHbIE MeToAdbl 3anyTbiBaHWs, TO CcuuTal, YTO Cco3gaBaemoe
WHCTPYMEHTanbHoe CpeacTBo AN aHanu3a W pacnyTbiBaHWs KOAa OKaXeTcsa BecbMa KctaTu Ans
pacnyTbiBaHMSA 3TUX HOBbIX MeToaoB. B AaHHoM paboTte B kavecTBe A3blka Obin npeanoxeH JavaScript, HO
Teopws, N3MOXeHHas Bbllle, BMOSHE MOXeT ObiTb MepenoxeHa Ha HEeKOTOPbIN APYroi UHTEpnpeTUpyeMbI
A3bIK MPOrPaMMMPOBAHUSA, 33 HEKOTOPbIMW PEeAKMMM UCKIYEeHUSMU (npednonaraeTcs MCnonb3oBaTth
ocobeHHocTn JavaScript, paccMoTpeHHble Bbille, nNpu npouecce Aeobdyckaumm B HaCTHbIX €AMHWUYHbBIX
cnyyasix).

Ha paHHbIi MOMEHT B COBPEMEHHOM OTKPLITOW nMuTepaType oYeHb Mano paboT, Cepbe3HO 3aHNMaIOLLMXCA
MMEHHO mnpoueccoM aeobdyckauum, oT4acTy NOTOMY, YTO 3TO NPOLECC ManoasToMaTU3NpyeMbld, Aa U
3aHMMalTCa MM Nnbo Te, KTO «oMatT» 4vyxoe nporpammHoe obecneyeHne, nubo Te, KTO MbITalOTCA
BHUKHYTb B CyTb koga. lNoatomy npobnema geobdyckaumm ABnseTca akTyanbHOW. A eCnu nonyyYeHHble
pesynbTaTbl yAaeTcsa npumeHuTb Ha ©Omnaro, kak HanpuMep, MonbiTanca cgenatb aBTop, TO 3ajada
CTaHOBUTCS BOCTPEeOOBaHHOW.
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Application of artificial immune networks in problems of
detecting of malware code
Snegursky A.V.

Kharkov National University of Radio electronics
Kharkov, Ukraine
alexandr.snigurskiy@dnt-lab.com

It was considered the possibility of application of artificial immune network model in the capacity of base for
the development of effective heuristic analysis algorithm for detection of malware code.

CTtpemutenbHoe passuTVe anropMTMOB YNAKOBKU U WM POBAHNA UCMOSIHAEMOro koda obycnasnmsaeT Bce
GonbLUyl0 akTyanbHOCTb Mpobrnembl pa3paboTkn 3MEKTUBHBIX anropuTMOB 3BPUCTUYECKOrO aHanusa.
OOHMM 13 COBpPEMEHHbIX MOAXOAOB K PeLleHVio [aHHOW npobnemMbl  SBNSieTCA  MCNONb3oBaHue
MCKYCCTBEHHOW UMMYHHOW CETW, Kak (byHAaMeHTanbHoW napagurmbl Ans peleHns 3agad knaccuukaumm
1 KrnacTtepusauum.

Llenb paboTbl cocTouT B paspaboTke Modeny adeKTUBHOTO aHanmsatopa ANl Ppacno3HaBaHUS CXOXUX
MOAUMVKALMIA YNaKoBaHHbIX/3aLlWMPOBaHHbLIX BPEAOHOCHBIX OOEKTOB.

AHanusaTop COCTOMT 13 CreayrLmnx YyacTen:

e bBnok moHuTopuHra. ®yHkuMen gaHHoro 6noka sBNSeTCA MOHUTOPUHI NOBEAEHUSI BPEAOHOCHbIX U He
BPEOOHOCHBIX OOBEKTOB C LieNblo NOoMyyYyeHusa npoTokona mx paboTbl (nocnegoBaTenbHOCTEN BbI30Ba
API| byHKUMI 1 nepefaHHbIX UM apryMeHTOB).

e bBnok cpaBHeHus. [aHHbii 6MOK MpUHMMaeT MPOTOKONbl paboTbl Heckonbkux obpasuos OT 6Gnoka
MOHWUTOPUWHra 1 cpaBHMBaeT MX. PesynbTatom paboTbl AaHHOro 6roka 6yAeT MHOXECTBO OAUHAKOBbIX
dparMeHTOB B NPOTOKOMAax pasHbix 06pa3LoB OAHOro cemencTBa(ganee «MpU3HaKoBy).

e bBubnunoteka npusHakos. [laHHbIN 610K XpaHUT B cebe BCe NpU3HaKM BbiSBNEHHbIE BNOKOM CpaBHEHMUSA
W BedeT CTaATUCTUKY WX BCTpeyaeMocTW. Ha ocHoBe [JaHHOW CTaTUCTUMKM KaKOOMy MpU3Haky
npuceBavMBaeTCA PENTUHI XapaKTepusyloLluin BCTPEYaeMOoCTb [[aHHOTO Mpu3Haka, T.e. dparMeHT,
KOTOPpbIN ObIn HangeH B NpoTokonax Bcex obpasuos OyaeT nMeTb HanbonbLWM PEATUHT a bparmeHT
KOTOPbIN HaNgeH B HAaMeHbLUEeM Konn4ecTBe 06pasoB - HAaMMEHbLUWIA.

e bBnok npuHATMA peweHnin. OCHOBHOW KOMMOHEHT aHanu3atopa. ®PYHKUMA AAHHOTO KOMMOHEeHTa —
NMPUHATUE pelieHnss O MpPWHAANEXHOCTU/HENPUHAANEXHOCT paccmaTpyBaemoro obpasua K
HEKOTOPOMY CEMENCTBY BPEAOHOCHbIX NPOrpamm.

AHanusaTop pa60TaeT B ABYX pexunmax: o6yquV|e 1 pacno3HaBaHue.

B pexvmMe 0byyeHus nMpoucxoauT HacTpolka aHanu3aTopa Ha pacro3HaBaHWe MOBEAEHU BPELOHOCHbLIX
06bEKTOB, NPY 3TOM BbIMNOMHSATCH cneaylLwmne AencTBUS:

1. MHoXecTBO MCnonHaembix annos BUPYCOB, CXOAHbIX NO PYHKUMOHAnNy 1 npuHaanexaiimx K
OOHOMY CEeMEeWCTBY MWCCMeayeTcs C MOMOLLbI 3MYMSUMM U CcOoCTaBnsAeTcsa noapobHble KapTbl KX
OencTBMIN (NPOTOKONbI).

2. [Mocne atoro MpPOTOKOSMbI CpaBHMBAKOTCSA mMexay cobon, ans Toro 4to 6bl BbIABUTH 0OLWMeE
3aKOHOMEPHOCTK B noBegeHnn 00BHEKTOB.

3. HavigeHHble 3aKOHOMEpHOCTM MNPeAcTaBnslTcs B BuAe (parMeHToB MNPOTOKOMOB U
coxpaHsatoTcsd B 6ubnuoteke. [anee noacuUTLIBAETCA PEWTUHT BCTPEYAEMOCTM Afs  KaXZoro
HamgeHHoro dparMeHTa. OTOT PENTUHr MOKasbiBaeT, B KAaKOM KOMM4ecTBe OOBLEKTOB U3 BCEro
MHOXeCTBa NpeACTaBneHHbIX, Obin HangeH AaHHbIn parmeHT. MpoucxoanT dopmmpoBaHme BbIGOpKK
C penTUHramMmu MpuU3HaKoB BPEAOHOCHbLIX nporpamMM, Ans obyyeHus HENPOHHOW CceTu Ha
NOMOXWUTENbHbIE BEPANKTDI.

4. Bbibopka He BpedoOHOCHbIX MporpaMm MccrnegyeTcss C MOMOLLbI0 SMYMSALUMU aHanormyHbIM
obpasom kak B nyHkte 1. locnme atoro B npoTokonax paboTbl He BPEAOHOCHLIX MpOrpaMm
Npou3BOAMTCA  MOUCK (hparMeHTOB MOBEAEHUs  BPEOOHOCHbIX Mporpamm, npeaBapuTenbHO

IT security conference for the new aeneration

129


mailto:alexandr.snigurskiy@dnt-lab.com�

I(ASI’ERSKYﬁ KA(Mzp(Koro

COXpaHeHHbIX B 6ubnunoTeke. [na Bcex He BpeAOHOCHbLIX NPorpamMmM Tak e hopmupyeTcs Bblbopka ¢
pelTVHramMn NpPU3HaKoB BPEOOHOCHBLIX MporpaMM, Kotopas OyhdeT MWcrosfib3oBaHa Aansi obyyeHus
HeMpOHHON CeTV Ha oTpuUaTesNbHbIE BEPAMUKTDI.

5. Mpoun3soauTca cosgaHne UMMYHHOW ceTu 1 ee obyyeHne Ha paHee NOAroTOBMNEHHbIX Habopax
pPenTUHIoB BCTPEYaEMOCTH.

B pexume pacnosHaBaHus nepen UMMYHHOW CETbl0 CTAaBMTCS 3ajada Knacrtepusauuy BxofaHoro HaGopa
UCMOIHAIEMBIX KOZOB MNporpamm (NpeacTaBneHHbIX MHOXECTBOM PEWTUMHIOB MPU3HAKOB), U BblAENEHUs!
cpeav HUX NMOAMHOXECTBa BPELOHOCHBIX MPOrpamMm.

B kayecTBe Moaenu MCKYCCTBEHHOW WMMMYHHOW CETU ucronb3oBanack mogenb aiNet, npeanoxeHHas
Leandro N. de Castro n Fernando J. Von Zuben. Takas ceTb MOXeT ObiTb hopManbHO npeacTaBrneHa B
Buae rpada, COCTOSILero W3 MHOXeCTBa BEpLUMH, COOTBETCTBYHOLLIMX aHTUTENaM, U MHOXecTBa
B3BeLUEHHbIX pebep, o6o3HavaoLWwmnx CBA3N Mexady kneTkamu ceTn. 3HaveHue Beca pebpa CooTBETCTBYET
adduHHoCcTM cBs3n. Knactepammn cetm aiNet cnyxaT BHyTpeHHMe o6pasbl (internal images),
OTBETCTBEHHbIE 3a OTOOpaxeHuWe KNacTepoB, CYLUECTBYIOLIMX BO MHOXECTBE BXOAHbIX [aHHbIX, B
Knactepax WMCKYCCTBEHHOW WMMYHHOW ceTu. B ocHoBe anmroputma oby4eHuss ceTu nexar MexaHU3Mbl
KrNoHanbeHOro otbopa un cxaTua ceTu 3a cHeT yaaneHns camopacnosHatowwmx aHtuten (Ab-Ab recognition).

B kauectBe nonynaumMnm - aHTUreHoB VIMMyHHOVI CeTn BbICTynaetT MHOXeCTBO BXOAHbIX [OaHHbIX,
npeancrtaBneHHoe B BuAe BEKTOPOB M3 pP-3NE€MEHTOB. Kaxgpii anemeHT BEKTOpa XapakTtepusyeT CTelneHb
BCTpe4YaeMoCTun (peVITVIHI') onpeneneHHoro XxapaktepHoro npm3Haka B nccrnegyemMom UcnoJjiHAeMmom Koge.

MHOXeCTBO [OaHHbIX, UCMOMb3yeMbIX MpU OBY4YEeHUU WCKYCCTBEHHOMW WMMMYHHOW ceTu, dopmupyeTcs B
pesynbTaTe BbIBMAeHWs o6Wwmx nocnegosBaTenbHOCTEN BbIZOBOB  API-OyHKUMA Yy onpefeneHHoro
KOnuM4yecTBa  BPEOOHOCHBIX  MporpamMm,  B3ATbIX M3  OA4HOrO  cemelncTBa.  AHanusupyemble
nocrnefoBaTenbHOCTU BbI30BOB API-byHKLMI MONy4aloTCa B X04€ NOBEAEHYECKOro aHanm3a BpedoHOCHbIX
nporpamMM C UCMorb30oBaHWeM amynaTopa (TexHonorust "Sandboxing”) nmbo API-MoHuTOpA.

[JanbHelillee pasBUMTME pPaCCMOTPEHHOro rMoaxofda MO3BONMUT B 3HAYUTENbLHOM Mepe MOBLICUTH
3 (heKTUBHOCTb aHTMBUPYCHOTO MNPOrpaMMHOro oGecrneyeHnss npu paboTe ¢ MNONIMMOPMHLIM  KOOOM
BCMEeACTBME 0TKa3a OT CUrHaTypHOro aHanmsa B Nnonb3y 3BpPUCTUYECKOTO.

Cnocob6bl 60pbObLI CO CKPbLITLIMU KaHarnamm
Xanutosa K.W.

Camapckum N'ocypapcTBeHHbIN A3POKOCMUYECKMA YHUBEpPCUTET
Camapa, Poccus

balabolkal3@mail.ru

Ways of combating hidden channels
Khalitova K.I.

Samara State Space University
Samara, Russia

balabolkal3@mail.ru

B niobom Habope wuHdopmauuu, Byab TO ucnonHsemas nporpamma, rpaduyeckoe nsobpaxeHue wmm
CeTeBOW MPOTOKONM €eCTb MNyTU MepeHoca [[OMNOMHUTENbHBIX «CKPbITbIX» AaHHbIX. LLUMPOKO K3BECTHBI
WHCTPYMEHTbl TYHHENUPOBaHUS, MUCMOoMb3ylowue cnyxebHble 3aronoBkU MPOTOKOMOB CETEBOr0 YPOBHS
TCP/UDP. OgHako npakTnyeckoe NpuMeHeHue TakuxX TYHHEenew orpaHu4eHo M3-3a UX HU3KOW MPOMyCKHOMN
cnocobHocTn. Bonee wwupokne nepcnekTMBbl ANS MOCTPOEHMS CKPbITbIX KOMMYHMKALUMOHHbBIX KaHanoB
OCHOBbIBAIOTCA HA MCMOMb30BaHNM NPUKIAAHbLIX MPOTOKOMNOB. 34eChb €CTb BO3MOXHOCTL BbICTpON nepeaayn
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OonbLlmMx 06bemoB NPOU3BOSIbHON MHGOPMaUUKN B KayecTBe MOSe3HOM HarpyskuM camMoro npoTokomna, a He
Koda BHYTpU ero CJ'Iy)Ke6HbIX 3aroJ10BKOB.

MoA CKpbITLIM KaHanoM MOHMMAaeTCA Cnocob opraHM3aLuyM HecaHKLUMOHMPOBAHHOW Nepenadn uHdgopmMaumm
3a cyeT M3BbITOYHOCTM MPOTOKONIOB MEXCETEBOrO U BHYTPUCUCTEMHOrO B3aumopencTeus. MNpu aTom ans
opraHusauuu nepegavum MOryT MCMonb3oBaThCsl aTpubyThbl, HE MpefHa3HavyeHHble ANs nepenadn AaHHbIX:
3a[epXKKM MEXAY perucTpupyemMbiMy cobbITUSIMU, NOPSIAOK CefoBaHNUs cOOBLLEHUIA, AMMHBI NepeaaBaeMblxX
©nOKOB AaHHbIX.

BnepBble NoOHSATME CKPbLITOro kaHana 6bino BBedeHo B pabote JlamncoHa "A Note of the Confinement
Problem" B 1973 rogy. KaHan aBndeTca CKpbITbIM, €CIM OH He NPOEeKTUpoBarncd, He npegnonarancs gns
nepegayn MHOPMaLMN B 3rEKTPOHHON cucteMe obpaboTkv AaHHbIX. VIHBIMKM cnoBamu, 3TO HEKU cnocob
CKPbITOM  (3aMaCKMpOBAaHHOM) HECAHKUMOHMPOBAHHOW nepefayn  MHgopmauMum CTOPOHHEMY vy,
HapyLLaloLLMIA CUCTEMHYHO NONUTUKY 6e3onacHoCTu.

[Ona opraHu3auum “CKpbITbIX KaHanoB” WMCMONb3yeTCs Kak LiTaTHOe nporpamMMHoe obecrneyeHune, Tak w
cneumansHO co3gaHHoe BpegoHocHoe MO.

Haxoasicb BHYTPU CUCTEMbI, NporpamMmmMa-LunmoH cnocobHa CKpPbITbIM cnocobom YCTaHOBUTb CBA3b CO CBOUM
aBTOpPOM M nepepnaBsaTtb emy Tpe6yeMble cBefeHns. ATakm C UCNOSib30BaHMEM CKpbITbIX KaHanoB Bcerga
NPpMBOOAT K HapyLleHNAM KOH(PbmAEeHUManNbLHOCTN HpopMaUnMn 1 B KparHe peakmx cny4yasax KTO-nnbo nonget
Ha 3TOT War pagn yooBneTBOpeHUa JNINYHbIX ambuumii. Yawe Bcero, 370 3akasHble agpecHble n TwaTteribHO
noAroToBJ1I€HHbIE MEepPOoNnpUATUA.

Mcnonb3ysa ckpbiTble kKaHanbl nepeaayn AaHHbIX, "yaaneHHbIn" 3noyMbllUEeHHUK MOXeT npecrenoBaThb Lenb
opraHv3oBaTh yrnpasneHve MHPOPMaLMOHHOW CeTbio N3BHE, NpeBpaTuB eé B 60T.

Ha cerogHswHWiA aeHb nogobHble TEXHOMOrMM HaHOCAT CepbEesHbi yuiepb KOMMaHuaM K OoTAernbHbIM
nMuam, 3a4acTylo He MOoAO3peBallMM O TOM, YTO AaHHble, XpaHswuecs u obpabaTbiBaemble Ha uX
KOMNbloTepax, yXe AaBHO ABMATCA HE TONbKO UX NINYHBIM JOCTOSIHUE.

M3BeCTHbl MHOXeCTBO C€nocoboB opraHv3auuyM NOBOYHbLIX KaHaNoB YTEYKM MHGOPMaLMK, CBA3AHHbIX C
3MEeKTPOMarHNTHbIM U3Mly4eHneM, KOTOpoe MOXeT cofdepxaTb uHdopmaumio o6 obpabaTbiBaembix Ha
KoMMbloTepe AaHHbIX. Pabota ¢ NOBOYHLIMW 3MEKTPOMArHUTHEIMU U3NYYEHUSIMU U HaBOAKaMM, npusena K
passutuio TexHonormm Soft Tempest, o6ecneumBatowen CKpbITYI0 nepeaady AaHHbIX MO kKaHany noboYHbIX
ANeKTpoOMarHUTHbIX nanydenun (M3IMUH) ¢ nomoLso NporpamMmmHbIX CPEACTB.

Mo cytn Soft Tempest artaka, nossBonser C MCNOMNb30BaHMEM CreLnanbHON NPOorpaMMbl-3aknagkm,
BHEAPSEMON Ha KOMMbIOTEP XepTBbl C MOMOLLb0 BpegoHocHoro O (TposiHbl, ceTeBble 4YepBu M Ap.)
OTCOPTMPOBbLIBATb HEOOXOAUMYI MHGOPMAUMIO U nepejaBaTb ee NyTeM MOAYNnAuun U3obpaxkeHus
MoHuTopa. MpuHumasa nNoboyHbIe M3MNYYEeHUs MOHWUTOPA, MOXHO BblAENUTb NOME3HbIN CUrHanm U nepegatb
cofepxalumecs B HEM npuBaTHbIE UMW KOPNOPaTUBHbBIE AaHHbIE 3aMHTEPECOBAHHON CTOPOHE.

®akTnyeckn, paboTa 3M0yMbILLNIEHHMKA B 3TOM Cfly4ae CBOAMTCH K TPEM OCHOBHbIM 3aJayam: yCTaHOBUTb
LUNMOHA, AOCTaBUTb NepexBayYeHHy0 MHAPOPMaLMIO YCIOBHOMY 3aKa3uuKy U CKpbITb Criefdbl NPecTynneHns,
TO eCTb cam hakT TOro, YTO Ha KOMMbIOTEPE XepTBbl Obina (MNKM NPUCYTCTBYET) kakada-nMbo akTUBHOCTB,
NMOMMMO TeX NPOLECCOB, YTO 3anyLueHbl camum xo3snHom [K.

B HacTosee Bpems kak HMKOrAa akTyanbHa npobnema obecneyeHus BbICOKOTO YPOBHS UHAOPMaLMOHHON
6€e30nacHOCTY BbIYMCIIMTENBHBLIX CETEW U CPEACTB.

He cMmoTps Ha nyratowme MaclwTabbl COBPEMEHHbIX Yrpo3 U MOCTOSAHHO PaCLUMPSIOLWMACA MHCTPYMEHTapU
3M10yMbILLNTEHHUKOB 60POTLCSA € BpeaoHOCHbIM MO 1 Kpaxel NpMBaTHbIX AaHHBIX MOXHO U Hy»HO. CosaaHue
CKPbITbIX MH(OPMAaLMOHHBLIX MOTOKOB SIBMSIETCA CTPOrMM HapylleHWeM nonutuku MB, B CBSI3M C 4yem
HeoGXo4yMO NpPOBOAWUTL PEerynsipHbid aHanuM3 Bcell CeTeBOi aKTMBHOCTW. WHCMEKTMpOBaHWE OOIKHO
npegnonaraTb peLleHne CreayoLLmnx 3agaq:

o BbISIBITIEHME CKPbITbIX KAHAIOB;

° OLleHKa NpOMyCcKHOM CNOCOBHOCTN CKPbITbIX KAHAMNoB

o OLleHKa PUCKOB, CBSA3AHHbIX C PYHKLIMOHUPOBAHNEM CKPbIThIX KaHAMOB;

o BblAeNeHne curHana v Tuna nHpopmaumm, nepefaBaemMon No CKPbITbIM KaHanaw;
° NpoTMBOAENCTBUE peanun3aumm CKpbITOro kaHana BnfoTb 40 €ro YHUYTOXEHUS.

pamMOTHO opraHn3oBaHHas apxXUTeKTypa CeTU, 3alLMTa KOTOPOW NOCTpoeHa Ha NPUHLMME SLLENOHMPOBaHUSA
— 9T0 Ccepbé3Hbit Gapbep ANA  3MOoyMbIWMEHHMKA. Jlydwei npakTUKOW SABNSETCH MNOCTPOEeHue
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3LIeNnoHNnpoBaHHON LleHTpanu3oBaHHOM CUCTEMBbI aHTUBUPYCHOMN 3alnThl, npegycmMaTtpuBaroLLen
MCMOMb30BaHMEe TEXHONOrMM 3awnTbl OT BPELOHOCHOro MO un HexenaTenbHom KoppecnoHaeHunn Ha

YPOBHSAX:
o BXOAa B KOpnopaTuBHYto ceTb (gateway);
° cepsepa KopnopaTuBHON CeTH;
o KOHEYHOro yCTPOMCTBa nonb3oBaTens.

CambIM CNOXHbBIM B 3TOW M NtoboW Apyrov rpagaumum nNo ypoBHSIM SBMSETCH OpraHu3aums 3aluTbl Ha YpOBHE
wnto3a. Mcnonb3oBaHne HagéxHbIX TMOKO HACTPOEHHbIX unbTPoB, BNOKMPYOWMX "LINMOHOB" Ha CETEBOM
LUI03€e U NO3BOMSIOWMX ONepaTMBHO 3aKpblBaTb BCE BO3MOXHbIE YA3BMMOCTW B CETWU, Aaxe A0 BbiMycka
omumanbHbIX NaTyen oT BEHAOPOB — 3TO 3aAa4a He u3 nérkux. Y cambiM BaXkHbIM BOMNPOC 34eCh Kak Bceraa
SIBMAETCA BONPOC O TOM, Kakoe peLleHne No3BonuT 3To caenatb. Beab mexay BceM M3BECTHBIMU Spy ware U
ad ware eCTb MHOXECTBO pasHbIX Apyrnx 6onee CMOXHO OPraHM3OBaHHbLIX KOAOB, CENEKTUBHO 3aKpbiTb
KOTOpble COBCEM He Tak MpoCTO. He 3ps MHOrMe aHTUBUPYCHblE BEHAOPbLI OMyCKalT PYKW, €Cnn peyb
3aX0OUT O UHCNEKTUPOBaHUKN rpacPn4ecKkoro KOHTEHTa My NOMHOM NpoBepku koga HTML.

[na vnnocTpaummn nNpuHUMNa SLIENOHMPOBAHNSA PacCMOTPUM Cneaylowni runoteTmdeckun npumep. bawk,
WH(OPMaLMOHHasa cucTteMa KOToporo MMeeT coeauHeHne ¢ VIHTepHeT, 3aluLLeHHOe MEeXCEeTEBbIM 3KPaHOM,
npuobpen 3a pybexom aBTOMaTu3npoBaHHyl 6GaHkoBckyto cuctemy (ABC). U3yueHue perncTpaumoHHON
UHOpMaLMM 3KkpaHa nokasarno, YTO Bpemsi OT BpemeHun 3a pybex otnpasnstotcs |P-nakeTbl, cogepxaiyme
Kakme-TO HemoHATHble AaHHble. CTanu pa3bupaTbCs, KyAa e nakeTbl HanpaBnsloTCA, U 0Ka3anoch, YTo UAYT
OoHM B dhopmy-paspabotumk ABC. BosHukno nogospexue, uto B ABC BCTpoeHbl "TposiHckas" nporpamMma u
CKpbITbIN KaHan, 4tobbl nonyyatb MHMOPMaLMo O AeAaTenbHOCTM 6aHka. CBAsanvucb ¢ MPMON U B KOHLE
KOHLIOB BbISICHAMN, YTO OAMH M3 MPOrpaMMMCTOB He ybpan 13 noctaBneHHoro B 6aHk BapvaHTa OTNafouHyHo
Bbldavy, koTopas bbina opraHnsoBaHa ceTeBblM 00pa3oM (kak nepepadya IP-nakeToB cneuudunyeckoro suaa,
C SBHO 3ajaHHbIM IP-agpecom pabGoyero mecta atoro nporpammucTa). Ecnn 66l He mexceTeBoOW 3KpaH,
KaHan ocTtasancs 6bl CKpbITbIM, @ KOH(maeHumanbHas MHMOpMauus O nnarexax cBoGOAHO rynsna no
ceTaMm.

Elle oavH npakTU4Yecku BaKHbIi B JAHHOM KOHTEKCTE apXUTEKTYPHbIA MPUHLMN — pasHEeCeHWe JOMEHOB
BbINOMHEHUS AN NPUMOXEHWUIA C pasHbIM YPOBHEM [0BEpPUst Ha pasHble yarbl ceTu. Ecnu Takne npunoxeHus
ByayT YHKUMOHMPOBaTb B pacnpenerneHHon cpeae KueHT/cepBep, OrpaHnynTb UX B3aUMHOe BrusiHWe (U,
cnefoBaTenbHO, 3abroKMpoBaTh CKPbITble KaHasbl) GyOeT CyLeCTBEHHO Mpolle, YeM B criyyae eauHbIX
MHOrOMOb30BaTeIbCKUX CUCTEM.

OCHOBHbIE KpUTEPUW, KOTOPLIM [OJPKHA YOOBMETBOPSTH CUCTEMA KOHTEHTHOW (hMIbTpauuMuM Ha ypOBHE
Lunto3a, creayoLme:

o 6nokupoBaHne yA3BMMOCTE B MNporpaMMHOM obecrneyeHnn (IKCNIOMTOB) W atak,
HanpaBreHHbIX Ha KIMEHTCKNE NPUNOXEHNS;

. nHcnektupoBaHue 100% HTTP/FTP Tpaduka B peanbHOM BpeMEHU;

° npo3payHoe briokmposaHue ans scex Web-ctpanuy (HTML) yassumocTen n atak ‘drive by’;

o MHOrOypOBHEBas 3aliuMTa OT BCeX W3BECTHbIX M HEeW3BEeCTHbIX BMAOB spyware, ad ware,
TPOSIHOB, PYTKUTOB, NMEPEXBATUYNKOB HaXKaTWI Ha KNaBuLLM, BUPYCOB 1 YepBen;

o npefoTepalleHe MULLMHIOBBIX aTakK Kak C M3BECTHbIX M HEN3BECTHbIX (ULLMHIOBbLIX CaWTOB,
TaK 1 ¢ MHPMLMPOBAHHBIX Xakepamun 4OBEPEHHbIX CalToB;

° URL cdunbTpaumus / pogutenbCkuii KOHTPOSb C MCNOMb30BaHNMEM MOCTOSAHHO OBHOBNSEeMOun
6a3bl KaTanornampoBaHHbIX IHTepHeT-canToB;

° npo3pavHoe wuHcnektnpoaHne POP3 and SMTP no4yToBbIX MNPOTOKOMIOB Ha Hanuyne
3rIOHaMepPEHHbIX KOAOB U Crama;

o HeorpaHnyeHHas macwTabrvpyemMocTb CUCTEMBI (C YYETOM pocTa KOMMNaHum);

o AeTannanpoBaHHble OTYEeTbI 415 KaXaoro nonb3oBaTens.

EcTecTBeHHO, oGecneunTb Takylo 3alMTy B AOMalUHUX YCIOBUSIX (hakTUYEecKM HeBO3MOXHo. He cTout
3abblBaTb M O TOM, YTO 3rIOHAMEPEHHbI Ko NMOCTOSIHHO NPOrpeccupyeT 1 cTaHoBUTCA BCE Gonee "yMHbIM".
Ero cosgartenu npekpacHo MoHUMAIOT, YTO Ha OaHHbIi MOMEHT B MUPE PaKTUYECKU HET KOMMbIOTEPOB, Ha
KOTOPbIX HE YCTaHOBMNeH aHTuBMpyc. COOTBETCTBEHHO, BpeaoHocHoe MO aomkHO cHavana 3abrokuposaTth

IT security conference for the new aeneration

132



I(ASI’ERSKYﬁ KA(Mzp(Koro

aHTUBUMpPYyC, YTOObI NPOHUKHYTb Ha MK 1 3aTtem peanusoBaTb n|06y|o aKTUBHOCTb, Ha4YnHaA OoT c60pa LEHHbIX
CBeeHN 1 3aKaH4MBas BbiBEOEHNEM U3 CTPOS CETU.

Haunbonee apekBaTHbIM BbIXOAOM ONS 3alMTbl JOMALUHMX KOMMBIOTEPOB SBMSETCA WCMONb30BaHME WX
X035ieBaMu MpoBanAMHI-CepBMCa AOCTaBKM "4MCTOro" KOHTEHTa, npolewero QunbTpaumio Ha yane
npoeBamngepa 1, cnegoBatensHo, ocBoboxaeHHoro ot 99% BpeaoHOCHOro koga v cnama. MogobHele ycnyru
0OCTaTO4YHO LUMPOKO pacnpocTtpaHeHbsl Ha 3anage, v B Poccuu oTaenbHble nporpeccuBHble XSP-
npoBangepbl y>Xe HauMHalT OLEeHNBaTh NoAoOHbIE CEPBUCHI B KA4ECTBE HOBOW PbIHOYHOW HULWbI. O6Las xe
Macca OTHOCUTENbHO TakUX MPOEKTOB MOKa HacTpoeHa ckenTuyecku. Ewe Obl, Beab nomerobavitHas
cucTema onnaTbl Tpaduka He npeanonaraeT BbISIBNIEHUS BPEOHOrO KOHTEHTa — Monb3oBaTenb NnatuT 3a
o6wmn 06bLEM, He3aBWCMMO OT TOro, CKOMbkOo "Mycopa" B wutore oceno Ha ero mawwuHe. OpHako
BMpOCONUcaTenu He ApeMIoT, K KTO 3HaeT, onpaBaaeT nv cebs Takow peakTUBHbIA NOAX04 UMK yxe nopa
3a4ymaTtbCs O MPEBEHTUBHOM 3auuTe.

Tonbko NporpammHbIMK cpeacTBamun Npobnem nHgopmaumoHHon 6e30nacHoOCTU He pewwnTb. B HacToswee
BpeMSA HameTunacb TEHOEHUMS K paclUMpeHuio annapaTHOM MogdepXku 3awmTHelx cpeacts. Korpa
nogobHas nopaepxka obpeTeT peanbHble OYepTaHUs — BOMPOC He OAHOro roga. Ytobbl OH nony4un
peanbHoOe peLlueHne, HyXHbl 3KOHOMWYECKME W MNpaBOBble NPeAnoChIIKM, a He TOMbKO ycTpallarowas
CTaTUCTUKA 3MO0YMbILLIIEHHOW aKTUBHOCTU M OLIEHKM NMOTEPb OT Hee.

MepBonpuynHy npobrnem wHgopmauMoHHOW 6e3onacHoOCTM criegyeT UCKaTb B CMOXHOCTU COBPEMEHHbIX
cuctem. bopoTbCa CO CMOXHOCTBIO — 3HA4MT genatb cuctembl Gonee 6esonacHbivMn. K coxaneHuto,
CTpeMneHne onepeanTb KOHKYPEHTOB, NPeanoXutb cuctemy c 6Gonee 6Goraton OYHKUMOHANBHOCTbLIO
3acTaBnslOT NPOM3BOAMTENEN ABUraTbCA B NPOTMBOMOMOXHOM HanpasneHun. B HacTosLee BpeMs He BUOHO
MPUYUH, CMOCOOHBLIX 3Ty TEHAEHUMIO U3MEHUTb. CUCTEMHbIM WHTerpaTtopam M noTpebuTensam ocTtaeTtcs
HaaesTbCA TOMbKO Ha cebsi, HA CBOe YMeHue BbiObupaTb MakCUMarnbHO NPOCTYO, MPOAYMaHHYI0 apXUTEKTYpPY
W  noadepXvBaTb  MPOU3BOACTBEHHbIE CUCTEMbI B 6E€30MacHOM  COCTOSIHUM — TEXHUYECKUMU U
OpraHn3aumMoHHLIMW MepamMu, TpaTsi CUIbl U CPeACTBa Ha OTPaXXEHWE pearbHbIX, @ He HagyMaHHbIX Yrpos.
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Analysing the Kerberos timed authentication protocol using
CSP-RANK functions
Yoney Kirsal and Orhan Gemikonakli

School of Engineering and Information Sciences, Middlesex University,
The Burroughs, Hendon, London NW4 4BT, UK
y.kirsal@mdx.ac.uk; 0.gemikonakli@mdx.ac.uk

Abstract: Despite advances in network security, malicious attacks have shown a significant increase in recent
times. Authentication mechanisms coupled with strong encryption techniques are used for security purposes;
however, given sufficient time, well-equipped intruders succeed in breaking encryptions and compromising
system security. The protocols often fail when they are analysed critically. Formal approaches have emerged
to analyse protocol failures. Communicating Sequential Processes (CSP) is an abstract language designed
especially for the description of communication patterns. A notion of rank functions is introduced for
analysing purposes as well. This paper presents an application of this formal approach to a newly designed
authentication protocol that combines delaying the decryption process with timed authentication while keys
are dynamically renewed under pseudo-secure situations. The analysis and verification of authentication
properties and results of the designed protocol are presented and discussed

1. Introduction:

Owing to the growing popularity and the use of computers and network-based electronic devices, providing
privacy and data integrity has become more crucial; effective mechanisms are necessary to prevent network-
based attacks and unauthorised access. For the purposes of attack prevention, authentication and access
control play a vital role (Abadi, 1996). In order to meet increasing demands in secure computer
communications, various security protocols have been developed.

Kerberos is one of these commonly used mechanisms. It is based on Needham-Schroeder Authentication
Protocol (Needham, 1978). It utilises symmetric key cryptography to provide authentication for client-server
applications. The Kerberos architecture is divided into two core elements, Key Distribution Centre (KDC) and
Ticket Granting Service (TGS). The KDC stores authentication information while TGS holds digital tickets for
clients and servers of networks for identifying themselves.

A new protocol description is designed (Kirsal, 2006) as the initial steps of developing a specific
authentication protocol that provides authentication following a previously proposed framework (Kirsal, 2005).
This protocol has properties of Kerberos and Key-Exchange protocols together with a powerful intruder
model. Although the intruder has been given power to attack, the protocol is successful in preventing replay
attacks.

Despite the design and proposal of authentication approaches for improving security of networks, threats of
penetration and various other forms of attacks have continued to evolve.

In order to prevent intruder access to a network, increasing the decryption time of messages for an attacker
is another way of attack prevention. Especially, security protocols on distributed systems are time-sensitive.
In the analysis of delayed decryption systems, timestamps play an important role.

A new approach has been proposed to shut down external access to an enterprise network for a period of
time to enable the distribution of randomly generated keys to users in a relatively secure way (Kirsal, 2007).
This approach is based on the assumption that, the main threat is from external sources, internal sources
can be controlled better. Renewing keys at various intervals while potential intruders are blocked out would
inevitably work against intruders. Although the intruders may have the power to attack, the protocol is
successful in preventing replay attacks (Kirsal, 2008).

Cryptographic protocols are necessary for secure key distribution in order to provide suitable keys for
authenticated communication. However, it has also been reported that, the protocols often fail when they are
analysed critically (Lowe, 1996). At this point, formal methods emerged for verification of security protocols.
One of the most preferred methods is general purpose verification tools. The CSP is one of these tools. It is
an abstract language designed especially for the description of communication patterns of concurrent system
components that interact through message passing. The aim of the CSP approach is to reduce questions
about security protocols and ensure that CSP processes satisfy particular specifications (Schneider, 1997).
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CSP is particularly suitable for describing protocols close to the level we think of them. Schneider introduces
the notion of rank functions to analyse the protocols by using the process algebra CSP.

In this paper, a new protocol based on the use of timestamps to delay decryption (Kirsal, 2008) is presented
as an application of Rank-functions. The proposed model is based on secure key distributions at various
intervals. During key distribution, external access to the network of servers is not allowed. The access
restriction happens for short intervals. The proposed protocol is the initial steps for implementing a previously
proposed framework (Kirsal, 2005). To prevent intrusion, it is proposed that external link(s) are shut down for
short intervals to ensure secure key distribution and then links are re-instated. This will considerably restrict
time for intruders to break encryptions.

In order to deal with the above protocol verification, Schneider's CSP process algebra is used along with the
central rank function theorem. The evaluation and results are presented.

2. Related Work:

In recent years, various security protocols have been developed. Most of these protocols agreed upon a
cryptographic key or achieved authentication specifications (Lowe, 1995, Abadi and Needham, 1996). These
studies indicate that cryptographic protocols are prone to various forms of attacks.

Kerberos Authentication Protocol is designed as part of project Athena, provides secret key cryptography for
secure communications. It uses key distribution. Clients and servers use digital tickets to identify themselves
to the network and secret cryptographic keys for secure communications. The success of password guessing
and replay attacks against Kerberos and weaknesses as a result of Kerberos’ requirement of a trusted path
have been clearly identified as limitations of Kerberos (Bellovin, 1991).

Furthermore, Kerberos' operation is system and application independent. Kerberos provides a mutual
authentication between a client and a server. The Kerberos protocol assumes that initial transactions take
place on an open network where clients and servers may not be physically secure and packets travelling on
the network can be monitored and even possibly modified. The proposed framework (Kirsal, 2007a) and
protocol script (Kirsal, 2007b), (Kirsal 2008) provide a design of security solution for wireless local area
networks. Since the Kerberos Authentication Protocol is a trusted third party authentication protocol, its
paradigms and entities are finalised for the proposed framework (Kirsal, 2007a). It is a timed model security
protocol; that uses timestamps to delay decryption of messages by intruders. An approach has been
proposed to shut down external access to an enterprise network (or part of it) for a period of time to enable
the distribution of randomly generated keys to users. Renewing keys at various intervals while potential
intruders are blocked out would inevitably work against intruders (Kirsal, 2007a). This study is based on the
idea that the main threat is from outsiders and it is relatively easier to control internal sources since the
internal sources are known. Keys are renewed at various intervals while external access to the system is
disabled. Since, delay decryption mechanism was not used in that study, another protocol has been
developed with the combination of Kerberos Authentication Protocol and Encrypted Key Exchange Protocol
(Kirsal, 2006) with the addition of “delay decryption” property of the Kerberos Authentication Protocol (Kirsal,
2007b), (Kirsal, 2008).

In order to model protocols, the participants in the protocols are modelled as well (Eneh, 2006). As stated
here, to present the model of the attacker in CSP, initial steps involve determining the extent of information
that could be available to an attacker with formerly mentioned potentials (Eneh and Gemikonakli, 2005).

In a simple protocol, it is assumed that there are two communicating principals, A and B, and an adversary
who is the attacker. The attacker is modelled as having capacity to intercept messages in all directions,
modify messages, inject new messages and transmit messages (Schneider, 1997).

The attacker on network is represented as follows in (Schneider, 1997):
a. with unknown number of clients:
NET = (||| jeuser USER)) | [trans, rec] | ATTACKER
b. with only two participants (client/agent):
NET = (USERAa |||USERs) | [trans, rec] | ATTACKER
Also, in Schneider (1997) valid theorems are presented and the description of the attacker as follows:

ATTACKER sat (INIT U (tr U trans)) ftr U rec
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This theorem is used here to explain that the sets of all the messages that pass through the rec channel are
a function of the initial knowledge of the attacker and the sets of the messages input on the trans channel.
Additionally, the description of the attacker is represented as follows in (Schneider, 1997):

ATTACKER(S) = trans? i? j?m — ATTACKER (S U {m}) /i, j eUSER, S | m rec.iljlm — ATTACKER (S)

Apart from these, with the use of the inference rule to analyse a typical Kerberos protocol in the presence of
the TGS reveals that the protocol is subject to a TGS masquerade attack. As discussed in the study of Eneh
and Gemikonakli (2005), authentication in Kerberos requires a client, C, to send a request to the
authentication server, AS, requesting credentials for a given application server, V. The AS responds with the
requested credentials consisting of a ticket and a session key encrypted with the client's key. Kerberos
exchanges may also be in the presence of a TGS. The CSP model of inference is as follows:

1. C— AS:Options| ID: ||Realm||IDys || Times||Nonce:

2 AS—C :Realm|| ID¢ || Ticketgs || Exc[Ke s || Times || Nonce: || Realmygs || IDigs]
3 C — TGS : Options || ID, || Times|| Nonce; || Ticketys || Authenticator.”

4. TGS—C :Realmc|| ID. || Ticket || Excgs[Ke,v|| Times||Nonce: | Realm, || ID]
5 C — V :Options || Ticket, || Authenticator

6.  V— C: Ec[TSz| Subkey|| Seq#]

Nevertheless, the same study shows that, in distributed systems where the intruder has reasonable
communication and computational power belonging to the same administrative domain, Kerberos may be
compromised. In other words, the chance of impersonating a principal by an intruder is higher where AS and
TGS are on the same broadcast network.

Additionally, Trace Semantics are used by Schneider (1997) to specify security properties for protocols as
trace specifications. This is done with the following definitions:

P sat S &V tr e traces (P) o S(tr)

where P is a process and S is a predicate. P satisfies S, if S(tr) holds for every trace tr of P.

In terms of occurrence of events in its traces, the following definition is used for some sets of events R and T:
Psat Rprecedes T o@Vitretracess(P)e(trTR=() =1tr TT=()

where a process P satisfies the predicate R precedes T if any occurrences of an event from T is preceded
by an occurrence of an event from R in every trace tr of P.

As mentioned before, in the same study of Schneider (1997), a set of rules is introduced and defined as well
to verify the specifications. According to this study, set of rules defined as atom A, in this, another three sets
are considered which are known as the set of participant identities on the network to be U, the set of nonces
used by the participants in protocol run as N and the set of encryption keys used as K Altogether, the atoms
are defined as A = U u N U K. A message space M contains all the messages and signals that appear
during the protocol’s run in a way that m e A = m eM. A rank function p is defined in order to map events
and messages to integers, p: M—Z. This space is divided into two parts for characterising those messages
that the intruder might get hold of (Schneider, 1997):

M p = {meM | Mp" = {meM |
p <0} p >0}

where M p is defined as a non positive rank, for those messages that the enemy should never get hold of,
where M p" is assigned for positive rank of, without compromising the protocol.

A general rank function theorem is presented in order to ensure that a protocol will be verified to be correct
with regard to its security properties, if all the steps of the theorem are proven (Schneider, 1997).

For the sets R and T, there is a rank function p: M—>Z: v m € IK e p (m) >0
VScM meMe ((Ym’'e Sep(m)>0)~S m)=p(m)>0
VteTep(t)<0

Vi e U e User; |l Stop maintains p

el N
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R
then NET sat R precedes T

3. Work in Progress:

Despite the multiplicity of authentication approaches for improving network security, different types of attacks
continue to evolve.

The proposed framework (Kirsal, 2005) has been designed for providing a trusted third party authentication
for wireless networks that require a high level of security. Furthermore, the proposed protocol script is a
combination of Kerberos and Encrypted Key Exchange Protocol (Kirsal, 2006). Since the proposed protocol
is a timed model security protocol, it uses timestamps to delay decryption of messages by intruders. In the
previous study (Kirsal, 2007a), the proposed approach was shutting-down external access to a network for a
period of time (e.g. 140 seconds), to enable the distribution of randomly generated keys to users in a
relatively secure way. Another protocol has been developed with combination of Kerberos Authentication
Protocol and Encrypted Key Exchange Protocol (Kirsal, 2006) with addition of the “delay decryption” property
of the Kerberos Authentication Protocol (Kirsal, 2007b). It is shown that, due to the strong encryption
assignments and authentication specifications there were no attacks found, even when new options
“Guessable” and “Crackable” are added to “#Intruder Information” section (Kirsal, 2008). The protocol
proposed in this paper is a version of the protocol reported in (Kirsal, 2008) within the designed framework of
(Kirsal, 2007a). Fig.1 shows the proposed system.

Authentication Server

TGS
. " i / Py
™ Al 4,15,18,19 9,10,11,12
1231817 e RN bk
PR )
S ' ’ ' o ‘ S
Access Point o
X
Wireless Client e X5
\_\ -\\ ‘/ /,
\ /
\ g

Fig.1. The Proposed Framework

The following script is the part of the proposed protocol script:
#Processes

INITIATOR(A,S,na) knows SK(A), SKey(A), PK(A), passwd(A,B)
RESPONDER(B,S,nb) knows SK(B), SKey(B), passwd(A,B)
SERVER(S,kab) knows PK, SKey, passwd

#Protocol description

0.->A:B

[A!=B]

1. A->S: {B{SKey(A)}

2. S -> A: {S,Ats {kab}{PK(A)},PK(B)%pkb}{passwd(A,B)}

3. A->B:{A, ts, na, {kab{pkb % PK(B)}}{passwd(A,B)} % v
[A1=B]

4.B -> S : {A{SKey(B)}

5.S->B: {S, B, PK(A) % pka}{passwd(A,B)}
[decryptable(v,pka) and nth(decrypt(v,pka),1)==A\

and nth(decrypt(v,pka), 2) == now \
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and decryptable(nth(decrypt(v,pka), 3), passwd(A,B)) \
and decryptable(nth(decrypt(v,pka), 4), SK(B))]

<na := nth (decrypt (nth(decrypt(v,pka), 3))) ; \

kab := nth (decrypt (nth(decrypt(v,pka), 4), SK(B)), 1)>
6. B -> A : {nb,na,tb}{kab}

7. A -> B : {nb,ta}{kab}

#Specification

TimedAgreement(A,B,2,[kab])

#Intruder Information

Intruder = Mallory

IntruderkKnowledge = {Alice, Bob, Mallory, Sam, Nm, PK, SPK, SK(Mallory), SKey(Mallory)}
Guessable = SessionKey

Crackable = SessionKey

Crackable = ServerKey

Crackable = Password

In the “#Processes” section, the first parameter of each process (here A, B and S) should represent agent
identities used in the “#Protocol description” section Names are given to the roles played by the different
agents. In this protocol, INITIATOR, RESPONDER, and SERVER are chosen as it was used in the protocol
of (Kirsal, 2007b, Kirsal, 2008).

In the “#Protocol description” section, the protocol itself is defined by listing the steps in order. Message 0 is
used to start the protocol off and tells A, the identity of the agent with whom he should run the protocol. Since
the above protocol is timed protocol, timestamps ta, tb and ts are used as variables in the messages. The
messages are encrypted with the password that is created by A and B and also are distributed by the server.
This increases the time it takes for the intruder to decrypt the message. Additionally, in the “#Intruder
Information” section, the intruder’s identity and the set of data values that he knows are initially mentioned
(Kirsal, 2008), (Lowe, 1998). The “Intruder knowledge” section holds the identifiers and functions of the
protocol that he knows and he can apply any other value to those identifiers and functions.

3.1 The CSP Model of the Proposed Protocol:

In this section the CSP representation of the above proposed protocol is modelled as a network and specified
the authentication property for this network as a trace specification.

While modelling the different processes of a protocol, advantage of the extensibility of CSP gives the
opportunity to add additional elements to the processes.

The following scripts are representations of three participants of the proposed protocol.

INITIATOR(A, S, na) =
[1 B:Agent @ A= B &env_I.A.(EnvO, B,<>) ->
output.A.S.(Msgl, Encrypt.(SKey(A), <B>),<>) ->
[] kab : SessionKey @ [[ts: TS @ [] pkb : addGarbage_(PublicKkey) @
input.S.A.(Msg2, Encrypt.(passwd(A, B), <S, A, Timestamp.ts, Encrypt.(PK(A), <kab>), pkb>),<>) ->
output.A.B.(Msg3, Encrypt.(passwd(A, B), <A, Timestamp.ts, na, Encrypt.(pkb, <kab>)>),<>) ->
[[nb:Nonce @ [Jtb: TS @
input.B.A.(Msg6, Encrypt.(inverse(kab), <nb, na, Timestamp.tb>),<>) ->
Jta: TS @
output.A.B.(Msg7, Encrypt.(kab, <nb, Timestamp.ta>),<nb>) ->
close.A.INITIATOR_role -> STOP
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RESPONDER(B, S, nb) =
[l A:Agent @
[] v : addGarbage_({Encrypt.(passwd(A, B), <A, Timestamp.ts, na, Encrypt.(pkb,

<kab>)>) | A <- Agent, B <- Agent, kab <- SessionKey, na <- Nonce, ts <- TS, pkb <-
addGarbage_(PublicKey)}) @

A= B & input.A.B.(Msg3, v,<>) ->
output.B.S.(Msg4, Encrypt.(SKey(B), <A>),<>) ->
[] pka : addGarbage_(PublicKey) @ [ now : TS @

decryptable(v, pka) and nth(decrypt(v,pka), 1) == and nth(decrypt(v,pka), 2) == now and
decryptable(nth(decrypt(v,pka), 3), passwd(A,B)) and decryptable(nth(decrypt(v,pka), 4), SK(B)) &

input.S.B.(Msg5, Encrypt.(passwd(A, B), <S, B, pka>),<Timestamp.now>) ->
RESPONDER'(B, S, nb, A, v, pka, nth(decrypt(nth(decrypt(v,pka),3))))

RESPONDER'(B, S, nb, A, v, pka, na) =
RESPONDER"(B, S, nb, A, v, pka, na, nth(decrypt(nth(decrypt(v,pka),4),SK(B)),1))

RESPONDER"(B, S, nb, A, v, pka, na, kab) =
[tb: TS @
output.B.A.(Msg6, Encrypt.(kab, <nb, na, Timestamp.tb>),<nb>) ->
ta:TS @
input.A.B.(Msg7, Encrypt.(inverse(kab), <nb, Timestamp.ta>),<nb>) ->
close.B.RESPONDER_role -> STOP

SERVER(S, kab) =
[ A:Agent @[] B: Agent @
input.A.S.(Msg1, Encrypt.(SKey(A),<B>),<>) ->
[ts: TS @
output.S.A.(Msg2, Encrypt.(passwd(A, B), <S, A, Timestamp.ts, Encrypt.(PK(A), <kab>), PK(B)>),<>) ->
input.B.S.(Msg4, Encrypt.(SKey(B), <A>),<>) ->
output.S.B.(Msg5, Encrypt.(passwd(A, B), <S, B, PK(A)>),<>) ->
close.S.SERVER_role -> STOP

In the model above, keywords input and output are used to define receive and send application respectively,
where trans and rec keywords are the general definition for this purpose in Schneider’'s CSP definitions. Also,
instead of key words USERa, USERg, INITIATOR and RESPONDER are used.

The CSP representations of each process (known as agents) show that the entities of the messages are
encrypted with their own public keys.

The INITIATOR, A creates and sends a message, Msg3, but the receiver, B stores this message in variable
v, without trying to interpret it. That is to say, RESPONDER, B decrypts this message and performs the
appropriate checks only after receiving message in the future steps, which is defined as Msg5. Message 3
was encrypted with the inverse of the key received in message 5. Since the inverse of the password received
is itself, B expects the common password. This is done in the following part:

A= B & input.A.B.(Msg3, v,<>) ->
output.B.S.(Msg4, Encrypt.(SKey(B), <A>),<>) ->
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[l pka : addGarbage_(PublicKey) @ [] now : TS

In the test of message 5 “decryptable”, “decrypt” and “nth(_, n)” functions that are used for delaying
decryption purposes.

Due to the use of delay decryption, B cannot automatically extract any fields from message 3, so more
assignments are needed in the delay decryption model. The added assignments are defined as:

RESPONDER'(B, S, nb, A, v, pka, nth(decrypt(nth(decrypt(v,pka),3))))
RESPONDER'(B, S, nb, A, v, pka, na) =
RESPONDER"(B, S, nb, A, v, pka, na, nth(decrypt(nth(decrypt(v,pka),4),SK(B)),1))

The first assignment, RESPONDER', assigns the nonce na as the third field of message 3, but the message
itself, is encrypted with the password of A — B, has to be decrypted using the inverse of this key which is
itself.

The second assignment, RESPONDER'(B, S, nb, A, v, pka, na) = RESPONDER"(B,.) assigns the session
key kab as the fourth component of message 3 but the first field of the message is encrypted with B’s public
key and decryption has to be done by using the inverse of this key which is secret key of B.

Since the proposed protocol is time sensitive, introduction of any delay will prevent the intruder’'s attempt to
launch an attack. Because of this, the delay decryption technique that is used in here is to delay the intruder.

In the “#Specification” section of the proposed protocol, RESPONDER, B has completed a protocol run with
A. This is verified with the following CSP process that implies that A was running the protocol with B within
the last 2 time units and there is mutual agreement between them. This mutual agreement depends on the
value of session key chosen:

AuthenticateINITIATORToRESPONDERTIme
dAgreenent_

kab(A) =
signal.Runningl.INITIATOR_role.A?B?nb ->

signal. Commitl.RESPONDER_role.B.A.nb ->
STOP

AlphaAuthenticateINITIATORToRESPONDER
TimedAgreement_kab(A) =

{Isignal.Running1.INITIATOR_role.A.B,
signal.Commitl.RESPONDER_role.B.A |
B <- inter(Agent, HONEST)|}
The intruder can try to make the first attempt to attack in step 3 when A sends nonce na to B. Due to protocol

time agreement specification, an agent’'s chance to attempt to connect will be timed-out by the server
because of unsuccessful connection attempts thus preventing the attack.

In addition to the timestamps, nonces are also being used for authentication between the agents A and B.

Additionally, in the “#Intruder Information” section, the intruder’s identity and the set of data values that he
knows are initially stated. The “Intruder knowledge” section holds the identifiers and functions of the protocol
that he knows and he can apply any other value to those identifiers and functions.

The following CSP definition is Intruder’s initial knowledge with definitions:
IKO_init = union({Alice, Bob, Mallory, Sam, Nm, SK(Mallory), SKey(Mallory),
passwd(Mallory, Alice), passwd(Mallory, Bob), passwd(Alice, Mallory),

passwd(Bob, Mallory),
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passwd(Mallory, Mallory), Garbage}, TimeStamp)

INTRUDER_1 =
(chase(INTRUDER_O)
[[ hear.m_ <-send.A_.B_.(_m_,se_) |
(_,m_,se_,re_) <- DIRECT_MSG,
A_ <- diff(SenderType(l_),{Mallory}), B_ <- ReceiverType(l_) ]]
[{I hear [}|] STOP)
[[ say.m_ <-receive.A_.B_.(L_,m_,re_ )|
(,m_,se_,re_) <- DIRECT_MSG,
A_ <- SenderType(l), B_<- ReceiverType(l)]]

The job of Intruder is defined in the above code together with its relevance to the initial knowledge.

The initially known facts that are added under the following section, the key words such as leak, hear, say,
are used to signal that a possible secret has been learnt, to represent hearing and saying a message during
the authentication and transfer of a message across a network.

SAY_KNOWN_0 =
(inter(IK1, ALL_SECRETS_DI) I= {} & dummy_leak -> SAY_KNOWN_0)
[] dummy_send -> SAY_KNOWN_0
[] dummy_receive -> SAY_KNOWN_O
SAY_KNOWN =
SAY_KNOWN_0
[[ dummy_leak <- leak.f_ | f_ <- inter(IK1, ALL_SECRETS_DI) ]]
[[ dummy_send <- send.A_.B_.(I_m_,se_) |
(I_,m_,se_,re_) <- DIRECT_MSG, components_(m_) <= IK1,
A_ <- diff(SenderType(l_),{Mallory}), B_ <- ReceiverType(l_) 1]
[[ dummy_receive <- receive.A_.B_.(l_m_,re_) |
(_,m_,se_,re_ ) <- DIRECT_MSG, components_(m_) <= IK1,
A_ <- SenderType(l_), B_ <- ReceiverType(l) 1]
STOP_SET = {| send.Mallory [}

INTRUDER =
(INTRUDER_1 [| STOP_SET [] STOP) ||| SAY_KNOWN

Intruderinterface = Union({{| send, receive |}, {|crack|}})
AlphaSystem = {|env, send, receive, close, tock|}
SystemManagerinterface = inter(AlphaSystem,CRACKING_M::AlphaManager)

SYSTEM = (SYSTEM_M::TSYSTEM_1 [|SystemManagerinterface|] CRACKING_M::Manager)
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[[Intruderinterface|] INTRUDER_M::INTRUDER

It is proven that, in terms of attack prevention, the designed protocol is successful, despite of highly specified
Intruder connection attempts.

4. Discussions:

This paper presents an approach to improve the security aspects of the Kerberos Authentication Protocol
together with the CSP representation of the proposed approach.

The proposed protocol that has improvements over Kerberos authentication is designed to improve security
and minimise the threat of possible attacks (Kirsal, 2007a, b and 2008).

As discussed in the previous section, the previous study (Kirsal, 2007b) was about shutting-down external
access to a network for a period of time, to enable the distribution of randomly generated keys to users in a
relatively secure way. Due to the Kerberos’ delay decryption properties and being a timed authentication
protocol, it is proven that in terms of attack prevention this protocol is successful despite of strong intruder
connection attempts. This is investigated with an approach that is developed by Schneider in order to identify
flaws in protocol design.

Throughout the process, it is managed to define and investigate attacks discussed earlier.
5. Conclusions:

This paper is presents the CSP codes of a new protocol proposed for improving security of the Kerberos
Authentication Protocol. A new protocol is derived from a designed and tested protocol (Kirsal, 2007a,
2007b) to increase the time for an intruder to break an encryption and hence improve the security.

The Schneider's CSP Processes are applied to expose any flaws in the design and managed to identify
attacks. It is based on increasing the time needed to break the encryption, and hence improve security.

In addition to delayed description, this paper proposes further improvement to network security by restricting
externals’ access to the system temporarily.

Further work will be carried out on the performance analysis of the proposed approach, in order to choose
parameters for acceptable levels of security and performance.
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AHanus npoTtokona ayteHTucdpukaumm Kepbepoc,
NOCTPOEHHOro C NoMouWbio "WTamna BpemeHun", c
ucnonb3oBaHmem pyHkumnm CSP-RANK
Wonu Kupcan, OpxaH FemmkoHaknu

Lkona TexHMKM n nHdpopmatuku, YHnsepcutet Mugancekc,
Bappoys, XeHaoH, llonaoH NW4 4BT, BenukobputaHus

AHHOTaumA: HecmoTps Ha ycnexu, 4OCTUrHYThlE B 06nacT obecnedeHns MHPOpMaLnoHHon 6e3onacHocTy
npu paboTte B CETU, KONMMYECTBO BUPYCHbIX U XaKEPCKMX aTak CYLLECTBEHHO BbIPOCIO 3a NocregHee BpPeEMS.
Ons obecneyeHns 6e30MacHOCTM NPUMEHSIIOTCS MeXaHW3Mbl ayTEHTUMUKALMM B COYETAHUM C HAOEXHbIMU
MeToAamMy WMPOBaHMS; OAHAKO, MMesi B CBOEM pacropskeHUM [OCTaTOMHOE BpeMsl, XOpOoLlo
BOOPYXEHHbIM  COOTBETCTBYHLUMMM CpeACTBaMM Xakepam yaaeTcs B3nambiBaTb  3awMdpOBaHHYHO
MHOPMaLMI0O U CTaBuTb Mog yrpo3dy 6e3onacHoCTb CuUCTEeMbl. 3adyacTyld MNpPOTOKOMbl MpekpalialT
BbINOMHATbL CBOW (PYHKUMKM, €Cnv OHW MOABEPralTCs aHanuM3y Ha KpuTudeckoMm ypoBHe. [na aHanusa
0TKa3oB paboTbl NpoTokonoB ObiNn pa3paboTaHbl dopmanbHble noaxodbl. Anrebpa B3avMOOEWCTBUSA
nocrnegoBatenbHbix npoueccoB (CSP) npeactaeBnsier cobow  abCTpakTHbIM - A3bIK,  CrneuuanbHO
npegHasHayeHHbI ANg onucaHus Moaenen B3aumogencTsus. Kpome Toro, Ansi nNpoBeAeHMs aHanusa
NPUMEHSIETCS MOHATUE PaHroBbIX OYHKUMWA. B HacToswen paboTe ocyliecTBRAseTcs NPUMEHEHUe 3TOro
dopmanbHOro nogxoda K HOBOMY MpeanaraeMoMy NPOTOKOMNy ayTeHTUduKauuu, B KOTOPOM coveTaeTcd
3aepxKa npouecca AelmdgpoBaHia ¢ ayTeHTUdUKaUMen Ha OCHOBaHUM "LWUTamna BpeMeHn" B TO BpeMs,
KaKk  MNpou3BOAMTCA  OMHaMuyeckoe  OOHOBNEHME  KMHYEeW C  WUCMONb3OBaHMEM  MEXaHU3MOB
ncesgobesonacHocTu. MNMpoBoasaTca aHanu3 1 NpoBepka CBOWCTB ayTeHTUdMKaummn, a Takke obcyxaatTcs
pes3ynbTaTbl NPUMEHEHNS NpeanaraeMoro NpoTokona.

1. BBegeHue:

B cBsA3M ¢ pocTOM pacnpocTpaHeHUs1 U UCNONb30BaHUSA KOMMbIOTEPOB U CETEBbIX ANIEKTPOHHBIX YCTPOWCTB
npobnema obecnevyeHus KOHPUAEHLMANBHOCTU U LENOCTHOCTM AaHHbIX CTAHOBUTCHA BCe 6Gonee BaXHOW;
Heobxoanmo obecneunTb Hanuume IPPEKTUBHBIX MEXaHM3MOB AN NPEefoTBPALLEHMs CeTeBbIX aTak u
HECAHKLMOHNPOBAHHOIO AocTyna. KU3HEHHO BaXKHYH ponb AN NpefoTBpalleHusi ceTeBbIX aTak urpatT
npoueccol ayTeHTudukaumm n obecneveHns poctyna (A6agu, 1996). [ns ynoBneTBOpeHMs pacTyLUero
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cnpoca Ha obecneveHne 6e3onacHoCTn npv B3aMMogencTBUmM KOMMNbOTEPOB Obinn paapa60TaHbl pas3nnyHblie
MPOTOKOJbl CUCTEMbI 3aLUNTHI.

Kepbepoc sBnseTca ogHUM M3 Takux Havbonee pacnpoCTpaHeHHbIX MexaHM3MoB 3awmnTel. OH OCHOBaH Ha
ucnonbL3oBaHWK npoTtokona ayteHtudukauum Huaxama-Lpenepa (Huaxam, 1978). B atom npoTokone Ans
obecneyeHnss ayTeHTUUKALMM B  MNPUINOXEHUSAX "KNWEHT-cepBep” MNpUMEHsieTCa  CUMMeETpUYHas
KpunTorpadms C KovoM. ApxuTekTypy npoTokona Kepbepoc MOXHO pasgenvTe Ha [ABa KIOYEBbIX
anemenTa: LleHtp pacnpegenexuns kmioven (KDC) n Cnyxba npepoctaBnenus bunetoB (TGS). B KDC
XpaHntca nHpopmaumsa o6 ayteHTudmkaumm, a B TGS Haxogatca umdposble 6uneTbl, NpegHasHa4yeHHble
ANs Toro, Y4Tobbl KNNEHTLI U cepBepbl ceTen Mornu cebs naeHTdMUMpoBaTh B CETU.

B kayecTBe HavamnbHbIX LWAroB Npyn paspaboTke KOHKPETHOro NpoTOKONa ayTeHTUdMKauum CTpOUTCS HOBOE
onucaHne npotokona (Kupcan, 2006), kotopoe obecneyvBaeT ayTeHTUMUKALMIO Ha OCHOBaHWM
npeanoxeHHon paHee cxembl (Knupcan, 2005). 3toT npoTokon obnagaet ceovcTBamu npotokona Kepbepoc
1 NpoToKona obMeHa Knioyamu, a Takke coaepxut apdekTMBHYIO MoAerNb 3aluTbl OT B3MIOMLUMKOB. XOTS B
AaHHOM crny4vae B3MOMLLMKY NpedoCcTaBnseTcs BO3MOXHOCTb OCYLLECTBMAATL aTtaky, 9TOT NPOTOKON YCNeLHO
npefoTBpaLlaeT atakm nyTem NOBTOPOB.

HecmoTpa Ha cosgaHve u paspa60TKy nogxoaoB K OCyLeCTBJ1€HUO ayTeHTVICbVIKaLI,VIVI, noBblWALWnNX
YpPOBEHb 6e3onacHocTH paﬁOTbl B CeTWn, Yrpo3bl NPOHUKHOBEHUA W WHblEe pasfindHble dopMbl  aTak
npoaomMKakT NOABNATLCA.

Ona Toro, 4tobbl He p[onycTUTb [OCTyna B3MOMWMKA K CeTW, MpUMEHsieTca [Apyrol noaxod K
NpefoTBPaLLEHUIO aTak, 3akNioyaloWMNCca B YBENVYEHUN AN 3NOYMbILUMIEHHUKa BPEMEHW, HeoBXoaMMOoro
ans  gewuvdpoBaHns coobweHnin. OcobeHHO 4YyBCTBUTEMbHLIMW K BPEMEHW SBASIOTCS NPOTOKONbI
obecneyeHns 6GesonacHoOCTM B pacnpefdeneHHblx cuctemax. [lpu aHanmMs3e cucteM C  3adepxKon
AewndpoBaHNS BaXKHYIO POrb UrpatoT "WTamnbl BpEMEHN".

Bbin npeanoxeH HOBbIM NOAXOA, NPeAyCMaTpPUBAIOLLMIA 3aKpbITUE BHELLHEro J4OCTyna K CeTU NpeanpusaTus
Ha HeKOTOpbIN Mepuog BPEeMeHW C TeM, 4ToObl MOXHO Oblo OTHOcMTenbHO 6GesonacHbiM crocobom
pacnpegenuTb cpean nonb3oBaTtenen cnyvyanHsivM obpa3om creHepupoBaHHblie kntoumn (Knupcan, 2007). 3toT
NnoaxoA OCHOBaH Ha MpeanonoXeHWM O TOM, YTO OCHOBHas yrpo3a MCXOAMUT OT BHELUHWX MCTOYHMKOB, a
ynpasneHne BHYTPEHHUMWU WCTOMHUKaMW HaxoguTca Ha OGonee BbLICOKOM YpoBHe 6e3onacHocTw.
O6HoBneHNe krioveln 4vepe3 pasHble MHTepBanbl BPEMEHW B TO BPeMs, Korga AOCTyn MOoTeHuManbHbIX
B3MOMLUMKOB OnoOKMpOBaH, AOMMKHO O4YeBMAHbIM 06pasom 3aTpyAHuTb paboTy B3anoMuwmkoB. W xoTa B
OaHHOM cryyae B3MOMLUMKaM MNpPefoCTaBnseTcs BO3MOXHOCTb OCYLLECTBMATbL aTaky, 3TOT MpPOTOKOr
ycreLwHo npegoTepallaeT atakm nytem nostopos (Kupcan, 2008).

KpunTorpaduyeckne nNpoTOKOMNbl HYXHbl Ans obecnevyeHns HagexXHoro pacnpefeneHus Kryenm C Tew,
4yTOGbl B Crnyvasix CBA3M C B3aUMHON ayTeHTUdMKauMen napTHepOB BblAaBanunCb Hagnexaiime Krouw.
OpHako coobLanock Takke 0 TOM, YTO YaCTO NPOMCXOAST cboM 1 OTKasbl NMPOTOKONOB ayTeHTUdUukauum B
TOM Crny4ae, ecnu OHW MoABepralTca KpuTndeckomy aHanuay (floas, 1996). Ha aton ctagum nossunucb
dopmarnbHble MeToAbl MPOBEPKN NPOTOKONOB 3awwuThl. [Npy 3ToM Hanbonee npeanoYTUTENbHBIMU METOAAMM
ABMSATCS YHMBEpcanbHble cpefdcTBa Bepuduvkaumm. OgHum m3 Takmx cpedcts sasnsetcs CSP. 310
abCTpakTHBIN  A3blK, MpPeAHasHaYeHHbI  cneunanbHO  ANA  ONMCaHUs  MOAenen  B3anMoJencTBus
OOHOBPEMEHHbBIX KOMMOHEHTOB CUCTEMbI, KOTOpPbIE B3aMOAENCTBYIOT NyTeM nepefayn coobuieHun. Lienb
nogxona CSP coctout B TOM, 4TOOblI COKpPATMUTb YMCIIO BOMPOCOB O MPOTOKOMax 3awmtbl U obecneunTb
BbIinonHeHne npoueccamm CSP koHkpeTHbix cneumdukauun (WHangep, 1997). Mpouecc CSP ocobeHHo
NoAxXOAUT ANS OMMCaHWsA MPOTOKONOB, BM3KMX K TOMY YPOBHIO, Kak Mbl ux cebe npeactaensem. WHarpep
BBOAWT MOHATME PaHroBbIX MYHKLUMIA ANS aHann3a npoTOKOMOB C NOMOLLbIO npoLeccHoun anrebpbl CSP.

B HacToswen paboTe B KadecTBe MNPUMOXEHUSA PaHroBbiX (YHKUMI npeanaraeTcs HOBbIA MPOTOKOM,
OCHOBaHHbI Ha UCMONb30BaHWMM "LUTAaMMNOB BpeMeHW" Anst 3afepXku npolecca gewwmdpoBanns (Kupcan,
2008). lMpeanoxeHHass Mofenb OCHOBaHa Ha pacrnpefeneHun CTOMKMX K KpunTorpaduyeckomy aHanmsy
KIoYer Yepes pasnuyHble MHTepBanbl BpeMeHWN. Bo BpeMsi pacnpeaeneHus Krnoyen BHELUHUA AOCTYN K CETU
CcepBepoB 3anpelleH. Takoe orpaHnYeHne 4OCTyna NPOUCXOANT B TEYEHUE KOPOTKUX MPOMEXYTKOB BPEMEHMN.
Mpennaraembin NPOTOKON NpeAcTaBnseT cobon nepsble LWarM peanusaumnm paHee MNpeanoXeHHOW CXembl
(Kvpcan, 2005). Ana npepoTBpalleHns BTOPXXEHUS NpeAiaraeTCcs 3aKpbiTb BHELUHWE CCbIMKU Ha KOPOTKME
NPOMEXYTKN BPEMEHW AN TOro, 4Ytobbl OCYLEeCTBMTbL pacnpefeneHve CTOMKMX K Kpuntorpaduyeckomy
aHanuay Kro4yen, a 3aTeM BOCCTaHOBUTbL CCbINMKU. DTO AOIMKHO CyLLECTBEHHbIM 06pa3oM OrpaHnynTL BpeMms,
KOTOpOE B3MOMLUUK MOXET MCMONb30BaTh ANs pacLuMdpPOBKU.

Ons Toro, 4Tobbl OCYLLECTBUTL YKa3aHHYHO Bbille BeEpUdUKaumio NpoTokona, NPUMEHSAETCH NpeanoxeHHast
LWHagepom npoueccHass anrebpa CSP BmecTe C UEHTpanbHOW TEOPEMOW O pPaHroBbiX (YHKLUSIX.
MponsBoamMTCs oLEeHKa Npouecca U NPpUBOAATCS MOSNyYeHHbIE pe3ynbTaThbl.
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2. PogcTBeHHble paboThbl B AAHHOW NpeaMeTHOM obnacTu:

B nocnegHue rogbl 6bino pa3paboTaHO MHOTO PasfnMyYHbIX MPOTOKOMOB 3awuTbl. B 6GonblMHCTBE 3TUX
NPOTOKOMOB  Npu3HaBanacb HeobxoAMMOCTb  WCMOMb3OBaHWS  KpunTorpadpuyeckoro  knwoya  unm
obecneyrBanocb BbINOMHEHWe ycnoBui ayTteHTUdwukauum (Jloss, 1995, Abagn u Hupxam, 1996). O1u
uccrnefoBaHnsa  MoKasbiBaloT, 4TO  KpunTorpaduyveckme npoTOKOMbl  BOCMNPUUMYMBBLI K BO3AENCTBUIO
pasnu4YHbIX BUAOB aTak.

MpoTtokon ayteHTudukauun Kepbepoc cosgaH kak YacTe npoekta "AduHa" n obecneumBaeT kpuntorpaduio
C CEKpeTHbIM KIOYOM AN OCYLLECTBEHUS B3avMOOEWCTBUI, CTOMKMUX K KpunTorpadguyeckomy aHanusy. B
3TOM MNPOTOKOMe WUCMonb3yeTcs npouecc pacnpegeneHus knoyven. KnveHTbl M cepBepbl MOMb3yHTCH
uncpoBbiMM  Bunetamu gns Toro, 4TOObI MAeHTUMUMpoBaTb cebss B CceTW, U  CEKPETHble
Kpuntorpacdmyeckue knoun ans obecneveHus 6Ge3onacHOro B3aMMOAEWCTBMS. YCNewHoe yragbiBaHue
naponev M nNpvMeHeHWe aTtak npoTuB npoTokona Kepbepoc nytemM NOBTOpPOB, a TakkKe HeOoCTaTKM,
CBsi3aHHble C cogepxawmmcs B npotokone KepGepoc TpeGoBaHMeEM Hanuuusi [OBEPEHHOrO MyTw,
0[HO3HAYHO ObINKU KBaNMULMPOBaHbI Kak orpaHuyeHus npotokona Kepbepoc (bennosuH, 1991).

Kpome TOro, npotokon Kepbepoc pabotaeT He3aBUCMMO OT cucTeMbl U npunoxenus. MNMpotokon Kepbepoc
obecneymBaeT B3aMMHyl0 ayTeHTUUKaUMIO MexAy KIMEHTOM W cepBepoM. Mcnonb3oBaHue npoTokona
Kepbepoc npepnonaraeT, 4YTO WUCXOAHble TpaH3aKUMM OCYLLECTBISOTCA B OTKPbITOW CETU, B KOTOPOWA
KIMEHTbI U cepBepbl PM3NYECKU HE MOTYT HaXOAUTbCS B 6e30nacHbIX YCNoBUSAX, a NakeTbl, NepegatoLmecs
no CeTW, MOXHO OTCRexuBaTb WU Aaxe, BO3MOXHO, MoauduumposaTb. lNpeanaraemasa cxema (Kupcan,
2007a) u cueHapwuii npotokona (Kupcan, 20076), (Kupcan 2008) obecneumBatoT MOCTPOEHUE CUCTEMBI
3awmTbl Ans 6ecnpoBOAHbBIX NOKamnbHbIX BbIYMCIMTENbHBIX CeTe. Tak Kak MpOTOKON ayTeHTudumKaumm
Kepbepoc npeacraBnsieT cobovi MPOTOKON ayTEeHTUUKAUUW LOBEPEHHOW TPETbEN CTOPOHOW, TO €ro
napagurMbl 1 0B6bEKTBI OKOHYaTENbHO onpeaenstTcs Ana npepnaraemon cxembl (Kupcan, 2007a). 3to
NPOTOKON 3aLUUTbl, OCHOBAHHBIA HAa BPEMEHHOW MOAENU, B KOTOPOWM UCMONb3YHTCS "LUTamnbl BpeMeHn" Ans
3a4epXKkn aewmdpoBaHna coobLleHun B3noMLLiMKamu. Bbin npegnoxeH noaxond, npeoycMaTpyBaloLLmMi
3aKpbITUE BHELUHero AoCTyna K ceTv NpeanpuaTusa (Mnu K ee 4acTu) Ha HEKOTOPbIA MPOMEXYTOK BpeMEHM
ana  Toro, u4tobbl MOXHO ObINO pacnpegenuTb  cpean nonb3oBaTenen  crnyyvawHbiM  O0Bpasom
creHepupoBaHHble kntoyn. OB6HOBNEHME Kroveln Yepes pasHble NPOMEXYTKN BPEeMeHW B TO BpeMs, Koraa
AOCTYN NOTEeHUManbHbIX B3MNOMLUMKOB OGNOKUMPOBaH, AOMKHO O4eBUMAHbIM 0b6pa3om 3aTpyaHuTb paboty
B3nomwmkoB (Kupcan, 2007a). 310 nccnegoBaHWe OCHOBAHO Ha MAee O TOM, YTO OCHOBHAas yrpo3a UCXOAuT
OT BHELUHNX UCTOYHMKOB, @ OCYLLECTBMSATH yrpaBrieHWe BHYTPEHHWMMU UCTOYHUKAMWU CpaBHUTENbHO Nerko,
TaK Kak BHYTPEHHME UCTOYHWMKU M3BECTHbI. Knioun oGHOBNSIOTCS Yepes pasnuyHblie MPOMEXYTKA BPEMEHUN B
TO BpeMS, Korga AOCTYn K CUCTEME U3BHE 3arnpelleH. Tak kak B 3TOM UCCNeAoBaHUN MEXaHW3M 3afepxKKu
AewndpoBaHns He ucnonb3dyeTtcd, To 6bin paspabotaH Apyron nNpoOTOKOM, BKAYawwuin B cebs
KOMOMHaumMi0 npoTokona ayteHTudukaumn Kepbepoc n npoTtokon obmeHa 3awmdpoBaHHbIMU KOHaMu
(Kupcan, 2006) c¢ pobGaeneHuem cBOWCTBA "3afepxkm AelimdposaHus” npoTokona ayTeHTMdumKaumm
Kepbepoc (Kupcan, 20076), (Knpcan, 2008).

Ons Toro, 4tobbl MOAENMpoBaTbL NPOTOKONbI, MOAENUPYIOTCS TakkKe YYacCTHUKM, UCMOSb3YHoLLME MPOTOKOS
(OHe, 2006). Kak nokasaHo B aTon paboTe, Ansg Toro, 4Tobbl NpeacTaBUTb Mogenb Hapywwutens B CSP,
HavanbHblE LWarn BknoyakT B cebs onpepeneHve obbema MHpopmaumm, KOTopbI MOXET ObiTb LOCTYMNEH
HapyLUMTENIO C YKa3aHHbIMU paHee BO3MOXHOCTSAMMU (OHe n MemukoHaknu, 2005).

B npoctoMm nmpoTokone npegnonaraeTcs, YTO UMeeTCs ABa B3auMOAeWCTBYOLWMX NpuHumnana, A n B, u
NPOTUBHWK, ABMASIOWMACA Hapywwutenem. Hapywwutens mogenvpyetcs TakuMm obpasoMm, Y4TO OH MOXeT
nepexesaTbiBaTb COO6LLleHI/IF| Nno BCEM HanpasliEeHUAM, BGpaCbIBaTb B Ce€Tb HOBblE COOGLLleHI/IFl n nepenasatb
coobuenus (lHangep, 1997).

B pab6ote (lUHanaep, 1997) HapyLumTens B ceTU NpeacTaBnsieTcsa cnegyrowmm odpasom:
a. C HEeU3BECTHbLIM YNCIOM KIMEHTOB!
NET = (||| jeuser USER)) | [trans, rec] | ATTACKER
b. TONbKO C ABYMS1 y4aCTHUKaMu (KNMUEHT/areHT):
NET = (USERA |||USERS) | [trans, rec] | ATTACKER

Kpome Toro, B pabote (LUHargep, 1997) npuBogaTcs cnenyrolime AeiCTBYOWNE TEOPEMBI U ONUCaHNe
HapyLmTens:

ATTACKER sat (INIT U (tr U trans)) ftr U rec
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OTa TeopemMa MCMonb3yeTcsl 34ecb AN Toro, 4Tobbl OOBACHWUTb, YTO MHOXECTBA BCEX COOOLLEHWUN,
NPOXOAALMNX Yepes KaHan 3anucK, SBnaTca QYHKUMEN NEPBOHAYANbHOMO 3HAHWSA HAPYLUUTENST U1 MHOXECTB
coobLeHnii Ha Bxode B kaHan nepegayn. Kpome toro, B pabote (LUHangep, 1997) paetca cnepywoulee
onvncaHne HapyLuMTens:

ATTACKER(S) = trans? i? j?m — ATTACKER (S U {m}) [Ji, j eUSER, S } m rec.ililm — ATTACKER (S)

Kpome 3aToro, npuMmeHeHue npaBuna BblBOO4A K aHanu3y TUMNoOBOro npoTokona Kepbepoc npu Hanuuum
cnyxbbl TGS cBuaeTenbCTBYET O TOM, YTO 3TOT NPOTOKON MOANEXWT aTake ¢ Mackuposkon TGS. Kak
oTMevarnocb B uccrnenoBaHun JHe u MemukoHaknu (2005), ans ayteHtTudukauyum no npotokony Kepbepoc
TpebyeTcH, 4To6bl kKNMeHT C OoTNpaBun 3anpoc Ha cepeep ayTeHTudukaumm AS, 3anpalwmveas MaHaT Aans
AaHHoro cepsepa npunoxenun V. CepBep AS HanpaBnsieT B OTBET 3anpOLUEHHbI MaHaaTt, COCTOSLLMNA U3
6uneTta u knoYa ceaHca, 3aMPOBaAHHBIX C MOMOLLBIO Kroya knmeHTa. ObmeH no npotokony Kepbepoc
MOXET TaKKe MpoMcxXoauTb Npu Hanuumm cnyx6sl TGS. Mogenb BbiBoaa npouecca CSP nmeeT cnegyroLwuin
BUA:

1. C— AS:Options|| ID; ||Realm||IDys || Times||Noncey

2. AS—C :Realm| ID. || Ticketygs || Exc[Kc,gs|| Times||Nonce: || Realmygs|| 1Dygs]
3. C— TGS : Options|| ID, || Times| Nonce: || Ticketys || Authenticator.”

4. TGS—C :Realm¢|| ID. || Ticket, || Excgs[Key || Times||Nonce: || Realm, || ID\]
5. C— V :Options | Ticket, || Authenticator.®

6. V — C: Ekc[TS: | Subkey || Seq#]

Tem He MeHee, B 3TOM >Xe MCCReAOoBaHNMN NOKa3biBAETCA, YTO B pacnpeAeneHHbIX cuctemax, ¢ KOTOpbIMM
HapywuTenb MOXeT B pasyMHbIX Npegenax BXOAUTbL BO B3avMOAENCTBME W B KOTOPbIX OH uMeeT
BblUMCMMTENbHbIE BO3MOXHOCTM, NPUHAaANexawme K TOMYy Xe agMWHUCTPaTMBHOMY AOMeHy, paboTa
npoTtokona Kepbepoc MoxeT ObiTb HapylweHa. [OpyrMmu crnoBamu, BEPOSTHOCTb TOrO, YTO HapyLUUTENb
CMOXeT BblgaTb cebs 3a npuHuMnana, Boelwe, ecnu cepeep AS u cnyx6a TGS HaxoOsTcs B OQHOW U TOM Xe
LUIMPOKOBELLATENBHOW CETH.

Kpowme Toro, B pa6ote WHargepa (1997) ans onpefeneHns CBONCTB 3alUWTbl A4S MPOTOKOMOB B KayecTBe
TpaccoBbIX crneuudmrkauuii MCNonb3yTCAa NpaBuna TpacCoOBOW CEMaHTMKW. JTO OCyLecTBnsAeTcd C
NMOMOLLbIO CMNEAYIOWMX ONpeaeneHnii:

P sat S &V tr e traces (P) o S(tr),
roe P — npouecc, a S — npeaukaT. P yoosneTtBopsieT S, ecnu S(tr) BbINonNHsAeTCA ANs kaxaoro cnepa tr ot P.

C TOUYKM 3peHUst BO3HUKHOBEHMSI COOLITUI B ero crnegax, ONns HEKOTOPbIX MHOXecTB cobbituii R u T
1Cnonb3yeTcs crieaytollee onpeaerneHue:

P sat Rprecedes T &V itretraces (P)e(tr TR=()=tr T T=()),

roe P ypoeneTBopsieT npeaukaty R npepgwectByeT T B TOM cryyae, ecnv fobbiM BO3HWKHOBEHUSM
co6bITuin 13 T NpeaLlecTByeT BO3HUKHOBEHME Kakoro-nn6o cobbitusa us R B niobom crege tr ot P.

Kak oTmevanocb paHee, B aToM Xe uccriegosaHum (LWHangep, 1997) Takke BBOAMTCA M onpedensiercs
cuctema npasun Ans Bepudmkaumm cneumduvkaumn. B cooTBeTCTBUM C 3TUM MCCreoBaHUEM MHOXECTBO
npaBun onNpeaensoTca Kak atoM A, B HEM pacCMaTpUBalOTCS €Lle TPU MHOXECTBA, KOTOPble M3BECTHbI Kak
MHOXECTBO Y4acCTHMKOB B ceTh U, MHOXECTBO MOMEHTOB, MCMOMb3yeMbIX 3TUMU y4acTHUKamu npu pabote
npotokona N, n MHOXeCTBO kntoden wngpoBaHusa K. BmecTte atn atombl onpegenstortes kak A = U u N U K.
MpocTpaHCcTBO COO6LEeHN M cogepXuT BCe COOOLLEHWS M CUrHanbl, KOTOpble MOSBMASIOTCA BO Bpems
paboTbl MpoTokona Tak, 4To M € A = m eM. PaHroBas dyHKUMS p onpegenseTca Ans Toro, 4Tobbl
0T06pPa3nTb COOBLITUS N COOOLLEHNS Ha MHOXECTBO Lernblx ynucen p: M—Z. 3To NpocTpaHCTBO AeNWTCs Ha
OBe YacTu [Ans Xxapakrepusaumum Tex COOOLLEeHWA, KoTopble MOryT ObiTb 3axBayeHbl HapyluuTernem
(Wrangep, 1997):

Mp = {meM | Mp" = {meM |
p <0} p >0},
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roe M p onpedenseTca Kak HemnomnoXMTenbHbI paHr, Ana Tex COOGLLUeHWI, KoTopble Bpar HUKorga He
3axBaTuT, rae M p’ 0603HaYaeT NONOXUTENbHbIN paHr, 6e3 HapyLleHns paboTbl NPOTOKoNa.

Obwan Teopema O paHroBbiXx (YHKUMSX MNPUBOAMTCA ANs TOro, 4Tobbl obecneuntb MpPaBUIIbHOCTb
BepudmKaumm nNpoTokona B OTHOLIEHWM ero CBOWCTB 3aliuTbl B TOM Clly4ae, eciv BCe Larn Teopewbl
pokasaHsbl (lUHangep, 1997).

1. Forthe sets R and T, there is a rank function p: M—»>Z: v m € IK ¢ p (m) >0
2. VScMmeMe(Ym’'ceSep(m)>0)"S fm)=p(m)>0
3. VteTep(t)<0
4 Vi € U e User; Il Stop maintains p
R
then NET sat R precedes T

3. He3saBepLueHHble paboThbi:

HeCMOTpﬂ Ha Hanuyve GoOnbLUOro YmMcria NoaxodoB K aYTeHTI/I(bVIKaLI,I/II/I, noBbIWALWNX YPOBEHb 3aLUUThbI
CeTU, pasfnindHble BUObl aTak NpoaosKatoT NOABNATbLCA.

Mpennaraemas cxema (Kvupcan, 2005) 6bina paspaboTtaHa gns obecneyveHuss ayTeHTUUKaLum JOBEPEHHON
TpeTben CTOPOHOM Ansa 6ecnpoBoOAHbIX CETEN, B KOTOPbIX TpebyeTcs obecneuntb BbICOKMUIA YPOBEHb 3aLLMTHI.
Kpowme TOro, cueHapwvii npegnaraemoro npoTokona npeacraenseT cobor komOmHaumio npotokona Kepbepoc
M npoTokona obmeHa 3awmdpoBaHHbIMK Kkntodamu (Knpcan, 2006). Tak kak npeanaraemblii NPOTOKON
SIBNSIETCS1 MPOTOKOMOM 3aLLMTbl, OCHOBAHHbIM Ha BPEMEHHOW MOAENW, TO B HEM WUCMONb3YOTCS "LUTamMbl
BpeMeHu" ONns 3ajepxXkn gewmdpoBaHusa cooblieHun B3noMwukamu. B npepgpigyliem vccrnegoBaHum
(Kvpcan, 2007a) 6bin npeanoxeH nogxon, NpesycMaTpuBaloWLMiA 3aKkpbiTUE BHELUHEro AO0CTyna K ceTu Ha
HEKOTOPLIN Nepuos BpeMeHn (Hanpumep, Ha 140 cekyHa) ons Toro, Y4Tobbl MOXHO ObINIO OTHOCUTENBHO
6e3onacHbIM cnocobom pacnpefenvTb Cpeau Monb3oBaTenen criydarHblM 00pas3oM CreHepupoBaHHbIE
knoun. bein  pa3paboTtaH pgpyron npoTokon, npeacTaBnswowmin  coborm  KOMOMHaLMK - MpoToKona
ayteHTUdukaumm Kepbepoc u npoTokona obmeHa 3awmndpoBaHHbIMM - kntodamu  (Kupcan, 2006) c
nobaBneHneM cBOWCTBa “"3agepxku gelundpoBaHus” npoTokona ayteHTudmkaummn Kepbepoc (Kupcan,
20076). MNokasaHo, yTo, Bnarogapsa CTporM npasunam WMgpoBaHns u cneuudukaunsam ayTeHTudmKaummn
HUKaKnx atak obHapyxeHo He 6bIno, gaxe Toraa, koraa k pasaeny "MHdopmauusa o Hapywutene" (“#Intruder
Information") 6binv fo6aBneHbl HoBble onuun "YragbiBaeMbii" n "BekpbiBaembiit” (Kupcan, 2008). MNpoTokon,
npepnaraemblin B HacToswen paboTe, npeactasnseT cobon ogHy U3 Bepcuin NpoTokona, onyGrnMkoBaHHOTO B
pabote (Kupcan, 2008), B pamkax cxeMbl, paspaboTaHHon B pabote (Kupcan, 2007a). lNMpepnaraemas
cucTema nokasaHa Ha Puc.1.

Authentication Server

: i ./"'/\ e -LL‘:S
. 12,3,16,17 _\:__\_.__j;___:. .’4415.15‘19 9,10,11,12
— o \ / i
{ Y ¥ ¥ ¥
| —

S
Access Point §

Wireless Client

Puc.1. Npepnaraemas cxema
MpuBeOeHHbIN HUXE CLieHapui IBMSIETCS YacTbio CLIEHapUs NpeanaraemMoro npoTokona:
#Processes
INITIATOR(A,S,na) knows SK(A), SKey(A), PK(A), passwd(A,B)
RESPONDER(B,S,nb) knows SK(B), SKey(B), passwd(A,B)
SERVER(S,kab) knows PK, SKey, passwd
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#Protocol description

0.>A:B

[A = B]

1. A-> S : {BH{SKey(A)}

2. S -> A {S,Ats {kab}{PK(A)},PK(B)%pkbKpasswd(A,B)}
3. A->B: {A, ts, na, {kab{pkb % PK(B)}}{passwd(A,B)} % v
[A1=B]

4.B -> S : {A{SKey(B)}

5.5 ->B: {S, B, PK(A) % pka}{passwd(A,B)}
[decryptable(v,pka) and nth(decrypt(v,pka),1)==A\

and nth(decrypt(v,pka), 2) == now \

and decryptable(nth(decrypt(v,pka), 3), passwd(A,B)) \
and decryptable(nth(decrypt(v,pka), 4), SK(B))]

<na := nth (decrypt (nth(decrypt(v,pka), 3))) ; \

kab := nth (decrypt (nth(decrypt(v,pka), 4), SK(B)), 1)>
6. B -> A : {nb,na,tb}{kab}

7. A -> B : {nb,ta}{kab}

#Specification

TimedAgreement(A,B,2,[kab])

#Intruder Information

Intruder = Mallory

IntruderKnowledge = {Alice, Bob, Mallory, Sam, Nm, PK, SPK, SK(Mallory), SKey(Mallory)}
Guessable = SessionKey

Crackable = SessionKey

Crackable = ServerKey

Crackable = Password

B pasgene "Mpoueccol” ("#Processes"), nepBbii napameTp kaxzgoro npouecca (3gecb A, B u S) gomkeH
npeacTaBnATb MAEHTUMUKALMIO FIMYHOCTU areHTa, ucrnonb3yemyio B pasgene "OnucaHue npoTtokona"
("#Protocol description"). VimeHa falTcs B COOTBETCTBUMM C (DYHKUMSIMU, BbIMNONHSAEMbIMU Pa3fuYHbIMU
areHTamn. B paHHOmM npotokone 6binn BbiGpaHbel nmeHa: UHUUMATOP (INITIATOR), OTBETYMK
(RESPONDER) 1 CEPBEP (SERVER) Tak, kak oHu 6binm ucnonb3oBaHbl B MpoTokorne B pabote (Kupcan,
20076, Knpcan, 2008).

B pasgene "OnucaHue npoTokona' cam MPOTOKON OnpedensieTcsl NepeyncrieHMeM LaroB Mo MOPSAKY.
CoobLueHve 0 ncnonb3yeTcsa ANs 3anycka NpoTokona u cooblaeT A nMs areHTa, ¢ KOTOpbIM eMy criegyeT
BECTW MPOTOKOM. Tak Kak yka3aHHbIN Bbille MPOTOKOM OCHOBAaH Ha MCMOMb30BaHUWM BPEMEHU, TO B KayecTBe
nepemMeHHbIX B COOOLLEHMAX MPUMEHSAIOTCA LWTamnbl BpemeHn ta, tb n ts. CoobweHusa wudpyrotes ¢
NMoMoOLLBI0 Maponsi, KoTopbin co3pgaeTcs A u B, a Takke pacnpegensietca cepsepom. JOTO yBenuumBaeT
BpeMs, KOTOPOe AOIPKHO YWTW y Hapywutensa ans gewwmdposanus gaHHoro coobueHuns. Kpome Toro, B
pasgene "ViHdopmauma o Hapywwutene" (“#intruder Information") nepBoHavanbHO YyKasbiBalOTCA MMS
HapyLMTenss 1 MHOXECTBO 3Ha4YeHW OaHHbIX, KOTopble eMy u3BecTHbl (Kupcan, 2008), (Jloss, 1998). B
pasgene "3Hanusa HapywmuTens" (“Intruder knowledge") HaxoasTca naeHTMgMKaTopbl U PyHKLMK NpoTOKONa,
KOTOpble U3BECTHbI HApYLUMTENIO, N OH MOXET NpuaaBaThb MoOble UHbIe 3HAYEHNS ATUM UAeHTUdMKaTopaMm K
DYHKUNAM.

3.1 Mogenb CSP npepgnaraemoro npotokona:

B aTom pasgene mogenupyetca npefcTaBrieHne MpeaiokeHHOro Bbllle NpoToKona Kak CeT C MOMOLLbHO
anre6pbl CSP 1 onpegensieTca CBOWCTBO ayTeHTUMKaLMM 1S 3TON CETU Kak TpaccoBas cneundukaums.

Mpyv MoOEenMPOBaHUM pPasnUUHbIX MPOLIECCOB MPOTOKOMAa BO3MOXHOCTbL paclumMpsieMoctu cuctembl CSP
No3BOSISiET BBOAUTL B 3TV NPOLIECCHI AONOMHUTENBHBIE 3IEMEHTbI.
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MpuBeaeHHbIe HUXeE CLEeHapun SABNATCA NPeAcTaBneHnsIMU Tpex y4acTHUKOB npeanaraemMoro npoTokona.
INITIATOR(A, S, na) =
[1 B:Agent @ A'=B &env_I.A.(Env0, B,<>) ->
output.A.S.(Msgl, Encrypt.(SKey(A), <B>),<>) ->
[] kab : SessionKey @ [Jts: TS @ [] pkb : addGarbage_(PublicKey) @
input.S.A.(Msg2, Encrypt.(passwd(A, B), <S, A, Timestamp.ts, Encrypt.(PK(A), <kab>), pkb>),<>) ->
output.A.B.(Msg3, Encrypt.(passwd(A, B), <A, Timestamp.ts, na, Encrypt.(pkb, <kab>)>),<>) ->
[[nb:Nonce @ [Jtb: TS @
input.B.A.(Msg6, Encrypt.(inverse(kab), <nb, na, Timestamp.tb>),<>) ->
[ta:TS@
output.A.B.(Msg7, Encrypt.(kab, <nb, Timestamp.ta>),<nb>) ->
close.A.INITIATOR_role -> STOP
RESPONDER(B, S, nb) =
[JA:Agent @
[l v : addGarbage_({Encrypt.(passwd(A, B), <A, Timestamp.ts, na, Encrypt.(pkb,

<kab>)>) | A <- Agent, B <- Agent, kab <- SessionKey, na <- Nonce, ts <- TS, pkb <-
addGarbage_(PublicKey)}) @

A= B & input.A.B.(Msg3, v,<>) ->
output.B.S.(Msg4, Encrypt.(SKey(B), <A>),<>) ->
[] pka : addGarbage_(PublicKey) @ [] now : TS @

decryptable(v, pka) and nth(decrypt(v,pka), 1) == A and nth(decrypt(v,pka), 2) == now and
decryptable(nth(decrypt(v,pka), 3), passwd(A,B)) and decryptable(nth(decrypt(v,pka), 4), SK(B)) &

input.S.B.(Msg5, Encrypt.(passwd(A, B), <S, B, pka>),<Timestamp.now>) ->
RESPONDER'(B, S, nb, A, v, pka, nth(decrypt(nth(decrypt(v,pka),3))))
RESPONDER'(B, S, nb, A, v, pka, na) =
RESPONDER"(B, S, nb, A, v, pka, na, nth(decrypt(nth(decrypt(v,pka),4),SK(B)),1))
RESPONDER"(B, S, nb, A, v, pka, na, kab) =
[tb: TS @
output.B.A.(Msg6, Encrypt.(kab, <nb, na, Timestamp.tb>),<nb>) ->
Jta: TS @
input.A.B.(Msg7, Encrypt.(inverse(kab), <nb, Timestamp.ta>),<nb>) ->
close.B.RESPONDER_role -> STOP
SERVER(S, kab) =
[JA:Agent @[] B: Agent @
input.A.S.(Msg1l, Encrypt.(SKey(A),<B>),<>) ->
[ts: TS @
output.S.A.(Msg2, Encrypt.(passwd(A, B), <S, A, Timestamp.ts, Encrypt.(PK(A), <kab>), PK(B)>),<>) ->
input.B.S.(Msg4, Encrypt.(SKey(B), <A>),<>) ->
output.S.B.(Msg5, Encrypt.(passwd(A, B), <S, B, PK(A)>),<>) ->
close.S.SERVER_role -> STOP
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B npuBegeHHoOM Bblle Mogenu kniodeBble crnoBa "Bgod” (input) n "Bbigod” (output) mcnonb3ytoTca Ans
onpegenexHns NpUnoOXeHnst NoNy4YeHns 1 oTnpaBneHnsi, COOTBETCTBEHHO, MPM 3TOM KItoYeBble crioBa trans n
rec sIBNSILOTCS OOLWMMM onpeaeneHnsamMu ans 3Tol Lenu, Ncnonb3yeMbiMu B onpeaenexHusx cucremsl CSP B
pabotax LllHanpepa. Kpome Toro, BmecTo knodeBbix cnoB USERa (MOJNIb3OBATE/bL), USEREg,
ncnonb3ytotcs crosa INITIATOR n RESPONDER.

MpencraBneHne kaxporo npouecca ¢ noMolubio CSP (cunTatowmuxcst areHTaMm) nokasbiBaeT, YTO 0ObeKTbI
coobLeHnin 3awmndpoBaHbl CBOMMU COBCTBEHHBIMW NMYBNUYHBIMU KITKOYaMMU.

VHUUMATOP A cospaeT u oTnpaBnsaeT coobuwenne Msg3, a nonyyatens B xpaHuT 310 cooblieHue B
nepemMeHHon V, He nblTascb uHTepnpetuposatb ero. MHeimn cnosamn, OTBETYMK B pgewwmdpyet aTo
co0O6LLEeHVEe U BbINOMHAET COOTBETCTBYHOLLME MPOBEPKU TOMBbKO NOCMe nonyyeHus coobuieHms Ha Byayuimx
warax, kotopoe onpegensetca kak Msg5. CoobuweHne 3 6bino 3awmdgpoBaHO C NMOMOLLLID 06paTHOro
Knto4a, nony4yeHHoro B coobiyeHnmn 5. Tak kak nonyyYeHHbI 0bpaTHbIN Naponb SABMSeTCS CaMUM Naporiem, To
B oxunaaeT obbl4HOro napornsi. 3To OCYLECTBASETCA B CrieytoLlel 4acTu:

A!=B & input.A.B.(Msg3, v,<>) ->
output.B.S.(Msg4, Encrypt.(SKey(B), <A>),<>) ->
[ pka : addGarbage_(PublicKey) @ [] now : TS

Mpu npoBepke coobwennss 5 dyHkumm "decryptable”, "decrypt” n "nth(_, n)" ucnonb3syroTca ansa uenen
3aJepXku aewmdgpoBaHus.

Brarogaps ncnonb3oBaHuio 3adepxku AelumdpoBaHus, B He MoxeT aBTomMaTuyecky M3BneYb nobble nons
n3 coobueHna 3, Tak YTO B MOAenu 3adepxkn AelwmndpoBaHus TpebyeTcs BBECTU [OMNOMHUTENbHbIE
Ha3HayeHns. TN JOMNONHUTENbHbIE HAa3HaYeHUs1 ONpeaensioTCs creayowmum obpasom:

RESPONDER'(B, S, nb, A, v, pka, nth(decrypt(nth(decrypt(v,pka),3))))
RESPONDER'(B, S, nb, A, v, pka, na) =
RESPONDER"(B, S, nb, A, v, pka, na, nth(decrypt(nth(decrypt(v,pka),4),SK(B)),1))

B nepsom HasHayenun RESPONDER', Ha3dHa4yaeT BEKTOp MHMUManusaumm (nonce) na B kavyecTBe TPEeTbero
nons coobueHna 3, a camo coobujeHve, wudpyeTca C nomowblo napons A — B, npuxogutcs
pacLunpoBbIBaTh C MOMOLLbIO 0BPAaTHOrO KItoya, KOTOPbIV cam no cebe sBnseTcs naponem.

Bo BTOpom HasHaueHun RESPONDER'(B, S, nb, A, v, pka, na) = RESPONDER"(B,.) Ha3HauyaeT kmtou
ceaHca kab B KayecTBe 4YeTBEPTOro KOMMOHEHTa coobleHnss 3, B MepBOe MOfe 3TOro CcoobLeHust
wundppyeTcst ¢ nomolblo NyénmyHoro kntoya B, v gewmndpoBaHne NpyuxoamuTcsl OCYLLECTBATL C MOMOLLLHO
ob6palleHunst 3TOro KIoya, YTo NpeacTaBnsieT cobol cekpeTHbIN KoY B.

Tak kak npeanaraemblii NPOTOKON SABMNAETCA YyBCTBUTENbHLIM K BPEMEHU, TO BBeAeHUe Moboi 3a0epiKu
JOJDKHO MpPensTCTBOBaTh J0OOM MOMbITKE HapyLIMTENs 3anmycTuTb aTaky. B cBsiau ¢ aTuM, ucnonbayembli
3ecb MeTo[ 3aAepPXKKM AelundpoBaHus NpeaHasHaveH 4ns 3a0epXKu AeACTBUIA HapyLIMTENs.

B paspene "Cneundumkauna” ("#Specification") npegnaraemoro npotokona OTBETYWK B 3akoHuun paboty
npoToKkona npu B3aumogencTeum ¢ A. 3To NpoBepsaeTCca C MOMOLLbI NPUBEAEHHOrO Hmke npouecca CSP,
KOTOopbIV nNpegnonaraeT, 4yto A paboTaeT ¢ B no npoTokony B Te4eHne NocneqHunx 2 BPEeMEHHbIX eAuHUL, U
4YTO MeXOy HUMKM MMeeTCs B3aMMHas [OroBOPEHHOCTb. JTa B3auMHasi OOrOBOPEHHOCTb 3aBUCUT OT
3HavyeHns BbIBpaHHOro KNnkoYya ceaHca:

AuthenticateINITIATORToRESPONDERTIme
dAgreenent_

kab(A) =
signal.Runningl.INITIATOR_role.A?B?nb ->

signal.Commitl. RESPONDER_role.B.A.nb ->
STOP

AlphaAuthenticateINITIATORToRESPONDER
TimedAgreement_kab(A) =
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{Isignal.Running1.INITIATOR_role.A.B,
signal.Commit1.RESPONDER_role.B.A |
B <- inter(Agent, HONEST)|}
HapyLwwmntens MOXeT nonbiTaTeCs NpeanpuHATL NepPBYIO NOMbITKY aTakoBaTh Ha ware 3, korga A oTnpaenset
BEKTOP MHMUManu3auum (nonce) na B agpec B. Bbnarogaps crneuudukaumm BpeMEHHOrO COrfalleHns no

NPOTOKONY, WaHCbl areHTa nonbITaTbCA OCYWEeCTBUTb coeUHEHNe 6y/:|,yT OTMEHeEHbl cepBepoM Mo BpeMeHU
B CBA3U C 663yCFIeLLIHbIMM nonbITKaMn coegnuHeHuda, npenoTepatllas, Takum o6pasoM, aTaky.

B pgononHeHue B LWiTamnaM BpeMeHW, ANs ayTeHTUdUKkauum mexay areHtamv A u B ucnonbaytotcsa Takke
BEKTOPbI MHMLManu3aumm (nonces).

Kpome Toro, B pasgene "VIHopMaumsi o HapymTene" nepBoHaYanbHO YKasbiBAETCA UMSI HapyLUUTENS U
MHOXXECTBO 3HA4YEeHWN [aHHbIX, KOTOpble eMy M3BeCTHbl. B pasgene "3HaHus Hapywutens" HaxogsTcs
UAEHTUMKATOPBI M (PYHKLMU NPOTOKOSA, KOTOPbIE U3BECTHbI HAPYLUUTENIO, U OH MOXET npuaaBaTb Nobble
VHble 3HA4YeHUs1 ITUM MOEHTUMKATOPaM U (DYHKLMSIM.

MpusegeHHoe Hwxe onpepenedne CSP npeacrtaBnseT nepBOHaYanbHble 3HAYEHWs Hapywutens ¢
onpefeneHnsamu:

IKO_init = union({Alice, Bob, Mallory, Sam, Nm, SK(Mallory), SKey(Mallory),
passwd(Mallory, Alice), passwd(Mallory, Bob), passwd(Alice, Mallory),
passwd(Bob, Mallory),
passwd(Mallory, Mallory), Garbage}, TimeStamp)
INTRUDER_1 =
(chase(INTRUDER_O0)
[[ hear.m_<-send.A_.B_.(_m_,se )|
(_,m_,se_,re_) <- DIRECT_MSG,
A_ <- diff(SenderType(l_),{Mallory}), B_ <- ReceiverType(l_) ]]
[l{l hear [}]] STOP)
[[ say.m_ <-receive.A_.B_.(L,m_,re_) |
(L,m_,se_,re ) <- DIRECT_MSG,
A_<- SenderType(l_), B_<- ReceiverType(l)]]

Pa6oTta Hapywumntena onpenernieHa B npueeaeHHOM Bbllle Koae BMeCTe C ee CBA3b C nepBoHaYalibHbIMU
S3HaHUAMMN.

M3BecTHbIe NnepBOHa4anbHO akTbl, KOTOpble nobGaBnstoTcs B paMKax npmnBegeHHOro HMXxe ceaHca, — Takme
KIloYeBble CroBa, kak leak, hear, say — UCNonb3yTCcAa AnA CcurHanmsadmm o ToM, 4YTO, BO3MOXHO, CeKpeT
Obin pacKkpbIT, And TOro, 4ToObl MOXHO ObINO CcrblwaTte K NMPOU3HOCUTb coolueHne BO BpemMaA
ayTeHTMdmKauumn n nepegasatb coobLeHne no ceTu.

SAY_KNOWN_0 =
(inter(IK1, ALL_SECRETS_DI) != {} & dummy_leak -> SAY_KNOWN_0)
[] dummy_send -> SAY_KNOWN_0
[] dummy_receive -> SAY_KNOWN_0
SAY_KNOWN =
SAY_KNOWN_0
[[ dummy_leak <- leak.f_ | f_ <- inter(IK1, ALL_SECRETS_DI) ]]
[[ dummy_send <- send.A_.B_.(I_m_,se_) |
(_,m_,se_,re_) <- DIRECT_MSG, components_(m_) <= IK1,
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A_ <- diff(SenderType(l_),{Mallory}), B_ <- ReceiverType(l_) ]]
[[ dummy_receive <- receive.A_.B_.(_,m_,re )|
(_m_,se_,re_) <- DIRECT_MSG, components_(m_) <= IK1,
A_ <- SenderType(l_), B_ <- ReceiverType() ]]
STOP_SET = {| send.Mallory |}
INTRUDER =
(INTRUDER_1[| STOP_SET || STOP) ||| SAY_KNOWN
Intruderinterface = Union({{| send, receive |}, {|crack|}})
AlphaSystem = {|env, send, receive, close, tock|}
SystemManagerinterface = inter(AlphaSystem,CRACKING_M::AlphaManager)
SYSTEM = (SYSTEM_M::TSYSTEM_1 [|SystemManagerInterface|] CRACKING_M::Manager)
[|Intruderinterface|] INTRUDER_M::INTRUDER

[lokaszaHo, 4TO, C TOYKM 3peHus NpenoTBpalleHusi aTak, MOCTPOEHHbIN MPOTOKOS pa60TaeT ycneLwHo,
HECMOTpA Ha AeTanbHO onpeaerieHHble NMOonbITKN OCYLWEeCTBIIEHNA CBA3U HApyLLUTENEM.

4. O6cyxpeHue:

B HacTosien paGoTe npeanaraeTcs NOAXOA K YNy4LIEeHMIO 3aLMTHBIX CBOMCTB NPOTOKOMa ayTeHTUdUKaLmMm
Kepbepoc, a ¢ Takke npeacTaBneHne npearnaraemoro noaxoaa ¢ noMolLbo npouecca CSP.

MpepnaraeMblii NPOTOKOM, KOTOPLIA COAEPXKUT YCOBEPLUEHCTBOBaHMSI NO CPAaBHEHUIO C ayTeHTUdUKaLMEN Mo
npoTokony Kep6epoc, npegHasHavyeH Ond noBblleHNA YPOBHA 3alunTbl U MUHUMU3AUNUKN YIPpO3bl BO3MOXHbIX
atak (Kupcan, 2007a,6 n 2008).

Kak ykasbiBanocb B npedbiayllem pasgene, B 6Oonee paHHeM wuccnegosaHum (Kupcan, 20076)
npeaycMaTpMBarnochb 3aKpbITUE BHELLHErO JOCTYNa K CETUM HAa HEKOTOPbLIN Nepuoa BpEMEHU ANs1 TOro, YTOObI
MOXHO ObINO  cpaBHMTENbHO 6GesonacHbiM  cnocobom  pacnpefenuTb  cpeau  norfb3oBaTenen
CreHepupoBaHHbIe CriyyanHbiM 06pa3oM krtoun. Bnarogapst CBOMCTBY 3adepiKku AelumdpoBaHnst NPOoToKona
Kepbepoc 1 B cBSI3n C TeM, YTO STOT MPOTOKON OCHOBaH Ha ayTeHTUdMKALMM C UCNONb30BAaHNEM BPEMEHM,
[0Ka3aHo, YTO, C TOYKU 3peHUs NPeAOoTBPaLLEHNst aTaK, 3TOT NPOTOKON DYHKLMOHUPYET YCMNELLHO, HECMOTPS
Ha cepbe3Hble MOMbITKN COEAMHEHMS CO CTOPOHbI HapylumTenen. ATOT NPOLECC MccnenyeTcs ¢ NMOMOLLbH
noaxopa, KOTopbli paspaboTtaH LLHangepom ons naeHTUdUkaumm He4oCcTaTkoB B CTPYKTYpe NpoToKona.

B xofe peanusauuu npouecca yaanoch onpeaenuTb W UCCrenoBaTh aTaku, KOTopble paccMaTpusanich
paHee.

5. BeiBOAbI:

B HacTosiwen paboTe npuBoasTcst kogbl mpouecca CSP ans HOBOro npoTokona, npeanaraemoro Ans
MOBLILLEHNA YPOBHS 3alMTbl npoTokona ayTeHTudukaumm Kepbepoc. Ha ocHoBaHuM paspaboTaHHOMo M
npoBepeHHoro npoTokona (Kupcan, 2007a, 20076) cTpouTCca HOBBIA MPOTOKOM C LUENbK YBENUYEHUsI
BpeMeHU, koTopoe noTpebyeTcs HapylMTento Ans B3roma wudpa, 1, crnegoBaTtenbHoO, NOBbILLEHUS YPOBHS
6Ge3onacHocTu.

Ona obHapyxeHus nobbiX HeJOCTaTKOB B KOHCTPYKUMW MpOTOKOna npuMeHsioTcs npoueccbl CSP,
npeanoxeHHole LHanaepoM, 4To B pesynbTaTe NoO3BONseT MAeHTUUUMPOBaTb aTtakM. IOTOT NPOTOKON
OCHOBaH Ha YyBENUYEeHUM BpEMEHMW, KOoTopoe noTpebyeTca HapywwuTenio Ans B3noMa wwudpa, wu,
cnepoBaTenbHO, OH obecneynBaeT NoBblLLEHNE YPOBHS 6e3onacHoCTH.

B pononHeHne K 3apepxke AewndpoBaHUs B HacToswewn paboTe npeanaraeTcd MOBbILLEHWE YPOBHS
3aLMTbl CETU NyTEM BPEMEHHOIO OrpaHUYeHns BHELLHEro AOCTYyNa K CUCTEME.

B ganbHenwem 6y,D,yT BbINOJTHEHbI pa6OTbI no aHann3y Npoun3BoAUTENbHOCTU NpeanaraeMoro noaxoga ansa
TOro, 4TOObI Bbl6paTb napamMmeTpbl OnAa obecneveHus npnemnemMoro YypoBHA GesonacHocTM W
npon3BoaNTESNIbHOCTU.

6. Ccbinku:
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O6MeH 3neKTPpOoHHbIMU AoKyMeHTamu ¢ dUI no
TerieKOMMYHUKaUUOHHbIM KaHanam cBsi3u B
YHUPULUMPOBAHHOW CUCTEME NpUuema, XpaHeHUs1 U NepBUYHOMN
06paboTKM HanoroBbIX AeKnapauun u byxranTepcKoun
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Camapckui rocyaapCcTBeHHbIN a3pOKOCMUYECKUIA YHUBepcUTeT M. akagemuka C.I.
KoponeBa

r. Camapa, Poccus
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Exchange of electronic documents with the electronno-digital
signature on telecommunication channels in a unified system
for receiving, storing and processing tax declarations and
accounting reports
Shalimov M.A.

The Samara state space university of academician S.P. Koroleva
Samara, Russia
mishmeister@yandex.ru

Lenb pa6oTbl

Lleﬂb OaHHOM paGOTbI 3aKn4yaeTcd B aBToOMaTu3aummn obmeHa QNEeKTPOHHbIMU OOKYMEHTaMM C 3NTEKTPOHHO
LI,VId)pOBOVI noanncbro Mo  TeNeKOMMYHUKaUMOHHbIM  KaHanaMm CBA3W MeXOy Hanoronnartenblwmnkammn u
HanoroBbiIMn MHCNEKUNAMW.

TepMuHbBI, UCNoNb3yeMble B paboTe

Bnapeneu ceptndukarta knoda nognucu - mnsmdeckoe nmuo, Ha UM KOTOPOro YAO0CTOBEPSIIOWLMM LIEHTPOM
BbldaH cepTudmkat knova noanmcu M KoTopoe BrafgeeT COOTBETCTBYHLIMM  3aKPbITbIM - KITHOYOM
ANEKTPOHHOM LMEPOBON MOAMUCK, MO3BONSIOWNM C MOMOLLBI CPEACTB ANEKTPOHHOW LMEPOBOWN NMOANUCU
co3gaBaTb CBOK  3MEKTPOHHYK UMEPOBYHD MOAMUCH B ANEKTPOHHbIX [AOKyMeHTax (mognvcbiBaTb
3ANEKTPOHHbIE AOKYMEHTHI).

KBuUTaHUMs O npuemke HanoroBom pdeknapaumm (opmbl ByxranTepCkon OTYETHOCTM) - 3MEKTPOHHLIN
OOKYMEHT, popMMpYyeMbIi HanoroBbiM OpraHoM W codepXalluMin HanoroByw Aeknapauuvio (dopmy
OyxranTepckon OTYETHOCTU) B 3NEKTPOHHOM BuAe, noanncaHHyto SLIM HanoronnatensLiyka n 3aBepeHHyo
SUIM Hanoroeoro opraHa;

KnioueBon HocuTenb — OTYyXAaembli HocuTenb (aucketa, eToken, u T.n.), cogepXawui OAMH UMM
HecKonbKo Kritoden OLM.

KoHdwmaeHumanbHas uHdopmMauums - Tpebytolias 3awwmTsl nHdopMaums, AOCTYN K KOTOPOW OrpaHnYnBaeTcs
B COOTBETCTBUU C OENCTBYIOLLNM 3akoHoAaTenscTBoM Poccumnckon denepauun.

MopTBepxaeHve oTnpaskn — cogepxalumi 3L aneKTPOHHbIN JOKYMEHT OT HanoroBoOro opraHa, B KOTOPOM
3achmkcrpoBaHa gaTta M Bpems OTNpaBKuM HanoronnaTenblUKOM HamnoroBow Aeknapaumun (Gyxrantepckon
OTYETHOCTW) B 3NEKTPOHHOM BUAE NO TENEKOMMYHUKaLMOHHBIM KaHanam CBA3W.

Monb3oBaTeNlb — HamNoOroBblA OpraH UMK HanoronnaTenblUMK (XO3SUCTBYIOLUI CYGHLEKT, B T.Y. KpeauTHas
opraHu3auust), oCyLLeCTBNSAOWNIA MHOPMALIMOHHLIN 0OMeH B paMkax CUCTEMbI.
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lMpoToKON BXOOHOrO KOHTPOMS HANoroBow pJeknapaumn (dopmbl  OyxranTepckon OTYETHOCTM) -
3NEKTPOHHbIA JOKYMEHT, (POPMUPYEMBIA HANOrOBbIM OpraHoMm W noanucaHHbii OUIM Hanoroeoro oprana,
cofepXalui pesynbTaTbl MPOBEPKM HamnoroBon pAeknapauuv (popmbl ByxranTepckoW OTYETHOCTM) Ha
cooTBeTCTBME TpeboBaHWAM YTBEPXKAEHHOro dopmaTta NpeacTaBreHnUst HanoroBoW M OyxranTepckon
OTYETHOCTW B SNEKTPOHHOM BUAE U NpaBunamM ee 3anofHeHus;

Cucrtema MHGOPMAaLMOHHOIO O6MeHa 3neKTPOHHbIMKU AokymeHTamu ¢ JLIM no TenekoMMyHVUKaLMOHHbIM
KaHanam c¢BA3nM (panee — Cwucrtema) - COBOKYNHOCTb MNPOrPaMMHbLIX M annapaTtHblX CPeacTs,
obecneymBaoLLMX NpeacTaBrieHne HanoroBon N ByxranTepcko OTYETHOCTM N MHPOPMALIMOHHBIX yCnyr B
3MEeKTPOHHOM BUAEe MO TENEKOMMYHVKALMOHHBLIM KaHanam CBsA3W, NpuHaanexaias YyactHukam Cuctemsl, a
TaKkKe COBOKYMHOCTb HOPMATUBHbLIX U OPraHW3aLMOHHO-METOANYECKUX AOKYMEHTOB, pernameHTUpYoLLIMX
B3aVMOOTHOLLEHUs Y4acTHUKoB CuUCTeMbI;

CpenctBa kpuntorpaduyeckon 3sawmTel uMHpopmauun (CK3W) — ceptudpmumpoBaHHble B nopsake,
yCTaHOBNEHHOM 3akoHopaTenscTBoM Poccuiickon ®depepauun annapaTHble U (MnM) nporpaMMHble
cpencTea, obecneunBarowme LWMpPoOBaHME, KOHTPOMb LEMOCTHOCTU M npuMeHeHne UM npu obmeHe
3MNEeKTPOHHbIMU AokymeHTamu B Cucteme u coBmectumble ¢ CK3W, ucnonbsdyembiMn B cucteme PHC
Poccun.

OneKTpoHHbIV fokyMeHT (3) ¢ SUIM — gokyMeHT, B KOTOPOM MHGOpMauusi NpeacTaBrneHa B 3MeKTPOHHO-
umdpoBoi doopme n cogepxkawmii LUM.

OnekTpoHHas undposas nognucb (SLM) — pekBM3NT 3MEeKTPOHHOro AOKYMEHTa, NMpedHasHaveHHbIn Ans
3alMTbl AAHHOTO 3NEKTPOHHOIo AOKYMEHTa OT noAAdenku, NofnyyYeHHbIn B pesynbtaTte Kpuntorpaduyeckoro
npeobpasoBaHna UHMOPMaLMM C UCNOMb30BaHNEM 3aKPbITOro Krkoya 9NEeKTPOHHON LiMPOBON Noanucu un
nossonsaWUA  MaeHTMMUMpoBaTe Bnagensua ceptudukata Krda noanucu, a Takke YCTaHOBWUTH
OTCYTCTBME UCKAXEHWS MH(pOPpMALIMKN B SNIEKTPOHHOM AOKYMEHTE.

OUM Hanoronnatenbwmka — UM, Bnagenbuem ceptudmkata knoya KOTOPOW SIBNSIETCSl OOSMKHOCTHOE
NVLO Harnoronnartenblumka (xo3sicTBylowlero cybbekTa), ucnomnbaylouwlee cpeactesa 3L B pamkax
Cucrtemsl.

AU Hanoroeoro opraHa — ALIM, Bnagenbuem cepTudmkaTta knova KOTopon SIBRseTcs AOMKHOCTHOE NULO
HaNoroBoro opraHa, ucnoneayoulee cpeactaa AU B pamkax Cucrtemsl.

Oo6wme nonoxeHus

Monb3oBaTtenn [OMKHbI NPUMEHATb  ANS  3awuTtbl  uHdopmaumm  cpeactea  JUM  u CK3WU,
cepTudmLMpoBaHHbIE B NOPSAKE, YCTAHOBMEHHOM 3aKkoHoAaTensCcTBoM Poccunckon Pegepaumm.

Ha ocHoBaHun penepanbHoro 3akoHa 06 3MEeKTPOHHO UMPOBOM MNOANUCM  UCMOMb3yemble BO
B3aMMOOTHOLLEHUSIX Mexay [lonb3oBaTensiMu 3MeKTPOHHbIe [OKYMeHThl, 3aBepeHHble LM, sBnswoTcs
opurMHanamu, UMeT IpUaNYECKYI0 CUIy, B COOTBETCTBUM C TpeboBaHUAMM 3akoHoaaTenbcTBa Poccuiickon
depepauum  nognexat XpaHEHWI0 B XPaHUIWLLE HOPUAMYECKM 3HAYUMMbIX [OKYMEHTOB W MOryT
MCnonb3oBaTbCA B KayecTBe JOKa3aTenbCTB B CyAe, a Takke NPV pacCMOTPEHUM CrnopoB B AocynebHom
nopsiake.

Monb3oBaTenn nNpusHaloT, 4To NpumeHeHne B Cucteme cepTudmumpoBaHHbix cpeacts ALIM n CK3W,
KoTopble peanu3ytoT UMM u wudpoBaHne, [ocTatodHOo Ans obecnedeHus  KOHMUAEHUManbHOCTU
MHAOPMAaLIMOHHOIO B3aMMOLENCTBISA, @ Takke NOATBEPXKAEHUS TOr0, YTO SMNEKTPOHHbIN JOKYMEHT:

mexoguT ot MNMonb3oBaTens (I'IO,D,TBep)K,D,EHMe aBTopCTBa ,D,OKyMEHTa);

He npeTepnen M3MeHeHU Npu MHAPOPMaLMOHHOM B3auMoaeicTBumn MNonb3oBatenein B pamkax CucTembl
(noaTBepxaeHMe LenocTHOCTY U NOASIMHHOCTM JOKYMEHTa).

CucTtema cTpouTtcs no o6LUMM npuHUMnam, eavHbiM Ans Bcex Monb3oBaTenent Ha TeppuTopun Poccuitckoi
depepayun.

B pamkax Cuctembl Monb3oBaTenm npuMeHsA0T pa3pabotaHHoe unm ceptudurumpoBaHHoe deaepanbHbIM
rocydapCTBEHHbIM YHUTapHbIM npeanpuatneMm "lMaBHbIN HAyYHO-UCCNEAOBATENbCKUA BbIYUCTIUTENBHbBIN
ueHTp PepepansHon Hanorosown Cnyx6bl".

Bce anekTpoHHblE JOKYMEHTbI, KBUTAHLMM M NPOTOKOSbI, NepeaaBaemMble B pamkax  CUCTeMbl, AOSHKHbI
ObITb 3aBepeHbl AL oTnpaBuTens v nepegaHbl MO TENEKOMMYHUKALMOHHBIM KaHanam CBSA3W TONbKO B
3alMGPOBaHHOM BUae.
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HanoronnaTenblwuk nogrotaBnvMBaeT Hanoroeble  Jeknapauuu  (OyxranTepckylo OTYETHOCTb) B
COOTBETCTBUU C YTBEPXKAEHHBIMU (hopMaTamMm B aneKTpoHHoM Buae ¢ ALM (HaGopom 3LIM) n npeactaensiet
MX MO TENEeKOMMYHWKaUMOHHbIM KaHarnam CBSi3W B HamnoroBblii opraH. [pu 3TOM B COOTBETCTBUMMU C
HacTosLWmMM PernameHToM, MHDOPMALMOHHBIN OBMEH MeXOy HanoronnaTesnbLUMKOM U HanoroBsiM OpraHoM
peanuayeTcs criedyoWwmnMmn SNeKTPOHHLIMM AOKYMEHTaMM:

o NnoATBepPXAeHWe OTNpaBKkW, codepaliee AaTy OTNpaBKM HanoronnarenbLMKOM HaroroBon
Aeknapauum (byxranTepckon OTYEeTHOCTM), opMUpyeMOe B TeYeHue LIEeCTM 4YacoB C MOMEHTa
OTNpaBKu HaNoroson geknapaumu (6yxranTepckon 0TYETHOCTK);

o NPOTOKON BXOAHOTO KOHTPOMsS HaroroBoW Jeknapaumu (6yxranTepcKkon OTYETHOCTM),
dopMMpyEMBIN B TEYEeHWe LeCcTM YacoB C MOMEHTa OTMpaBKW HanoroBoW Aeknapauuu
(ByxranTepckon oT4ETHOCTK);

. KBUTaHUMS O MpMEeMKe HanoroBow Aeknapaumnu (byxranTepckoi OTYETHOCTU) B 3NEKTPOHHOM
Buae, dopmupyemMasi B TeYEHMe LUIeCT 4YacoB C MOMEHTa OTMPaBKW HanoroBoW Aekrnapauuu
(ByxranTepckol 0TY4ETHOCTH).

HanoronnartenbLlumk, NOMy4YMBLLUMI MNOATBEPXAEHWE OTNPaBKM, codepxalliee faTy OTNpaBKM HanoroBon
Aeknapauuy  (ByxranTepCko OTYETHOCTM) B HamnoroBbi OpraH, npoBepseT noanuHHocTs JUM B
NoATBEPXKAEHUN OTMNpaBku, 3aBepseT noaTeepxaeHwe oTnpaskv SLIM Hanoronnartenblimka v B TeyeHue
cyTok (6e3 yuyeTa BbLIXOAHbIX W MPasAHUYHBIX OHEN) BbiChbiNaeT B agpec OTnpaBuTENs MNOATBEPXAEHUS.
Hanorosas geknapaums (Gyxrantepckasi OTYETHOCTb) CYMTaeTCA NpeAcTaBNeHHON HanoronnaTenbLMKom B
HaroroBbli opraH. [loaTBepxaeHue oTnpasku, cogepxalee OLIM obeux cTopoH (oTnpasuTens u
nomnyvaTensi), COXpaHseTcs Kak OTnpaBuTernieMm, Tak W Monyyatenem B COOTBETCTBYIOLUMX XPaHWUAMLLAX
3MEKTPOHHbIX JOKYMEHTOB.

HanoronnartenbLlumk, NONy4YMBLUMIA NPOTOKON BXOOHOIO KOHTPONS NPEeACTaBNEeHHON HanoroBon Aeknapaumm
(ByxranTepckon OTYETHOCTW), MpoOBepsieT MNOANIMHHOCTL coAepxallencs B npoTokone 3L Hanorosoro
opraHa, 3aBepsieT npotokon J3UM HanoronnaTenbluka u B TeyeHWe CyToK (6e3 y4veTa BbIXOOHbIX M
npasgHWYHbLIX OHEN) BbiCbiNaeT B agpec Hanorosoro opraHa. Cogepxawmin QLI HanoroeBoro opraHa u
HanoronnaTenbLuKa NPOTOKON COXPaHAETCH B COOTBETCTBYIOLLMX XPaHWUMMLLIAX 3NEKTPOHHbIX JOKYMEHTOB.

Hanoronnartenblumk, NOMYYMBLUWIA KBUTAHUMIO O MNPUEMKE - MNpPeACTaBlEHHYID HanoronnaTenbLUKOoM
HanoroByl Aeknapaumio (byxranTepckyto OTY4ETHOCTb) 3aBepeHHyto JLIM HamoroBoro opraHa, npoBepsieT
NOANMHHOCTL cofepxalleincs B kBuTaHuum JLIMN HanoroBoro opraHa n coxpaHsieT KBUTAHLMIO B XpaHUNuLe
3MNEKTPOHHbIX [JOKYMEHTOB. Ecnv B npoTokone BXOOHOTO KOHTPONS COAepXWUTCA wuHdopMauus, 4To
npeAcTaBneHHas  HamoroBas  deknapaums  (OyxranTepckas — OTYETHOCTb)  COAEPXKWT  OLUMOKM,
HanoronnaTenbLMK B TeYeHne nsaTu cyTok (6e3 yyeTa BbIXOOHBIX M MPa3gHWYHBIX OHEW) YCTpaHsaeT
yKasaHHbIe HarnoroBbIM OpraHoM oLwnbKW, 3aHOBO NOArOTaBMNMBaET HANOroByo Aeknapauuio (byxrantepckyto
OTYETHOCTb) B 3MneKTpoHHOM Buae ¢ OUI n oTnpaBnseTr ee B agpec HAroroBoro opraHa, MnoBTOpsA
npoueaypy NpeacTaBneHus HanoroBon Aeknapaumu (6yxrantepckon oTyeTHocTu).Ecnv B TeyeHue Liectu
YacoB C MOMEHTa OTMpPaBKW HAnNoroBow Aeknapauun (byxranTepcko OTYETHOCTM) HanoronnatenbLUnK He
nony4Ynn 13 HanoroBoro oOpraHa MpOTOKOM BXOAHOIO KOHTPONS W/WMM  KBUTAHUMIO O MpPUEMKE
NpeAcTaBreHHOW HanoroBow Aeknapauun (byxranTepckol OTYETHOCTU), OH 3asABNSIET B HANOroOBbIA OpraH
(v cneunanManpoBaHHOMY OMepaTopy CBSA3W, B Crlyyae MNpeACTaBrieHMs HarnoroBbIX Aeknapauun
(ByxranTepckon OTYETHOCTM) 4Yepe3 ChneuuanuanpoBaHHbIX OMNepaTopoB) O AaHHOM dakte u, npu
HeobxoaMMoCTW, NOBTOPSAET Mpouenypy npeacTaBneHWst HanoroBow geknapauumn  (Gyxrantepckon
OTYETHOCTH).

HanoroBass geknapaums (6yxranTepCKa;| OT‘-IeTHOCTb) CUMTaETCsl MNPUHATOM HamnoroBbiIM OpraHoMm Mo
yCTaHOBJ'IeHHOVI cdopMe B 3NEKTPOHHOM BWMAE B COOTBETCTBMM C 3aKoHOZaTenbCTBOM Poccuiickon
denepauuu B Cny4ae, ecnu HanoronnaTtenbLlmK nony4unn cnegyrowme 31eKTPpOHHbIE JOKYMEHTbI:

° dopmMmUpyemoe HarnoroesiM OpraHoM NoATBEPXAEHME OTNPaBKK, coaepXallee gaTy OTNpaBku
HarnoroBow Aeknapaummn (6yxranTepckon 0T4ETHOCTH);

o hOopMMpPyEMBIN HArOroBbIM OPraHOM NMPOTOKON BXOOHOIO KOHTPONS, COAEPXaLLMi pe3ynbTaThbl
NpoBepKM HamoroBon peknapauum (dopMbl  OyxranTepckon OTYETHOCTM) Ha COOTBETCTBUE
TpeboBaHUSM yTBEPXXAEHHOrO hopMaTa dMEeKTPOHHOIro NpeAcTaBneHuns;

. OPMUPYEMYIO  HANOrOBbIM  OpPraHOM  KBUTAHUMIO O TMpPUEMKe - MNpeAcTaBneHHyo
HanoronnaTenbLMKOM HarnoroByl Aeknapaumio (OyxranTepcKyld OTYETHOCTb), 3aBepeHHyt JLIMM
HanoroBoro opraHa.

OnucaHue pa6oTbl cUCTEMBI
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Ona onncaHus obMeHa 3MEeKTPOHHbIMKM JOKYMEHTaMu paccmoTpum pabdoty cuctembl «FHWBL, NMPUEM
pernoH» paspaboTaHHylo dPeaeparnbHbiM rOCYAapPCTBEHHLIM YHUTAPHbLIM NpeanpuaTeM "MaBHbIA Hay4HO-
nccnenoBaTernbCKUi BbIMUCTIMTENBHBIV LeHTp PepepanbHoin Hanoroson Cnyxobl".

Cuctema COOTBETCTBYET criefytoLmmM npukaszam ®egepanbHon Hanoroson cnyxbesl PO:

. BpeMeHHOMY  pernameHTy oOMeHa  3NeKTPOHHbIMM  JokymeHTamu ¢ 3UM  no
TENEKOMMYHUKaLMOHHbIM KaHanam CBA3U B YHUMDULMPOBaHHON cUCTEME NpUema, XpaHeH!s 1

o MepBuyHOM  06paboTKM  HAMOroBbIX  AeKnapauuMin K ByxranTepckon  OTYETHOCTH,
yTBepxaeHHomy npukasom ®PHC PP ot 12.12.2006 r. Ne CAD-3-13/848@.

° Mpukagdy Ne CAD3-3-27/346@ ot 13.06.06r. «O6 opraHu3auum ceTn [OBEPEHHbIX
YAOCTOBEPSIOLLINX LIEHTPOBY

° Mpukady Ne MM-3-13/469@ ot 08.08.2007r. «O6 yTBEp>XAEHUN YHUDULMPOBAHHOIO dhopmaTta
TPaHCMOPTHOrO COOBLLEHMS.. ».

Takum o6pasom gaHHasi cucTema obnagaeTt psaaom NpeumyLLecTs nepeq ApyruMy cucTeMmamu:

° Bes cnel onepaTtopHasa cuctema cgadu, Hanpsimyto Ha cepeep MTHUBL, ®HC onepaTtnBHOCTD
cOaym OTYETOB: CBOEBPEMEHHO MPUXOAsALIME MOATBEPXKAEHWUS O OOCTaBKE W MPOTOKONbI MPOBEPKU
HanoroBbIX AeKnapauui

° CoxpaHeHve KoHVAeHUManbHOCTW NepefaHHon MHOopMaLMK: UCTIONb30BaHNE ANEKTPOHHOW
LMdpOBOMN NOAMNUCU N CPEACTB LWNPPOBaHUSA OAHHbIX

° MonHoe cooTBeTCTBME cUCTEMbl hedeparnbHbiM 3aKoHam M HOPMaTUMBHO MPaBOBbIM akTam
P®,a Tak xe npukasam PegepanbHo HanoroBow cryxobl PO.

Monb3oBaTento BblAAeTCA KIOYEBOW HOCUTENb — OTYyXAaemblii HocuTenb (Aucketa, eToken, u T.n.),
cofepXallimi oavH Unu Heckonbko kntoden QUIM, aona aanbHenwen noanucy U LWMgpoBaHUS JOKYMEHTOB.
Ha BbliumcnuTenbHbI NpMbop nonb3oBaTtens ycTaHaBNMBaTCsa NporpaMMHble NpoayKTbl Heobxoaumble Ans
paboTbl C KMNOYEBBIM HOCUTENEM, Hampumep npu paboTe C knNwyeBbiIM HocuTenem Tuna eToken
yCTaHaBnuBalTCca cnegyowme nporpammHblie npoayktel: «Aladin PKI client» n «Kpuntollpo CSP».
CpenctBo  kpuntorpadpmyeckon 3awmtbl  nHgopmaumm (CK3U) «Kpuntollpo CSP», obGecneumsaet
peanusauunilo crnegylowmx @QYHKUMA - CO3[4aHMEe SNEKTPOHHOM LMdPOBOA MOAMUCU B 3IEKTPOHHOM
AOKYMEHTe C MCMOMb30BaHWEM 3aKpbITOrO KMoYa 3MEeKTPOHHON uMdpoBOM MoAnucy, NOATBEPXAeHWe C
MCMOSIb30BAHNEM OTKPBITOrO KI4a 3MEeKTPOHHOW LMGPOBOWA MOAMUCKU  MOASNIMHHOCTM  3NEKTPOHHOMN
LUMdpoBOM NOAMNWUCU B SNEKTPOHHOM AOKYMEHTE, CO34aHWe 3aKkpbITbiX U OTKPbITbIX KMOYEN 3NEKTPOHHBLIX
uncpposbix nognucent. «Aladin PKI client» obecneunBaet coBmecTHylo paboTy nporpaMMHOro npofykra
«Kpuntollpo CSP» ¢ oTuy>kgaemMbIM kntoyeBbiM HocuTenem Tuna eToken.

Heobxooumo co3gaTb MOYTOBYH MNporpammy, CrnocobHyk 3arpyxatb M obpabaTbiBaTb HamnoroByl U
Byxrantepckyto 0T4eTHOCTb. [prHUMN paboTkl NporpaMmbl 3aknioyaeTcs B CreayoLeM:

° Mepen Havanom paboTbl, NporpamMmma A0KHa NPoBepuTb Heobxoanmble 0OHOBNEHMSA Ha BED-
cepBepe paspaboTtuvka, M nNpy  Heob6XoAMMOCTW NPEeAnoXuTb MOMb30BaTENO  YCTAHOBUTb
obHoBneHus.

° Heobxogumo peanunsoBaTb MexaHW3M 3arpysku avnoB oT4eTHOCTM B popmaTe txt mnm xml,
npy 3TOM [OJSDKHA MPUCYTCTBOBATb BO3MOXHOCTb MPOBEPUTH (Paln Ha COOTBETCTBUM MPUHATHIM
HOpMaMm BbIrpy>kaeMblix AeKknapaLumin.

° B cooTtBeTcTBMM C BpeMeHHbIM pernameHToM CA3-3-13-848 ot 12 pekabps 2006r. Bce
3NEKTPOHHbIE AOKYMEHTbI, KBUTAHUMU U NPOTOKOMbI, NepefaBaemMble B paMKax CUCTEMbl, LOIIKHbI
ObITb 3aBepeHbl QLI oTnpaBuTensa n nepegaHbl MO TENEKOMMYHUKALMOHHBIM KaHanam CB3u TOMbKO
B 3awwudpoBaHHOM Buge. [Ona atoro Heobxoamma BO3MOXHOCTb COBMECTHOIO WCMOMb30BaHUSA
AaHHON MOYTOBOW MNporpaMmbl € nporpammHbiM  npogyktoM  «Kpuntollpo CSP». [louToBas
nporpaMMa [ofbKHa MNoAnucbiBaTb U WNGPOBaTb LOOKYMEHTbI SMEKTPOHHO LMEPOBON NOAMUCHID
KrnueHTa.

o Heo6xoamMmo peanuaoBaTb BO3MOXHOCTb OGMeHa 3MEeKTPOHHLIMU JOKYMEHTAMU C CEPBEPOM
Hanoroeoi cnyx6bl, NpuM 3TOM nNporpaMma [OShkHa aBTOPU30BATLCA Ha MOYTOBOM CepBepe
HanoroBoW WHCMEKUMM, MPOBEPSATb HamnWunme BXOAALMX MUCEM, MPOBEPSATH HamMuMe rOTOBbIX K
OTNpaBke AOKYMEHTOB, U NPU HaNU4My OTNPaBnsTh.

3akno4yeHue
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Brarogapsi NpYMeHeHWo [aHHOW CUCTEeMbl OpUaMYeckue nuua U YacTHble npeanpuHUMaTeny MoryT
choaBaTh OTYETHOCTb Yepe3 UHTepHeT. [aHHas cucTema yaobHa kak nonb3oBaTtensM, Tak U paGoTHUKaM
Hanoroeoi cnyx6bl. Brnarogaps cucTeme yMeHblUaeTcsi GyMakHbI [OKYMEHTOOGOPOT, ynpoliaeTcs
MPOLLECC CAaun OTYETHOCTM, HarnoronnaTesnbLWykam He HaJo caaBaTh AeKnapauyn Ha ByMaXHbIX HOCUTESSIX,
a crnefoBaTenbHO 9KOHOMUTBLCS BPEMSI KaK HanoronsaTenbLUyKoB Tak 1 paboTHUKOB HArNoroBow Cryobl.

Cnucok ucnonb3yemMon nutepaTypbl
° BpemeHHbI pernameHT CAQD -3-13-848 oT 12 aekabpsa 2006r.
° MoctaHoBneHue MpaButenbctBa PO Ne691 ot 23 ceHTs6psa 2002 .
° Mpuka3 ®CBE P® Ne 66 ot 9 chespansa 2005 r.
° depepanbHbI 3aKoH 06 anekTpoHHoM nognucy Ne1 ot 26 aekabpst 2001 r.
° Mpukas PAMNCU ot 13 nroHa 2001 r. N 152.

° PernameHT ygoctosepsioulero ueHtpa OO0 «[lapaHT Tenekom».
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Cekuunsa

Ob6pa3oBaTernbHble NPOeKkTbl (NporpamMmbl U
METOOMKN 00y4YeHUs1) B 00nacTm KOMMNbIOTEPHON
6e3onacHoCTH

Educational projects (training programs and
methods) in computer security

Y4eOHbIn Kypc «KoMnbrOTEepHbIe Yyrpo3bl: MeToAbl
OOHapyXeHuUs1 U aHanu3a»
Apamos A.C.

CoasTtopbl: KygnHa M.B., Yysuno O.A., CanpblknH A.C.

XapbkoBckui HaumoHanbHbIM YHUBepcuTeT PaanMoaneKkTpoHUKn
r. XapbKoB, YKpauHa

alexander.adamov@dnt-lab.com

Training course "Computer threats: detection and analysis
methods"
Adamov A.S.
co-authors: Kudina M.V., Chuvilo O.A., Saprykin A.S.

Kharkov National University of Radio electronics
Kharkov, Ukraine
alexander.adamov@dnt-lab.com

Kypc «KomnbtoTepHble yrpo3bl: MeToabl O6GHapyXeHWs 1 aHanusa» coaepXuT NeKUMOoHHbIe U nabopaTopHble
3aHATUS Ha ABYX fA3blKax: PYCCKOM W aHrnmickoM. OCHOBHOW 3apayen Kypca SBMAEeTCs MOBbILLEHUS YPOBHS
3HaHWIN CTYAEeHTOB B 061acCT KOMNbOTEPHON H6e3onacHoCTU. PaccMOTPEHbl OCHOBHbIE TUMbl KOMMbIOTEPHbIX
yrpo3, AaHbl MOHATUSA U Knaccudukaums BPedOHOCHBIX NPOrpamMM, COBPEMEHHbIe BUAbl CEeTEBbIX aTtak, a
Takke MeTodbl W CpeacTBa 3aluMTbl KOMMbIOTEPHbIX cuctem U ceTein. Kpome Toro, Ha nabopaTopHbIx
paboTtax cTygeHTbl nonyyaitoT 6a3oBble HaBblkM OOHapPYXeHUS U aHanusa noTeHuuanbHO BPELOHOCHBLIX
nporpaMm: AMHaMUYECKNIN U CTaTUYECKUIN aHanNMs.

Ocoboe BHMMaHWe ygeneHo cuctemMam aHTMBMPYCHOM 3alumThl oT JlabopaTtopun Kacnepckoro ans cepsepos
n paboumx ctaHuuin. B pamkax kypca cTygeHTbl yyatca paboTtatb C NocrnefHUMy BepCcuMsMW MPOAYKTOB,
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Takummn kak: KAV n KIS 2009. [na onvcaHuss TUMOB BPEAOHOCHBLIX MPOrpaMm B Kypce MCMofb3yeTcs
Kknaccudmkaums, paspaboTtaHHas JlabopaTopuen Kacnepckoro.

Ha nepBbix neKkuMsix NPOMCXOAUT 3HAKOMCTBO C NpeameTHOW obnacTbio Bomnpoca. Mctopus cosgaHus
BPEAOHOCHBbIX MNporpamMMm. AHTUMBUPYCHblE CUCTEMbI W COBpPEMEHHble TEeHOEHUMU WX pasBUTUS.
CpaBHUTEnNbHLIM aHanu3 aHTuBMpycoB.  [lyTn 3apaxeHns komnbioTepoB. Knaccudukaums BpefoHOCHbLIX
nporpaMmM. AHTUBMPYCHbIE TeXHOMNOrMM ByayLIero NoKoneHusl.

OTAenbHBIM NYHKTOM B Kypce UAET akTyarnbHasi Ha AaHHbIi MOMEHT npobrnema MolueHHuYecTBa B VIHTepHeT,
BKMIOYaKOLLAsA NeKUMn Ha cneayloLume TeMaTuku: ULLNHT, GaHKWUHF, MOLLEHHUYECTBO B OHMalH-urpax. Takke
ocBelLeHbl BOMPOChl 6e30MacHOCTU U KOHMMAEHUMANBHOCTM B |P KOMMYHMKaUMSIX U B COLManbHbIX CETSX,
aTaku Ha KoTopble CErofHs NyratT CBOEN PerynspHOCTbHO.

B pamkax kypca «KomnbtoTepHble yrposbl: MeToAbl OBHapyXeHus U aHanusa» Mbl nocTapanucb cobpaTtb
MaKCMMarnbHO MONE3HYI0, MHTEPECHYIO N akTyarnbHY0 UHOPMaLMI0 O TEXHOMOMUAX, KOTOpbIE NCNOMb3YTCA
BpeaoHOCHbIM [MO:

. HOBOE HanpaBneHue B CKPbITUK MHGOPMaLUK - OCHOBbI CTeraHorpadguu;

° MeToAbl 06¢hyckaLmm BpeAOHOCHbLIX Nporpamm;

. TEXHUKU peBepC-UHXUHUPUHIa NS BPeOOHOCHbLIX NMporpamm;

° TEXHOIOMM CKPbITUSA BPEAOHOCHOW aKTUBHOCTU B CUCTEME, PYTKUT TEXHOMOMUMK;
° NPUHLUMNbI NCNONb30BaHNA SKCHHOVITOB;

. 6otceTn.

Ha naGopaTtopHbix paboTax CTyAeHTbl yyaTcs 3awmwaTs MK ¢ noMoLLblo aHTMBMPYCHBIX NPOAYKTOB U 6e3
Hux. lMpuoGpeTaloT HaBblkM paboTbl ¢ AnsaccemMbriepoM, a TakkKe OMbIT pacnakoBkM U pacLUMdpPOBKU
ncnonHseMblx annos.

B naGopatopHoii pabote Ne 1 «WHcTannaums wn HacTpoika AHTMBUpPYC Kacnepckoro» ydvaiymecs
ycTaHaBnuatloT npoaykt Kaspersky Internet Security 2009; 3HaKOMATCA C Ha3HaA4YeHUMEM U PyHKUUAMHU
[aHHOrOo MPUIOXEHNS; C ero MHTepencom, ¢ OCHOBHbLIMW NpUHLUMNamn paboTol.

Na6opaTopHas pabota Ne 2 «OCHOBHble MPU3HAKW NPUCYTCTBUSA BPEOOHOCHbIX NPOrpaMMm WM MeTogbl Mno
YCTPaHEHWIO NOCMNEACTBMIN BUPYCHBIX 3apaXXeHWn» MOCBsLeHa NpuobpeTeHnto HaBbIKOB OBHapyXeHus Ha
KOMMNbIOTEPE BPEAOHOCHBLIX MPOrpamMM, W3YYEHUD OCHOBHbIX METOAOB MO YCTPAHEHWUIO MNOCneacTBUi
BMPYCHbIX MHLUMAEHTOB 6€e3 MCNoMnb30BaHNs aHTUBMPYCHOIO NporpamMmmHoro obecnevenus. Takke CTyAeHTbI
3HaKoOMATCA C onpefeneHnemM BMpyca U BPEAOHOCHbIX NpOrpamMM, C TMnamu BPeAOHOCHbIX NporpamMmm u mux
OMMCaHNEM, C XM3HEHHbIMW LMKNaMN PasfnyHbIX TUMNOB BPEAOHOCHbLIX MPOrpaMM, ¢ AeNCTBUAMU YepBen npu
3apaxeHnn KOMMbTepa, C BO3MOXHOCTAMU NEYEeHUs KOMMbIoTepoB 6e3 MCNonb30BaHWs aHTUBUMPYCHOTO
nporpaMmMHoro obecneveHms.

JlabopaTtopHasa pabota Ne 3 «W/ccneposaHue yasBumocTen VIHTepHeT Gpay3epoB B KOHTEKCTe HOBbIX BeD
TexHonorui». [aHHas paboTa akTyanbHa B CBeTe BCTpavBaHUSI BPEOOHOCHLIX CKPUMNTOB B MOMYMsipHble
canTtbl. MpegHasHayeHa Ansi 03HAKOMITEHMS] CTYAEHTOB C COAEPKaHNeM COBPEMEHHbIX Yrpo3 6e3onacHocTu
B VIHTEpHET; C CYLLHOCTLIO NOHSATMS NPOrPaMMHOM YS3BUMOCTU; C NPUHUMMAMU BCTpanBaHUS BPEAOHOCHOIO
Kkoaa B CKPUMThI; C MEXaHU3MOM aKTUBaLMM BPEAOHOCHOMO KoAa.

B nabopatopHon pa6ote Ne 4 «OcHoBbl paboTbl C AM3acceMbnepoM» U3NOXeHbl OCHOBbI CTATUYECKOro
aHanusa nporpaMM C MNOMOLLBIO Au3acceMbnepoB C Lenblo OBHapyXeHUs NpUCYTCTBUS BPEOOHOCHON
cocTasnstolwen. CTyaeHTbl U3y4aloT OCHOBHbIE MPUeMbl AM3acceMbrMpoBaHNS NPUMOXKEHWN. 3HaKOMSATCS C
MeToAamMn W cpeacTBamMm aHanu3a nporpamm; C WMHTEPdENCOM U BO3MOXHOCTAMWU WHTEPAKTUBHOIO
ansaccembnepa IDA Pro; ¢ 6asoBbiMu npyemamu aHanmaa Win32-nporpamm.

B na6bopatopHon pabote Ne 5 « TexHOonornm pacnakoBk1 UCMONHAEMOro KoAay yvallmecs nony4atT HaBbIku
onpefeneHns Hanmymsa ynakoBLUMKa UCNoNHAeMbiX hannos un ero ngeHtndukauymm. Msyqaot ocobeHHoCTm
HEKOTOPbIX  YNaKOBLUMKOB  MCMOMHAEMbIX annoB W  MeTodbl  pacnakoBKW\yMakoOBKW;  METOOUKY
BOCCTaHOBMEHWSA pacnakoBaHHbIX hainos.

OcHoBHoOI 0COBEHHOCTBIO Kypca ABMSETCA ero akTyanbHOCTb. MaTtepuansl Kypca NocTossHHO 06HOBNSATCA B
COOTBETCTBWM C NOCNEeOHMMM Yyrpo3amMu, NoSBRASOWNMNUCS Ha npocTopax MHTepHeT. Tak, B cBeTe nocnegHen
anngemMmn ceteBoro u4epBa Kido (Conficker/Downadup), 3apasuBliero mnopsgka 10 MWAIMOHOB
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KOMMNbIOTEPOB, B KypC ObINy BKIMIOYEHbI MaTepuarnbl, MOCBSALLIEHHbIE ONUCaHUI0 OYHKLMOHANBHOCTU OOHON U3
BEpCUIn YepBs.

Ha cerogHsWHMIN AeHb Kypc BKIOYEH B y4ebHy0 nporpamMmmy XapbKOBCKOrO HaLMOHAMbHOMO yHMBepcuteTta
pPaaMo3aneKTPOHNKN N YNTAETCA MHOCTPaHHLIM MarucTpam u ctygeHtam 4 Kypca Ha pyccKOM W aHrUACKOM
a3blke. Takke npoBoasTcst pakynbTaTUBHbIE 3aHATUS Ha 6a3e kny6Hon nporpammel «Elite Teaching Club».

XoueTcst BEPUTL, YTO 3HAHUS, MOMYYEHHbIE CTyAEHTaMu, B pamKax JAaHHOMO Kypca OKaXKyTCsi MONe3HbIMU 1
NMOMOryT 3alUUTUTb NEepPCOHarnbHy0 MHAOPMALMIO U NPeaoTBPaTUThL 3apaXeHue KOMMbIOTEPHbIX CUCTEM U
ceTel B KaXOOM OTAenbHOM criyyae. He ctouT 3abbiBaTh, YTO YCTAHOBIEHHBIA B CUCTEME aHTUBMPYC He
ABMNAETCA rapaHTmen ee 6esonacHoCcT. BaxHO 3HaTb, Kak MOXHO caenaTh 3alnTy KOMMbIOTEPHOW CUCTEMBI
MaKcMManbHO 3hEeKTUBHON, @ TaKKe C KaKMMW TUMaMu COBPEMEHHBIX YTPO3 MOXHO CTOSIKHYTbCS CEroHs B
cetn NiHTepHeT.

Y4yeOHasa nporpaMMHasa cuctema Aonsa n3yvyeHms Metoaos
KpunTtorpadcdumnyeckomn 3awmtbl MHoOpMaLuum
A3nzgan H.A., Koconanosa E.H.

FocyaapcTBeHHbIN UHXeHepHbIM YHuBepcuteT ApmeHum (MonutexHuk)
r. EpeBaH, ApmMeHus
ninaazizyan@rambler.ru

Educational software system for research into methods of the
cryptographic protection of information
Azizyan N.A., Kosolapova Y.N.

State Engineering University of Armenia (Polytechnic)
Erevan, Armenia
ninaazizyan@rambler.ru

This program appears to be an effective arrangement for laboratory works in universities. It contains a great
number of classical and modern cryptographic algorithms and their detailed descriptions, hesh functions,
digital signatures and etc., and what is important, it is easy in use.

As of today, cryptography is one of the most widespread and effective means of protection of digital
information. Wide development of the Internet has made it the most convenient and accessible means, of not
only communication, but also of running the business. The demand is growing, for the products for protection
of information, especially in Internet-applications. At that, considering the fact that the Internet is inherently
available to all, there is a natural necessity of use of the means for protection of information, not only for
provision of confidentiality, but also for authentication of users. It is a weighty argument for the benefit of
urgency of cryptography studying, not only by the experts in the field of information technologies, but also by
broad audience of users of computers and the Internet network. Therefore the fact is rather natural, that the
interest towards cryptography and applied solutions on its basis, all over the world, has changed essentially.
The sphere of application of cryptographic methods for protection of intellectual property has extended
sharply. Researches in cryptography widen in private companies, which have not been earlier associated
directly with information safety. The cryptography combines the methods of protection of information
interactions of the various natures, based on data transformation using confidential algorithms, including
algorithms that use confidential parameters. The term "information interaction" or "process of information
interaction" designates here such a process of interaction between two and more subjects, the basic content
of which consists in transfer and/or processing of information. There are not many basic methods of
transformation of information which the modern cryptography has, but all of them are "bricks" for the creation
of applied systems.
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Considering all the above, it is possible to draw conclusions, that in our age of information technologies,
when the information represents one of the most valuable phenomena on Earth, how important it is for any
state to train highly skilled experts in the field of information protection.

Certainly, big role in preparation of the respective personnel is given to higher educational institutions;
however, this problem is not as simple as it seems at first glance, because the cryptography contains rather
complex mathematics in its modern form. Beginning of training of those students having no idea about
cryptography and cryptanalysis, with modern algorithms which are complex enough in both their logic, and in
mathematics contained in them, would not be expedient. It would be rather correctly to start training
according to historical development of cryptography (starting from classical algorithms and finishing with
modern ones), which makes a successful practise at our university.

In this connection, there was necessary to create software for laboratory studying and research of
cryptographic methods, which software could provide flexible change-over of the complexes of laboratory
works according to particular curriculum of the discipline. As a result, an educational research cryptographic
system has been created, which includes the most widespread and known cryptographic algorithms (both
modern and classical), enables to carry out simple cryptanalysis operations; it has friendly interface, i.e. it is
convenient and clear to work with. The interface of the system has been realized in Armenian, according to
the language of training at our university, however, since the code of the system is open (open source), in
case where desirable, it would be possible to translate it for working in other languages, and also,
supplement with new cryptographic algorithms.

Generalizing all listed above, one can come to conclusion that the given programme presents efficient means
for carrying out laboratory works with those students studying cryptography, and also for those persons
interested in cryptography, since it contains large enough number of classical algorithms, as well as those
urgent as of today, along with their descriptions, digital signatures, hashing functions, contains stage-by-
stage educational demonstration of the most complex and interesting algorithms, and which is important, the
programme is rather simple in use.

Ha cerogHsAWHWIA aeHb Kpuntorpadusa aBnseTcs ogHUM M3 Hanbonee pacnpocTpaHEeHHbIX N 3EKTUBHBIX
CpeacTB 3awmTbl uMdposon wuHdpopmaumn. LLupokoe passutme VIHTepHeTa cpenano ero Haubonee
yOO6HBIM 1 OCTYNHBIM CPEACTBOM He TONbKO 0OLLEeHMs, HO 1 BeaeHust buaHeca. PacTeT cnpoc Ha npoayKThbl
Ans 3awuTtbl MHopmauun, ocobeHHo B Internet-npunoxenusx. Mpu aTom ¢ yyeTom TOro, 4to NHTEpHET no
CBO€eW CyTn ABNseTcs 06LenoCTyNHbIM, BO3HUKAET eCTeCTBeHHass He06X0AMMOCTb UCMOMNb30BaHNSA CpeacTB
3alWmMTbl MHopMaLMK, He TonbKo Ans obecrneveHus KOHpuAeHLUMansHOCTU, HO U Ans ayTeHTudukaumum
nonb3oBaTtenen. JTO SBMNAETCA BECKMM OOBOAOM B MOMb3y aKTyanbHOCTU W3y4YeHWUst Kpuntorpadumm He
TONbKO cneuvanuctamu B 06nacTu MHOPMALMOHHBIX TEXHOMOMMI, HO M LUMPOKMM KPYrom nonb3oBaTtenen
KOMMNbIOTEPOB M ceTU MHTepHeT. [103TOMy OBOMbLHO €CTECTBEHHBLIM SBMAETCA TOT (PaKT, YTO BO BCEM MUpE
CYLLECTBEHHO W3MEHMWIICA WMHTEpEec K Kpuntorpadvu v MpuknagHbIM peLleHnsM Ha ee ocHoBe. Pesko
pacwwupunace cdpepa npuMEHeHWs KpunTorpaduyeckmx MeTogoB AN  3aWuTbl  MHTENNEeKTyanbHON
cobcTBeHHOCTU. PaclumpsioTcs MccnegoBaHvMs MnoO  KpuntorpaduMnm B YaCTHbIX KOMM@HWAX, paHee He
CBSI3aHHbIX HanNpsaMyl ¢ MHGOpPMaUMOHHOM Be3onacHocTbio. Kpuntorpaduma obbeauHsieT meToabl 3awmThl
VH(OPMAaLMOHHBIX B3aUMOAENCTBUIN PasnMYHOro XapakTepa, onuparolimecs Ha npeobpasoBaHve AaHHbIX
MO CEKPETHbIM anroputMam, BKIOYasi anropuTtMbl, WCMONb3yOLNE CEKPETHbIE MapaMeTpbl. TepMuH
«MHOPMaLIMOHHOE B3aMMOLEWCTBME» WM «NpoLecc WHMOPMALUMOHHOIO B3aMMOLEWCTBUSA»  3[1ECb
0603Ha4YaeT Takoln npoLecc B3aMMoaencTB1S ABYX U bonee cyObEeKTOB, OCHOBHbLIM COAEPXAHMEM KOTOPOro
siBNsieTcsl nepefadva w/wnu obpaboTtka mHpopmauun. basoBbix MeTogoB nNpeobpasoBaHus UHGOPMaLUK,
KOTOpbIMW pacronaraet COBpeMeHHasi Kpuntorpaumsa HEMHOrO, HO BCE OHW SABMSAOTCA «KMpNvyaMmy» Ans
€034aHUA NPUKNagHbIX CUCTEM.

YuntbiBasi BCE BbILENEPEYNCIIEHHOE, MOXHO caenatb BbIBOAbI, YTO B Haw BeK WHHOOPMALUOHHbBIX
TEXHONOMI, Koraa nHpopmMauusa npeacraBnseT co00M OOHO U3 LIEHHENLINX SIBIIEHUIA Ha 3eMIe, HAaCKOITbKO
BaXXHO Ans Noboro rocyaapcTea roToBUTb BbICOKOKBANUMULMPOBAHHbIX CNeunanucToB B obnactu sawmThbl
MHopMaLmK.

KoHeuHo e, Gonblyl ponb B MOATOTOBKE COOTBETCTBYHOLUMX KagpoB WrpalT Bbiclune YyyebHble
3aBefleH1s1, OQHaKo 3afaya 3Ta He TaK MPOCTa, Kak KaXeTcsl Ha NepBbli B3rnag, NoToMy YTo Kpuntorpadus B
COBpPEMEHHOM ee BUAe COAepPXUT AOBOJNIbHO CIOXHYK MaTemaTuky. HauMHaTb obyyeHue CTyAeHTOB, He
VMEIOLLIMX HUKAKOro MPEACTaBMNEeHUs O KpunTorpadum U KPUNToaHanmse C COBPEMEHHbIX arnropuTMoB,
KOTOpble [OCTaTOYHO CIOXHbI Kak Mo CBOEW IOorvke, Tak U MO COAepXalleics B HUX matemaTuke, He
aBnsAeTca LenecoobpasHbiM. MpaBunbHee BCero HaunHaTb 0Gy4YeHMe COrMacHO WCTOPUYECKOMY pasBUTUIO
Kpuntorpacpum (HauMHasi C KIAaCCMYEeCKMX anropuTMOB U KOHYas COBPEMEHHbIMM), 4YTO  YCMewHo
NpaKkTUKyeTCsl B HALLEM yHMBepcuTeTe.
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B cBsA3n ¢ aTMM cTano HeobxoAMMbIM CO34aHne MPorpaMMHOrO CpeacTsa Ans abopaTopHOro U3yveHus un
nccrnepoBaHna  KpunTorpaduyeckux MeTodoB, KOTOpoe MOXeT obecneuntb TMOKylo MepeHacTpoviKy
KOMMMeKkcoB nabopaTopHbIXx pPaboT B COOTBETCTBMM C KOHKPETHbIM Y4YebHbIM MnaHoM AucumnivHbl. B
pesynbTaTe co3fgaHa y4ebHasa uccnegosartenbckas Kpuntorpaduyeckas cuctema, Kotopasi BKIOYaeT camble
pacnpocTpaHeHHble U  W3BECTHblE Kpuntorpaduyeckne anroputMmbl (Kak COBpPEMEHHble, Tak U
Knaccuyeckue), AaeT BO3MOXHOCTb MNPOBOAWTL HECMNOXHbIE KpUNTOaHanuMTUyYeckne OenucTBus, uMeeT
OPYXECTBEHHbIN UHTEpdenc, T. €. yaobHa n noHATHa Ans paboTbl. MIHTepdenc cnctemsl peanv3oBaH Ha
apMSHCKOM £13blke, B COOTBETCTBUM C S3bIKOM OBy4YeHVs B Hallem yHMBepcuteTe, OAHAKO MOCKOMbKY KOA
CMCTeMbI ABNSAETCA OTKPbITEIM (Opensource), TO Npu XenaHum ero MOXHO nepesBecTn Ana paboTel Ha APYrMX
A3blKax, a TaK e, AO0MOMHUTb HOBbIMW KpMITOrpadru4eckumMm anroputMamu.

O606Lwas BbllLenepeyncrieHHoe, MOXHO caenaTtb 3akmoyveHue O TOM, YTO AaHHas mporpaMma sBnseTcs
3(pheKTUBHLIM CPEACTBOM ans nposefeHnsa nabopatopHbiX paboT co CcTyaeHTamu, K3yvarowumu
Kpuntorpaduio, a Tak xe [Ana Nul UHTepecylomxea kpuntorpadunen, Tak Kak oHa COAEpPXUT AOBOSbLHO
fonbLIoe KOMMYECTBO KMNacCUYECKUX, a TakkKe akTyarnbHbIX Ha CEerogHsLWHWA AeHb anropuTMOB U UX
onucaHui, undposble NOANNCH, XeLl YHKLUK, COAEPXKUT NoaTanHble yyYebHble nokasbl Hanbonee CrnoxHbixX
N MHTEPECHbIX aniropMTMOB, Y 4YTO HEMAIOBaXKHO, NPOrpamMmMa A0BOMbHO MPOCTa B UCMOMNb30BaHNN.
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PopmupoBaHue yCTOMYNBOCTU K HEraTUBHOMY BIIUSTHUIO
UHTEepHe
3opuHa N.B.

HUUPIMO [OenaptameHTa o6pasoBaHus ropoga MockBbl
r. MockBa

lisal4@inbox.ru

Developing resistance to the negative effects of the Internet
Zorina V.

Scientific Research Institute for the Development of Education
Moscow, Russia

lisal4@inbox.ru
To improve the quality of vocational education it is necessary to use Internet.

In project:
° It is determined Internet’s resource for improving quality of vocational education.
° It is determined risks of negative influence of Internet.
° It is defined psychological and pedagogical abilities to resist against harmful influence of
Internet.
° It is created recommendation for organization vocational education with effecter use of
Internet.

B npoekre:
o BbISIBIIEHbI MH(pOPMALIMOHHbBIE pecypcbl IHTEPHET AN MOBbILEHUS KayecTBa
npocheccrnoHanbLHOro o6pa3oBaHus;
o BbISIBIIEHbI OCHOBHbIE (DAKTOPbI pUCKa HeraTMBHOroO BnusHUsA Cetu;
° onpepeneHsl NCUXOMOro - NeAarornyeckne ycrnosmst GOpMMPOBaHUS YCTONYMBOCTHU K
BpeHOMY BO3AeNCTBUIO VIHTEpHET;
° paspaboTaHa Mmoaernb (hOPMUPOBAHUST YCTONYUBOCTM K HEFaTUBHOMY BNUsSIHWIO IHTEpHET ¢
MCMNOmb30BaHNEM CTPECCopa, B MOTUBALMOHHbIX LIENSIX.
° NOAroTOBMNEHbI PEKOMEHAALMM Nefaroram Ansi opraHm3aummn npodeccroHansHoro

ob6pa3oBaHus ¢ 3 HEKTUBHBIM UCMONBb30BaHWEM y4ebHOW cpeabl VIHTepHeT.
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O6y4yeHMe ocHOBaM KOMMNbIOTEPHON 6€30NacHOCTU MnaaLwmnx
LUKONIbHUKOB
Onesckas J1.H.

Hosbpbcknin Konnepx npocdeccnoHanbHbIX U MHOPMaLMOHHbIX TEXHONOIMN
Hos6pbck, Poccusa
olevslud@yandex.ru;

Teaching primary school children the basics of computer
security
Olevskaya L.N.

Noyabrsk Professional and Informational Technologies College
Noyabrsk, Russia
olevslud@yandex.ru

This work represents the program of extra curricular activity course“Computer security basis” for primary
school children and the educational tasks set. Studying this program the pupils receive storage and finding
information skills, introduce with the rules and methods of computer data protection. The program allows to
form negative attitude to the legal offence in computer security field, to develop logical and critical pupil’s
thinking, the ability to take a decision.

The barest necessity of modern education is the development of such methods in teaching and educational
work, where the modern information technologies studying are harmoniously combined with the information
culture formation in computer security field. Specified problems must be solved in the context of the subject
“Information and Computer Technologues” at secondary school.

Teaching “Information” in the primary school in our days is the usual phenomenon, but the content of this
course doesn't reflect the computer security questions, as to our point of view is very important.

Computer security studying process will be maximum effective at primary school age. The childhood — is the
age at person’s life when he learn and master the majority of information first of all that, which helps him to
live in society.

The aim of this research work is to develop the program of computer security studying, adopted for
primary school children.

The problems are the following:

° to prove the advisability and efficiency of studying computer security at primary school age;
° to develop the extra curricular activity course program “Computer security basis”;
° to work out the program methodical leading in the form of tasks set.

The extra curricular activity course program“Computer security basis” is developed as the result of this
research work, which helps from the primary school age to inculcate the main storage and usage information
skills, introduce with the rules and methods of computer data protection.

The main items of the program:

° information and its forms;

° information bearer;

° means and methods of information security;
° viruses and antiviral programs;
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° Internet and its security;

° legal offence in computer security field.

B npepncraeneHHol paboTe paspaGoTaHa nporpaMma Kpyxka « OCHOBbI KOMMNbOTEPHOW Ge3onacHoCcTvy Anst
MNafluero LKOSIbHOTO BO3pacTa, KOMMMeKT yyeGHbix 3agaHui. Obyuyasicb no nporpamMme, —ydyalimecs
MONyYyaloT HaBbIKM XpPaHEeHUs U noucka MHGOoPMaLuM, 3HAKOMSITCA C NpaBunaMu U MeTodamu 3alluThbl
KOMMbIOTEPHBIX [aHHbIX. [Mporpamma no3BonuT CcGOpMMpOBaTb HEraTMBHOE OTHOLUEHUE K NpaBOBbIM
HapyLleHUsiM B 0GracTyi KOMMbIOTEPHOW 6e30MacHOCTH, pasBrBaTh IOMMYECKOE U KPUTUYECKOE MbILLNEHUE
LUKOMNbHUKOB, YMEHWE MPUHUMATL PeLleHUs!.

HacywHon 3apayent coBpemeHHOro obpasoBaHusi CTAHOBUTCA paspaboTka Takmx MeTodoB y4yebHo-
BOCMNMTaTenNbHON paboTbl, rae Obl rapMOHUYHO coyeTanocb obyvyeHue COBpPEeMEHHbIM MHEOPMALMOHHBLIM
TEXHOMOrmamM ¢ hOpMMPOBaHNEM WH(OPMAaLMOHHON KynbTypbl B 06nactu KOMMbOTEPHOW Ge30nacHOCTU.
O6o03HaveHHble 3afa4m OOMKHbI pelaTtbes B pamkax npeameta «MHdopmaTtuka n UKT» cpeaHei wkonbl.

MpenopaBaHne WHGOPMATUKM B HayanbHOW LUKOME B HalM OHW CTano OOblYHbIM SIBNEHWEM, OOHAaKO
CoAepXaHne 3TOro Kypca He OTpaxaeT BOMpPOChbl KOMMbIOTEPHOW 0e30MacHOCTM, YTO Ha Haw B3rnsg
Heobxoagumo.

B mnagwem WKonbHOM BO3pacTe npolecc 06y'~IeHVIF| KOMMbIOTEPHON 6e3onacHocTu 6Y£I,eT MaKCcMaribHO
adppekTMBHbIM. [eTCTBO — 3TO Ta nopa B XM3HW YerioBeka, Korga OH y3HaeT 1 ycBamBaeT 6onbLuoe
Konn4ecTBO MHGOpMaLnn, Npexae BCero Tom, kotopas noMmoraeT €My XUTb B colnyme.

Lenb paboTki: pa3pabotaTtb nporpammy obyyeHusi KOMNbIOTEPHON Ge3onacHOCTU, afanTUPOBaHHYO And
MIiagLUero LWKOMbHOro Bo3pacTa.

3apgauu:

e 060CHOBaTb LieniecoobpasHoCTb U 3EKTUBHOCTL OBYYEHNUS KOMMNbBIOTEPHON 6e30MacHOCTY B
MragLlem LWKOSbHOM BO3pacTe;

° npoBectTn 0T60p y4eHOoro martepuana B obractu KOMMNbIOTEPHOMN ©e3onacHocTu y4nTbiBadA
BO3pPacCT y4valluxcsa;

° COCTaBUTb NporpamMmmMy Kpyxka «OcHoBbI KOMMbIOTEPHON ©e3onacHoOCTUY;

o paspaboTtatb MeTOAMYECKOE COMPOBOXAEHWE nporpamMmbl B BuAe KOMMMekTa YyyebHbIX
3aJaHun.

B pesynbtate npoBeaeHHoW paboTbl padpaboTtaHa nporpamma  kpyxkka «OCHOBbI KOMMbIOTEPHOW
HesonacHOCTU», KOTopasl MO3BONWUT YXe C MNafLlero LKOMbHOro BO3pacTa MPUBUTHL yYalUMMCSl HaBbIKU
XpaHeHUst U  WUCNonb3oBaHWA WHpOpMaLMK, MO3HaKOMUTbL C MpaBunaMuM WM MeTodamu  3aluThl
KOMMNbIOTEPHBIX AaHHbIX, CHOPMUPOBATL HEraTMBHOE OTHOLUEHME K MPaBOBbIM HapylueHusm B obnacTtu
KOMnbloTepHOI Be3onacHoCTu.

OcHoBHblE HanpasneHna nporpaMmmbl:

° WHdopmauua n eé suabl;

° Hocutenu nHdopmaumu;

o CpepncTBa 1 MeToAbl 3aLLMTbl MHOpMaLWK;

o Bupychbl 1 aHTUBMPYCHbIE NPOrpaMmbl;

° WHTepHeT n 6e3onacHocTb;

o MpaBoBble HapyLLUeHNs B 061acTu KOMMNbIOTEPHOWN 6e30nacHOCTH.

Mporpamma cogepxur:
° MnaHnpyemble pesynbTaTbl 06y4eHNs;

. MpuMepHbI NepeyveHb OpPMUMPYEMbIX KOMMETEHLUWUA, NOoMyvyaembiX 3HAHWKN, OCBauBaeMbIX
yMeHWIA 1 npnobpeTaemMbiX HABbIKOB;

. dopmbl 1 METOABLI OpraHn3auum y4ebHom AedaTenbHOCTM yqalmMxes B npouecce obyveHuns;
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° I'IpmmepHoe TemMaTunyeckoe nrnaHmposaHue 3aHATUN.

ChopMMpPOBaHHbIN KOMMIEKT 3a4aHui NO3BOMNUT 3aKpPenuTb U3ydYeHHbIN y4ebHbI MaTepuarn, HarnpasneH Ha
pa3sBUTHE KPUTUYECKOTO MBbILLINIEHUS!, YMEHUS FTOTUYECKU MBICTIUTD MPUHMMATh PELLEHNS.

lMpakTnyeckaa 3Ha4MMOCTb paGOTbI 3aKkn4yaeTcqa B BOSMOXHOCTU NPpUMEeHEeHNA pa3pa60TaHH017| nporpamMmmbl
1 KOMMSIeKTa 3agaHnin B 06pasoBaTean017| [esaTenbHOCTM B 06ractu MHOPMALMOHHBIX TEXHOSTOTUNA.
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Cekuunsa

Cnam. MeTtogbl O0OHapyXeHus cnama C
aHannu3oMm coaepXumoro n 6e3 Hero. PULINHT

Spam: detecting spam with and without content
analysis. Phishing

ABTOMaTU3UPOBAHHbLIN KOHTEHT-aHaNIU3 cNam-cooOLEeHMN Ha
pa3nu4HbIX A3blkax. KoHuenTyanbHbIN aHanNus3
Epmakosa J1.M.

MepMcKui rocyaapCcTBEHHbIA YHUBEPCUTET
r. Mepmb, Poccus
liana87@mail.ru

The automated content-analysis of spams messages in
various languages. A conceptual analysis
Ermakova L.M.

Perm state university
Perm, Russia
liana87@mail.ru

The main objective of this research is to develop and to investigate methods of spam detection based on
content analysis and linguistic corpora. Neural network and algorithm of BPE were implemented. This
technique can be used for both languages: English and French.

Every positive phenomenon has underside, and, for example, rapid growth of the popularity of e-mail is
accompanied by increase of the flow of unauthorised mass distributions, frequently using the means of social
engineering.

Spam - is anonymous non-requested mass dispatching of e-mail messages.

According to Kaspersky's Laboratory, today from 80 to 97% of all electronic messages in the Internet is a
spam. There are various methods of fighting spam (maintaining blacklists, search of spammer’s tricks,
Bayesian lexical filtration, detection of mass dispatches of the same kind, etc.), but none of them gives a
hundred-percent guarantee of protection against undesirable dispatches. Combined application of semantic
methods with other methods of filtration of the correspondence essentially increases their efficiency;
however, semantic analysis has not yet appeared beyond the thresholds of research laboratories. In addition,
the spam is multilingual, and it is important to correctly sort it, not having lost really necessary messages,
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which is especially important for the business-users conducting extensive correspondence with foreign
contractors.

On the basis of comparative and descriptive analyses we have carried out classification of spam, analysed
grammatical, lexical and syntactical features, and determined their frequency of occurrence, having revealed,
in particular, a significant role of emotive vocabulary. As a result, we have constructed mathematical model of
spam-message which in large enough percentage of cases gives exact result during automatic screening of
spam of messages. The basis of this model is formed by neural network with application of algorithm of
reverse distribution of mistake, and the task of identification of spam was reduced to the following stages:

1.  definition of specific grammatical means used by spammers;

definition of emotive means;

classification of spam;

review of the methods of social engineering;

construction of recognition algorithm on the basis of artificial neural networks;
training of neural network;

carrying out research using methods of case linguistics;

© N o g M w0 D

conceptual analysis;
9. reveal similarities and distinctions between messages in French and English languages.

As a result of research, a programme was realised, capable to determine, whether the message is spam,
based on the entered text.

The programme operates for 2 languages: English and French.
The realised neural network uses 8 basic attributes:
1. percentage of pronouns and possessive determinatives
presence of appeal
presence of link
presence of lists
presence of the symbol @

proposal not to receive such letters any more

N o o &~ D

the letter begins with interrogative or exclamatory sentence
8.  graphical highlighting of individual words

In case of English language, filtration based on presence of "formulas of politeness" is also used. It has been
revealed, that the first attribute is extremely important for French language, but in English its role is a bit
smaller.

The constructed model of content filtration allows to determine with high accuracy, whether the message is a
spam. In the control sample, the result appeared to be authentic in 95% of cases. At that, 1% of spam-
messages is passed. The number of false operations makes 4%. All false operations relate to generated
letters (automatic notices, advertising dispatches, and so forth). It is concerned with their linguistic features.
In addition, users frequently relate such letters to spam. This is a so-called intermediate zone — "semi-spam".
With a high degree of confidence one can say, that attribution of such a message to the category of doubtful
letters is not critical for user.

Conceptual analysis enables to reveal semantic dominant of a message. During the research, key concepts
of spam-messages were revealed. Having revealed the concept which is the main for the received message,
it would be possible to attribute this message, with some degree of confidence, to spam or non-spam. For
realisation of this method, neural networks would be the most suitable, since they are not determined and
capable of training. Revealing of dominating concepts in legal correspondence is possible. On the basis of
the main concepts of spam and dominating concepts of e-mail, it would be possible to construct a vector of
incoming attributes. In combination with already found attributes, it would be possible to obtain an effective
method of spam filtration.
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Advantages of this technology consist in the following:

1. Opportunity of combined application along with available technologies (the majority of existing
spam-filters work with lexical aspect of language, whereas the grammar also plays an important role
in classification of correspondence; combined application of analyses of various language levels is
capable of increasing the efficiency of filtration)

2. Universality (suitable for different types of spam).
3. Scalability.
4. Ease of updating (possibility of updating of weight factors only, rather than the whole bases).

5. Possibility to make computations in parallel (for example, paralleling of computations in the
neural network, or search of attributes).

Thus, the obtained results allow to say that there are prerequisites for creation of spam-filter of a new
generation, based on linguistic features of undesirable dispatch, much more efficiently, than those methods
widely used today, based on the analysis of words contained in the text.

In future, it is planned to:
° Reveal new attributes and update those results already available.

° Realise the algorithm of automatic determination of the quantity of neurons of the intermediate
layer.

° Further train the neural network.
° Further investigate similarities and distinctions between messages in various languages.
° Acquire new statistical data.

° Create a parser for French and Russian language, for the purpose of revelation of new
attributes and realisation of automatic search of attributes, which was suspended because of the
absence of grammatical parser.

° Expand the area of application of the realised neural network to include Russian language.
Create a new spam-filter, which could be used in combination with the available technologies.

Y nto6oro NonoXuTerbHOTO SIBIIEHUs] eCTb 0BpaTHas CTOpPOHa W, HanpuMep, GbICTPLIN POCT NONYNSAPHOCTU
3MEKTPOHHOW MOYTHI COMPOBOXAAETCS YBENMYEHNEM MOTOKA HECAHKLUMOHUPOBAHHLIX MacCCOBbIX PACCbINOK,
3a4acTyio UCMOMb3YIOLWMX CPEACTBA COLMANBHON UHXEHEPUM.

Cnam - 3mo aHOHUMHbIe He3aripowleHHble Macco8ble paccChlriku SHGKmpOHHOlj rnoymel.

Mo aaHHbIM JTabopaTopun Kacnepckoro cerogHst ot 80 Ao 97% Bcex 3NekTPOHHbIX coobLieHni B Internet —
cnam. CyLlecTBYHOT pasnuyHble MeToabl 60pbObl CO cnamom (BeAeHUE YEepPHbIX CMUCKOB, MOUCK CamMepCKux
TproKoB, ©aliecoBCKONM fekcuyeckon unbTpaumm, obHapyxeHne MaccoBbIX OAHOTUMHBLIX PAacChINoK 1 ap.),
HO HU OAVH M3 HUX He JAaeT CTOMPOLIEHTHOM rapaHTuM 3almnThl OT HeXenaTenbHbIX paccbifiok. CoBMeCTHoe
UCMOMNb30BaHNE CEMaHTUYeCKUX MeToA4OB C  ApyrMMu  crnocobamy  cpunbTpauum  KoppecnoHAeHUMM
CYLLECTBEHHO YBEnu4YMBaeT ux adhPEeKTUBHOCTb, OAHAKO CEMaHTMYECKUIA aHanna rnoka He BbIlen 3a noporu
uccneposaTtenbcknx nabopatopuii. Kpome Toro, cnam MHOrosiabl4eH U BaXXHO KOPPEKTHO ero 0TCOpTUpPOBaThb,
He NoTepsB OeNCTBUTENBHO HYXKHbIE NMOCIaHNs, YTO 0COOEHHO BaXHO Anga BusHec-nonb3oBartenen, BeayLmx
06LMpPHYI0 Nepenuncky ¢ 3apybexxHbIMU KOHTpareHTamu.

Ha ocHoBe CpaBHUTENBbHOIO W onucatesibHoOro aHanu3oB Mbl NpoBenn KﬂaCCI/Id)VIKaLI,VI}O cnama,
npoaHanmsnpoBanun rpamMmmaTtmyeckue, Jekcnvyeckne U CUHTaKCUYEeCKue 0cobeHHoCTH, onpegenunn mnx
YaCTOTHOCTb, BbiABMB, B YaCTHOCTU, 3HAYUTESIbHYIO POJib 3MOTMBHOWN NeKCcukn. B pes3ynbTaTte Mbl NOCTPOUIN
MaTeMaTun4eckyro mMopesb cnam-coobLeHus, KOTOpasa B AOCTAaTO4YHO GornbLIOM npoueHTte cny4yaeB paet
TOYHbIN pe3ynbTaTt npn aBTOMaTU4EeCKOM OTCEeMBaHUM cChnam -coobLeHunn. B ocHoBe 3TOM MOAENM NEXUT
HEMPOHHAss CeTb C MPUMEHEHMEM arnroputma O6paTHOFO pacnpocTpaHeHnsa ownbkn un 3agava
pacno3HaBaHMA CnamMa cBefiachb K crnegyrwmnm atanam:

1. onpegeneHue cneundU4ecKMX rpaMMaTUYECKUX CPEACTB, UCNOMb3yeMbIX cnaMepamu;
2. onpepgeneHne aMOTUBHbIX CPEACTB;

3. Kknaccudukaums cnama;
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0630p MeTOa0B CoOLManbHOWM MHXEeHepun
NOCTPOEHNE anropuTMa pacno3HaBaHMs Ha OCHOBE MCKYCCTBEHHBIX HEMPOHHBIX CeTel;
00y4yeHne HEMPOHHOW CeTn

npoeseneHne nccnengosaHna metogamm KOprIyCHOIZ JIMHIBUCTUKA

© N o o &

KOHLI,erITyaﬂbeIIZ aHanns
9. BbISABUTb CXOACTBA M Pasnuunsa Mexay cooOLWEeHnAMM Ha d)paHLly3CKOM M aHINIMNCKOM A3blKax

B pes3ynbTaTte uccrnegosaHuii  Gbina peann3oBaHa nporpamMmma, crnocobHas no BBEAEHHOMY TEeKCTy
onpenennTb, ABNAeTCA NN COOOLLEHME CTAaMOM.

Mporpamma paboTtaeT Ans 2 A3bIKOB: @HITIMNCKOro 1 dopaHLYy3CKOro.

Peann3oBaHHas HEMPOHHasA CeTb MCNOMb3yeT 8 OCHOBHBIX MPU3HAKOB:

NPOLEHTHOE coAepXaHne MECTOMMEHWI U NMPUTSXXaTeNbHbIX 4eTePMUHATMBOB
Hanuune obpallueHms

Hanuumne CChbInKu

Hanuune cnmckoB

Hanuune cumBona @

npeanoxexHne 6onblue He Norny4yaTb Takne nucbma

NMMCbMO Ha4YnHaeTcA C BOMPOCUTESTBHOIo Ui BOCKNMLUATENbHOIo npeanoXxeHuna

© N o g M w0 bd R

rpacbmquKoe BblaeneHne otaesnibHbIX CloB

B cnyyae aHrnuiickoro a3bika Takke UCnonb3yeTcs punbTpaums Mo Hanuyuui «opmyr BEXNNBOCTUY . Bbino
BbISIBIEHO, YTO MNEpPBbIA NPU3HAK SBNAETCA 4YPEe3Bbl4ANHO BadKHbIM ANs (paHLy3CKOro s3blka, HO B
aHIMNIACKOM €ro porib HECKOMbKO MEHbLLE.

MocTpoeHHast Mogenb KOHTEHTHOW ounbTpaLum No3BonsieT ¢ OONbLION TOYHOCTLIO ONPEeAEenuUTb, ABMNAETCA
nu coobLeHre cnamom. Ha KOHTponbHoM BeIGOpKe pe3ynbTaT okasarncsi 4OCToBepHbIM B 95% criyyaes. MNpu
aToM nponyckaetcs 1% cnam-coobuieHnn. Yncno noxHelx cpabaTbiBaHuiA cocTtaBnsieT 4%. Bce noxHble
cpabaTbiBaHMs OTHOCATCA K CreHEepMpOBaHHBbIM MUCbMaM (aBTOMATUYECKMM YBEOOMIIEHUSM, PEKITAaMHbIM
paccbiikam u np.). OTO CBA3aHO C WX JIMHIBUCTUYECKMMM OCOOEHHOCTAMU. Kpome Toro, 3ayacTyt camu
nonb3oBaTenn OTHOCAT MNOAOOHbIE MMCbMa K cnamy. OTO Tak HasblBaemasi MPOMEXYTOYHas 30Ha —
«nonycnamy». C 6onbLUON Aonei yBEPEHHOCTN MOXHO Cka3aTb, YTO OTHECEHME TaKOro COOBLLEHNS K pa3psay
COMHUTENbHbIX NMUCEM HE SBMSETCA KPUTUYHOW AN NoNb30BaTeNs.

KoHuenTyanbHbIM aHann3 aeT BO3MOXHOCTb BbISIBUTb CEMaHTUYECKYO0 JOMUHAHTY coobLueHus. B npouecce
uccrneoBaHuss ObiNMM  BbISIBNEHbI  KMOYEBbIE KOHLEMNTbl CNam-cooOLeHun. BbiiBUB KOHUENT, KOTOPLIN
ABNAETCSA IMaBHbIM AN1S MOMYYEHHOTO COOBLLIEHMS, MOXHO C HEKOTOPOW AOneln yBEPEHHOCTUM OTHECTU 3TO
coobLeHre K cnamy unu Hecnamy. [na peanusaumu 3TOro MeToda Nyylle BCero noaxoasiT HEMPOHHbIE
CeTW, T.K. OHN He AEeTEePMMUHMPOBAaHbI M CMOCOOHbI K 0OyyeHuto. BO3MOXHO BbiSIBNIEHVWE AOMUHMPYHOLLUX
KOHLENTOB B reranbHOW KOppecrnoHAeHuMW. Ha OcHOBe rMmaBHbIX KOHLENTOB CnaMa W OOMWHUPYIOLLNX
KOHLENTOB 3NEKTPOHHOW MOYTbl MOXHO MOCTPOWUTb BEKTOP BXOAHBLIX MPU3HaKoB. B couyeTtaHmn c yxe
HaMAEeHHbIMW MPU3HaKaMn MOXHO NOMNy4nUTb 3PPEKTUBHBIN MeTO4 unbTpaumum cnama.

I'Ipevlmyu.l,eCTBa [AaHHOM TEXHONOMK 3aKro4vatoTes B cnegywowem:

6. BO3MOXHOCTb COBMECTHOMO WUCMOSIb30BAHUS C UMEOLMMUCS TeXHONormsMmn (6onbLUNMHCTBO
CYLLECTBYIOLUMX cnam-punbTPoB paboTaloT C NIEKCUYECKUM acnekToM sidblka, B TO BpeMsi Kak
rpamMmmaTvika Takke urpaeT HeMarnoBaXHYH POJb B Knaccudukauum KoppecnoHAeHLUN; COBMECTHOE
NPUMEHEHNE aHanu30B PasfUYHbIX A3bIKOBbIX YPOBHEW CMOCOGHO YBENUYMTbL 3MMEKTUBHOCTL
dunbTpauun)

7.  YHuBepcanbHOCTb (MOAXOAMWT K pa3HbiM TMNam cnama)
8. Pacwupsiemoctb

9. JlerkocTb OOHOBMEHWs (BO3MOXHOCTb OOHOBNATL He Uenble 0asbl, a TOMbKO BeCcoBble
KO3 PULNEHTDI)
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10. BO3MOXHOCTb cAenatb BblMUCAEHUS  napannenbHbIMU (Hanpmmep, pacnapannenntb
BblYMCINEHNSA HEMPOHHOW CETU UIK NOUCK I'IpVISHaKOB)

Takvm 06pa3om, nonyyeHHble pesynbTaTbl NO3BOMSAT FOBOPUTHL O TOM, YTO CYLLECTBYIOT NPeanockIiku s
co3faHus cnam-cunbTpa HOBOTO MOKOMEHMUSl, OCHOBAHHOTO Ha SI3bIKOBbIX OCOGEHHOCTSIX HeXenaTenbHOM
paccbinku, ropasgo 6onee adeKTMBHOIO, YEM LUMPOKO WCMONb3yEMble B HalUM [HW, OCHOBaHHblE Ha
aHanu3e cofep)kallmxcs B TEKCTE CMNoB, METOAbI.

B panbHenwem nnaHvpyetcs:
° BbisiBneHne HOBbIX MPU3HAKOB U KOPPEKTUPOBKA YXKe NMEIOLLMXCS pe3ynbTaToB.

L Peanusauus anroputma aBToMaTu4yeckoro onpeneneHnda Konnyecrtea HENPOHOB
NPOMEXYTOYHOro crnosd

° HanbHenwee obyvyeHne HEMPOHHOW CeTH

L [anbHenwee wccnegoBaHMe CXOOCTB WM pasnuUuMin Mexay coo0LeHnsiMn Ha pPas3finyHbIX
A3blKax

L [MonyyeHne HOBbIX CTATUCTUYECKUX AaHHbIX

L CosgaHune napcepa Ans paHLUy3CKOro M PYCCKOro SA3blkOB C LENbK BbISBAEHUS HOBbIX
NPU3HaKOB M peanu3aumMm aBTOMaTMYecKoro nomcka NpusHakoB, KOTOPbLIN Obin NPUOCTaHOBIIEH U3-
3a OTCYTCTBUA rpaMMaTU4ECKOro napcepa

° Pacwmputb obnactb NpUMEHEHUS peann3oBaHHON HEMPOHHOWM CETU Ha PYCCKUIA A3bIK

Co3gaHue HoBOro cnam-punbTpa, KOTOPbIN MOXHO 6y/:|,eT ncnonb3oBatb COBMECTHO C UMerLwWMnMUuca
TexXHoNnormammn
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MeToabl oGHapyxeHus cnama 6e3 aHanusa cogep>Xumoro
TeKcTa cooOLeHund
Knpuyenko C.

Camapckui rocyaapCcTBeHHbIN a3pOKOCMUYECKUIA YHUBepcUTeT M. akagemuka C.I.
KoponeBa

r. Camapa, Poccusa

ank@ssau.ru

Methods of detecting spam without analysis of the message
text
Kirichenko S.

The Samara state space university of academician S.P. Koroleva

Samara, Russia
ank@ssau.ru

Mpu paccMOTpeHUM U U3YyYeHWM KaKoro-nmbo sBreHusl, HeobxoaMMo ero 4eTko onpedenuto. [pu
paccMoTpeHuMn npobrnem, CBsi3aHHbIX CO "cnamom" 3TO OCOOEHHO BaXHO, Tak kak umeeTcss Gonbluoe
KONMMYECTBO PasNUYHbIX ONpeaerieHnit, MHOTME M3 KOTOPbIX CIIULLKOM pacnibiBYaTbl AN NPaKTU4eCcKoro
MCNonb30BaHus. B TekcTe 3TOM cTaTbu UCNOMb30BaHbl TakMe onpeaereHus:

. Cnam - aHOHUMHasi He3arnpouweHHasi Maccosas pacchliika 3r1ekmpoHHoU nodymsl. Bee anuTeTsl
B onpeferneHun sBnSTCA BaXHbIMU, ApyrMe BUObl MacCOBbIX PACCHINOK MOYTbl B 4AHHOM TEKCTe
cnamoMm He cuyuTalTca. BonbLIMHCTBO cnam  pacChifioOK  HOCAT  peknamHbIn unu - Apyron
KOMMEPYECKNIA XapakTep, 3TO BaXHO MPU PacCMOTPEHUM SKOHOMMKM Crama, HO He TaK BaXHO C
TexHM4eckom Toukm 3peHus. ICQ, SMS un papyrme noaoGHble pacchiikM B CTaTbe  He
paccmaTpusatoTcs.

° NeranbHasn paccblyika - Maccoeas pacchbliiKka 3]76KmpOHHOLVI noymel, 3aripoweHHas
rorib3ogamersiemM. ﬂpe,qnonaraemﬂ, YTO nofb3oBaTenb fneranbHON pPaccCbIiNikKn NU3bABUI XenaHne ee
nony4yartb. Kak npaBunno, nerarnbHble pacCbiJIK He aHOHUMHbI.

° OObI4HaA WU neranbHasli 3NeKTPOHHAA [MouYTa - J/IeKMPOHHas nodyma Mexoy
rnonb3oeamensamu, 1ubo Mexo0y asmomamuyecKuMu cucmemamu u rnonb3osamensamu. ObbluHas
royta B MepBytlo ovepedb He SBMSETCA MaccoBOW, MoflyyaTene OTAeNbHOro coobLlueHns 0bbiMHO
eavHNLbI.

B pamkax oTOenbHOW MOYTOBOW CUCTEMbI BMAHA TOJIbKO 4YacTb OOLIEN KapTUHbI - cnam NpuxoamMt co
CpaBHUTENbHO Hebonblioro konuyectBa |IP-agpecoB, uMMeeT OTHOCUMTENbHO Hebornblioe 4Yucno
Moaudukaumii, eauHuYHast pacchinka npogorkaeTcsl Hebonblwoe Bpemsi. bonee nonHyw kapTUHY
NPOuCXOAsLEero MMEKT KpynHble MOYTOBble CUCTEMbI W MpoOBavaepbl C MWUANMOHaMU NoOnb3oBaTenew,
O[JHaKO MOJIHOWM KAapTUHON He 0bnafatoT U OHWU.

B To Xe Bpemsi, e4MHMYHas paccbifika Ha MUISIMOHbI aApEecoB 3aHMMaeT CyLecTBeHHoe Bpemsi - OT
HECKOJIbKMX 4acoOB [0 HECKOJSIbKMX CyTok. Ecnu oGHapyxuTb ee "Ha cTapTe" M Kakum-nmbo obpasom
6nokmpoBathb, To yliep6 OT cnama MOHEeCYT TONbKO Te Monb3oBaTeNnv, Ybi agpeca Obiu UCMONb30BaHbI B
Hauyane paccbiiki. OpyrMmu crioBamu, HeobxoauMo cobupaTb AaHHble O cnam-rnoyvTe U3 MakcumarnbHO-
BO3MOXHOMO KONMMYECTBa TOYeK ceTu, obpabaTtbiBaTb WX MakcMManbHO ObICTPO M AenaTb AOCTYMHbIMM
JaHHble O MPOUCXOAALLEN B HACTOsILLIEE BPeMs pacchifike A BCeX YYaCTHUKOB CUCTEMBI.

B HacTosiLee BpeMs peannsoBaHbl Takme MeTodbl 6bICTPOro cbopa AaHHbIX O pacchbiikax (nepeyncneHsl B
nopsigke ybblBaHNs pacnpoCcTPaHEHHOCTU B MUPeE):

° npvem crnama B crneumansHble "noywku” (honeypot) - E-mail agpeca, npegHa3HavyeHHble
TONbKO Ans npuema cnama;

. ronocoBaHve nornb3oBaTenein - nonb3oBaTterb, NOMYYMBLUMIA cnaMm, HOTUMULMPYET 06 3TOM
cucTemy cbopa JaHHbIX, NpeaocTaBnss obpasel cnama;

e aHanu3 Bcell MpOXOAsliei 4Yepes MOYTOBYK CUCTEMY MOYTbl C COOBLUEHMEM KOHTPOSIbHbBIX
CYMM OTAENbHbIX COOBLLEHNI Ha LIeHTparbHbIi cepsep.
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Ha ocHoBaHUM cobpaHHbIX AaHHbIX, KOTOPbIE BLIMMSAAAT KakK "Takoe-TO MUCbMO MPUHATO B MUPE CTOJIbKO-TO
pa3", nnbo "Ha Takoe-TO NMUCbMO MOXXanoBanMCb CTOMbLKO-TO pas”, CTPOSTCA CMUCKM MacCOBbIX Ha [AaHHbIN
MOMEHT BPEMEHW PaCChINIOK, KOTOPbIE CTAHOBATCA AOCTYMNHLIMU Y4aCTHUKAM CUCTEMbI B pearibHOM BPEMEHM.
MoyToBbIE CUCTEMBI, MPUHSIB MUCbMO, MOFYT Yy3HaTb €ro cratyc U nmMbo OTBEPrHyTb (YHUYTOXWTB,
nepeHanpaBnTb B apXvB UMK KapaHTWH) Kak cnam, Nubo nepenatb nony4artento.

C6op cnama ¢ noMoLlbI0 agpecos -"nosyLuek”

Haunbonee kpynHas ceTb agpecoB-NOBYLUEK AfS aHanu3a cnama B peanbHOM BPEMEHW OpraHusoBaHa u
nogaepxuneaetcsa komnaHven Brightmail (www.brightmail.com). JeTann peanu3aumym M3BECTHbI TOMBKO K3
nybnukyembIx 3TOW KOMMNaHWen [OOKYMEHTOB, COrflacHoO uMm ceTb cbopa cnama coctouT 6ornee yem u3
MUMMOHA MOYTOBbLIX AAPECOB-NOBYLUEK; AaHHble MO Crnamy MOMOMHATCA W NoMb3oBaTensamMy Camon
cuctemMbl. Ha ocHoBaHUM MOMyYeHHbIX CraM-COOBLLEHWNI COCTaBMATCA CMUCKUM CUTHATYp COOOLLEHW 1
CMNCKM MNpaBur aHanusa 3arofioBKOB, KOTOpble AOCTaBNSANTCHA MNOANUCYUMKAM CUCTEMbI NPaKTUYECKN B
peanbHoM BpemMeHu. CornacHo nybnukaumam komnaHum Brightmail, elo uCnomnb3yloTcs Kak 4YeTkue
curHatypol (hashes), ngeHTUdUUMpyOLWME B TOYHOCTU [aHHOE COobLieHWe, Tak U HeveTkne, KoTopble
nprcnocabnmBaloTCa K MEHSIOWMUMCH CnamepcknuM nnucbmam.

Pewenne Brightmail Anti-Spam [oCTynHO TONbKO Ha KOMMEpPYECKOW OcHOBe B Buae plug-in K cuctemam
Sendmail 1 MS Exchange, online-cepBnca n B cocTaBe HEKOTOpbIX CeTeBbIX ycTponcTB (Network
Appliances).

Bcnencrtene KOMMepYeCKOro xapakrepa CUCTEMbI MONy4MTb AaHHble 06 ee NMpuUrogHocTU Ansa duneTpauumn
poccuinckoro cnama 3aTpygHutensHo. JocTynHbl nuwb gaHHble TectoB PC Magazine, cormacHo KOTOpbiM
ypoBeHb 06HapyxeHus cnama coctaBun 77.79%, a ypoBeHb NOXHbIX cpabatbiBaHuii cuctemsl - 0.05% Bcex
CcoOoOLLIEHNN.

AHanoruyHaa cxema cbGopa oOpa3uoB cnama peanu3oBaHa B cucteme SkyScan AS  komnaHuu
MessageLabs. Ha ocHOBe MapKeTUHIOBbIX [OKYMEHTOB KOMMAHWW, MOXHO MNPEeANnofioXuTb, 4TO
ucnornb3yemble MeToabl OYeHb MOXOXM Ha cucTemy Brightmail; kak n B cnyyae Brightmail cywecTtBeHHas
nHpopmaLmsa 0 cMCTeMe NPaKTUYECKW HUTAE He onybnukoBaHa.

B tectax PC Magazine cepBuc SkyScan nokasan ypoBeHb 06HapyxeHus cnama B 96% npu Aone NoXHbIX
cpabatbiBaHuii 0.48%

MoppepxaHve 6oMnbLIOro Yncna agpecos-nosyLUek TpebyeT BonbLUMX YeNoBEeYEeCKUX U aAMUHUCTPATUBHbIX
pecypcoB - 3TO He [OMKHbl ObiTb "MycTblie" agpeca, OHW [OMKHbl aKTUMBHO (PYHKUMOHMpOBATL -
nybnukosatbca Ha WWW-canTax, dopymax n KOH(EPEHUUSX, PerncTpupoBaTbCs B OHManH-cepBucax u
npounm obpasom MMUTUPOBATL MOBeAeHWe OObIYHOro Mofb3oBaTeNs C TOYKM 3peHus cnamepa. Mo Bcen
BMANMOCTM, AaHHAs TEXHONOMMS NPUMEHMMA TOSbKO B YCOBUSAX KOMNaHUN-pa3paboTyunka aHTUCnamepckoro
MO, nnbo B ycrnoBusx KpynHoro novtosoro cepsuca. CosgaHne nogobHOM cucTeMbl Ha 6ase TOMbKO ycunuii
BOJIOHTEPOB NPeACTaBAETCS ManoBePOSTHLIM.

FonocoBaHue nosnb3oBaTenen

MeToa pacnpedeneHHoro oBHapyXeHWs crnama MEeTOAOM rOfloCOBaHWsA Monb3oBaTenen 3aknovaeTcs B
cnepyoLlem:

1. MouytoBas cucTema, NPUHSBLLAA MUCbMO, PacCYMTBLIBAET €ro cuUrHaTypy, nepegaeT ee Ha cepsep
cucTeMbl 0GHaPYXEHUS 1 NomnyYaeT OTBET - CraMm 3TO UMK HET.

2. Ecnu nonbsoBaTenb Mony4us NUCbMO, KOTOPOE OH CYMTAeT CMamMoM, TO OH MOXEeT MporosiocoBaTtb
"NpoTMB Hero" - nepenpaeuB B cucTemy cbopa daHHbIX COOGLLEHNE O TOM, YTO AaHHOE MUCbMO ABMSETCS
crnamom,

3. Ecnu ogHo nucbMo (ogHa curHatypa) MMeeT 4oCTaTOYHO MHOrO roflocoB "MpoTuB", To cucTeMa cGopa
[JaHHbIX cYMTaeT AaHHOe NMUCbMO CMaMOoM.

BblweonucaHHas cxema peanumsoBaHa B cucteme Vipul's Razor/Cloudmark SpamNet. 3ta cuctema
BKMOYaeT B cebs:

e CeTb CepBepOB NoA ynpasneHnem komnanmu Cloudmark;

e bBecnnatHoe knneHTckoe MO ansa Unix (KaK Ana noYToBbIX CepBepoB, Tak U ANA NOYTOBbLIX KJ'IVIeHTOB)
n 6ecnnatHoe npaBo UCNoJ1b30BaHNA cepBepoOB CUCTEMBbI;

e [MnaTHas nognucka Ha cepsuc Ansa knveHtoB Windows
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e nnatHoe cepsepHoe MO ans Windows-cepBepoB M NoanuMcka Ha CepBUC AN KOPNOpaTUBHbIX
nonb3oBaTenen.

McxogHo cuctema Vipul's Razor 6bina uenvkom 6ecnnaTHOW, ogHako nocrne Beixoga Razor Version 2 (Razor
v2, noHb 2002 roga) ycTtaHoBMMacb onucaHHasi Bbllle cxema -GecnnaTHble Bepcum ans Unix-cuctem u
nnatHble ana Windows.

B Razor v2 1crnonb3yloTcsa kak YeTKne KOHTPONbHble CyMMbl TekcTa nucbMa (SHA1) , Tak U ABa BapuaHTa
HEeYeTKUX:

e Nilsimsa (lexx.shinn.net/cmeclax/nilsimsa.html)- meToq pacyeTa He4YeTKNX CUrHaTyp, KOTopble crnabo
MEHSIOTCSI MPU HEBONBLLOM U3MEHEHUM UCXOAHBIX AA@HHbIX (B HACTOsILLEE BPEMS 3TOT CNOCOb He
ucnonb3yetca T.k. MeToq Nilsimsa gaBan 3aMeTHOE YNCIO NOXKHbIX cpabaTbiBaHU)

e Ephemeral Signatures - KOPOTKOXMBYLLUE CUTHATYPbl, OCHOBAHHbIE Ha CIly4allHOM BbIGOPE KYCOYKOB
TeKkcTa Ans X NOCTPOEHMs (cepBep COobLLaeT KIMEHTY HEOOXoAMMbIE AaHHble ANs BbiGopa, KIMMEHT
OCYLLECTBNAET BbIOOP U pacyeT curHaTypbl). CunTaeTcsl, YTo Takne CUrHaTypbl cramMmepam CIoXHO
noaaenaTb, Tak Kak 3apaHee HEM3BECTHO, Kakne y4acTKU TeKcTa CoobLLeHns ByayT UCnonb3oBaHb! Ans
aHanusa nucbma.

Knuentckoe MO Razor/SpamNet nogaepxvBaeT MexaHM3Mbl ronocoBaHust "NnpoTmB" TekcTa coobLueHus (T.e.
3a Npu3HaHWe ero crnamom) u roriocoBaHue "3a" (T.e. peakuusa Ha noxHble cpabaTbiBaHWs cuctemsbl). [ns
nopaepxkn Ephemeral Signatures nMcbMO Npu ronocoBaHMn NepefaeTcs Ha cepsep LEenMKoMm.

KnueHTbl perncTpupyloTca Ha cepBepe, Momnyyas YHUKanbHbIi UOAEHTUUKATOP, WCNOMb3yeMbI B
AanbHenwem npu ronocoBaHusax. MNoaaepxusaetca "Truth Evaluation System” - cuctema pacyeTta ypoBHsi
[OBepUS K OTAENbHbIM TOMOCYOLWMM MOMb30BaTensM, OCHOBaHHas, Mo BCEN BMOUMOCTU, Ha CPaBHEHWUU
NMOXOXECTW pacnpeerneHns ronocoBaHuin AaHHOro Nofib3oBaTens Co CPeAHUM Mo CUCTEME B LIENOM.

Mpaeuna cucTeMbl 3anpeLLalT aBToMaTUYeckoe ronocoBaHne "MpoTuB", 3a UCKMIOYEHNEM WCMONb30BaHMS
a[1pecoB-NoBYLLEK.

Cmamucmuka u kayecmeo pabomsi cucmemsl Razor/ SpamNet:
B HacTtosiwee Bpemsi cuctema obpabatbiBaeT 6onee 100 MMH. COOOLLEHMI B CYTKM.

CornacHo gokymeHTam Cloudmark, ypoBeHb 0oGHapyXeHusi cnama gaHHow cuctemon gocturaet 95%. C
OPYron CTOpOHbl, CcTatTUcTUKa, nybnukyemass Ha cante Cloudmark.com, nokasblBaeT, 4TO Jons
06Hapy>XeHHOro cnama Bo BCEM MOTOKE MOYThl COcTaBnsieT okono 25%. Tak kak obLas gonsi cnama B noyte
B HacTosllee BpeMsi COCTaBIisieT OKOMo MomnoBuHblI (MO AaHHbIM Brightmail, MessagelLabs u camoin
Cloudmark), To nony4aetcs,, 4To Ha camom fene cuctema Razor/SpamNet obHapyxuaeT nopsaka 50%
cnama.

CornacHo Tectam PC Magazine, ypoBeHb 0GHapy»xeHusi cnama 3Tol cuctemoi coctaensieT 83%, ypoBeHb
NOXHbIX cpabaTbiBaHuii - 6.7%

Ons cnama, nonyvaemoro B Poccum, kadecTtBO paboTbl Razor CyLLeCcTBEHHO XyXe - Mo TecTaMm aBTopa Ha
BbliGopke 13 11600 cnam-coobuueHnii, ypoBeHb obHapyxeHusa cnama paBeH 10%, XOTS ypOBEHb JOXHbIX
cpabaTbiBaHWIA KpanHe HU30K (0gHO cooblueHue Ha 5000). Mo Bcel BMAMMOCTH, pacnpoCcTpaHeHHOCTb Razor
B Poccuu HeBenuka, COOTBETCTBEHHO U CUrHATYp PYCCKOA3bIYHbIX MMCEM B 6a3e NpaKTU4ecKn He UMeeTCs.

MpoekT Pyzor (pyzor.sourceforge.net) Obin HayaT, Kak KNMeHT k Razor, HanucaHHbI Ha s3blke Python.
OpHako aBTopa (Frank Tobin) 6ecnokoun ToT dakT, 4TO cepBepHasi YacTb cUCTeMbl Razor He sBnseTcs
OTKPLITOW (HEAOCTYMNHA Kak B BUAE UCXOAHbIX TEKCTOB, Tak W B BUAE UCNOMHAEMbIX MOAYnewn), B pedynbTarte
Pyzor B HacToslee Bpems peanusyeT CBOW anropuTM ModcveTa KOHTPOMibHbIX CyMM (fanaxect SHA no
TEKCTY NUCbMa, OYMLLIEeHHOMY OT html-TeroB) u meeT OTAeNbHbIN CEPBEP KOHTPOMbHbIX CyMM. O6beanHeHne
Pyzor-cepsepoB B 06LLyt0 ceTb U 0OMEH AaHHbIX Mexay cepBepamu He NpefyCMOTPEHbI.

Cyns no BceMy, NPoeKT 3aBpolleH aBTOPOM M HUKeM Gornee He pasBuBaeTcs. B gaHHom o63ope Pyzor
YNOMSIHYT A4S NOJIHOTHI KAPTUHBI.

AHanus Bcel nocTtynarowen no4tbl

AHanus Bcel npoxofsillieit Yepes3 MoYTOBY CUCTEMY MOYThI NOApPA3yMeBaeT, YTO Afsl KaXA0oro noYToBoro
COOGLLEHNST TEHEPUPYIOTCSH KOHTPONbHbIE CYMMBbI, KOTOpble NepeaarTcs Ha cepBep cbopa ctaTucTuku. B
OTBET CepBep COOGLIAeT KONMMYECTBO 3apErMcTpUpPOBaHHbIX MOBTOPOB [JAaHHOrO nucbMa. HauvHas ¢
HEKOTOPOro KOMMYECTBa MOBTOPOB MOXHO CuMTaTb [aHHOe MnucbMo cnamoM. OuyeBMaHO, 4TO nopoGHas
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TexHornorna He OydeT oTnM4aTh NneranbHble MaccoBble PAacChIKM OT cnama, criefoBaTernbHo, TpebykTcs
"Genble cnuckn" B KOTOpbIE Takue pacchiniku 6yayT BHECEHBI.

[aHHas TexHonornss peanm3oBaHa B npoekte DCC - Distributed Checksum Clearinghouse
(www.rhyolite.com/anti-spam/dcc/). NporpammHoe ob6ecnedeHne DCC pacnpocTpaHsieTcsl B UCXOAHbIX Kodax
no oueHb nubepanbHoW nuueH3un. [lonb3oBaTensam [OCTYMEH Kak KIMEHT, KOTOpbIA MOXeT ObiTb
MCnonb3oBaH ¢ nmetollencst cetbto DCC-cepBepoB, Tak U CBOW cepBep, KOTOPbIA MOXHO YCTaHOBWUTbL Nn6o
HesaBMcuMMO, nMbo BkMUMTL B 06wWyto DCC-ceTb. BkniodeHHble B DCC-ceTb cepBepa obMeHUBaloTCS
OaHHBIMU O YaCTOTHBIX KOHTPOJSTbHBIX CyMMaXx NPakTUYeCKn B peanbHOM BPEMEHMW.

Cuctema DCC nopgpepxuBaeT Kak aHOHMMHbIX, TaKk M aBTOPM30BAaHHbIX knneHToB. DCC-cepBep MOXHO
CKOH(purypuposaTtb Tak, 4TOObl COOOLEHVMA O cnamMe OH MpuHUMan TOMbKO OT aBTOPU30BAHHbIX
noneb3oBatenen. B cucteme peannsoBaH M aHanor MexaHW3ma rofiocoBaHus - oTaensHoe cooblleHve (ero
KOHTpOnbHasA CyMMa) MOXeT BbITb ABHO NOMEYEHO Kak "cnam” unu "He cnam".

B cucteme ncnonb3yeTcs cpady HECKOMNBbKO TUMOB KOHTPOSbHbBIX CyMM - YeTkas cymma MD5 no Bcemy TekcTy
coobLLeHns, oTAeNbHblE KOHTPOSbHbLIE CYMMbI N0 agpecam OoTnpaBuTensi, nonyvaTenein n 4acTu 3arofioBKOB
nMcbMa ¥ ABa Tuna HeYeTKUX CYyMM, PacCHMTaHHbIX Ha paboTy ¢ MEHSIOLWMMCS TEKCTOM NUCbMA.

B HacToswee Bpemsi nybnuyHasa ceTb DCC obpabatbiBaeT okono 40 MiH. "yHUKanbHbIX COOOLLEHNIA" B CYTKN
(nybrnvkyemas ctatMCTMKa He y4uTbiBaeT YMCNO OTAEMbHbIX MOflyyaTenen Kaxgoro mucbma), HO He umes
AocTyna K AeTanbHon MHOPMaLun y Hac HeT BO3MOXHOCTM NepeBecT! 3TO YUCIO B MPUBbIYHbIE €AVHULbI.
To4Ho TakK xe, nybnukyemas ctTaTmctTuka no obHapyxeHHoMy cnamy - okono 30% B cpegHeM - MPUBOAMUTCA B
YHUKarnbHbIX COOBLLEHUsX, nepeBecTn 310 B "0OblYHbIe MpoUeHTb!" 6e3 A4ONOMHUTENbHBIX AaHHbLIX Hemba3s,
Tak Kak. HenoHATHO, Kak BbIACHUTL AOM0 NOBTOPSAOLLMXCA MUCEM.

TecTbl aBTOpa OaHHOW CTaTbW, NpPoBedeHHble Mo noabopke nonydaemoro B Poccum cnama, nokasbiBalOT
ypoBeHb obHapyxeHus cnama B 25% (B 06bl4HbIX TEPMUHAX) NPU Hyne NOXHbIX cpabaTtbiBaHuin (6e3 yyeTa
nonyyvaemMblX NEMMTUMHbBIX PacChbIfOoK ¢ 6ONbLUXMM YACIIOM MOAMMUCYUKOB).

CpaBHI/ITen bHbI/ aHanNu3 MeToaooB

TpVI pacCMOTpPEHHbIX MeToda KapAuMHallbHO OTNnM4arTCA Mo CI'IOC06y c6opa Cnama, ocCTalibHble
XapakTepUCTUKN 'y HUX 6nM3kn - no noJsly4eHHbIM o6pa3L|,aM cnamMma reHepupyrTcAa CUrHaTtypbl, no4vTOoBadA
cucTtemMa MOXeT CpaBHUTb CUrHaATypy NoJly4eHHOro nucbmMa ¢ n3BeCTHbiIMU CUCTEME, a B Cllydae coBnaaeHua
- pewnTb, ABNdeTCcda N nosiydeHHoe NMCbMO HeXenaTerbHbIM.

OpHako pasnuuus B cnocobax cbopa npuMBoasAT K CYLLECTBEHHOMY OTNIUYMIO B MOBEAEHUMN pacnpeneneHHbIX
CUCTEM B LIENOM.

Kayecmeo pabomei:

KavecTtBo pa60Tbl (I'IpOLI,EHT onpegenaemMmoro cnama) pacnpefeneHHbIX CUCTEM 3aBUCUT OT psga CBOMCTB
CUCTEMbI:

° OT npeacTaBuTenbHOCTY BbIOOPKY - KONMYeCTBa pa3Hoobpa3Horo cobupaemoro cnama.

° OT cooTBeTCTBUS BEIOOPKM, UMEIOLLIENCS B CUCTEME, MOTOKY Crama KOHKPETHOro
nonb3oBarens.

° OT meToO0OB NOCTPOEHUA KOHTPOJIbHbIX CYMM - HACKOJ1bKO Ka4€CTBEHHO OHU pa60Ta}0T C
nepcoHanm3npoBaHHbIM (CO CJ'Iy‘-IaI;IHbIMM I'IOCJ'Ie,D,OBaTeJ'IbHOCTﬂMM) cnamom.

Cyas no nybnukyembiM AaHHbIM, Hanbonee npeacTaBMTENbLHON BLIOOPKOW B HacTosLlee Bpemsa obnagaoT
cucTeMbl C NMOBYLLKaMU MOYTHLI, B NEPBYIO ovepepb Brightmail, obpabaTbeiatowas okono 2 mnpa. coobLeHnn
B CYTKW. ¥ OCHOBaHHbIX Ha Apyrux npuHumnax cbopa cnama cuctem DCC n Razor noToku coobLeHnin umetoT
nNpUMEpPHO OAMH nopsaok - okono 100 mMnH. coobLieHnn B CyTKM (C y4eTOM pasHuubl MeTOOOoB noAcyeTa),
opHako B criyyae DCC B cuctemy nonagaeTt vHdopmaumsa o6o BceM NOToke MouTel, a B crnyyae Razor -
TOMbKO No BblIBOPY Nonb3oBaTensi, COOTBETCTBEHHO NpeAcTaBuTenbHOCTe DCC HeckorbKo Boiwe. MpuHUmnbI
NMOCTPOEHUSI HEYETKMUX KOHTPOMbHbIX CyMM B DCC 1 Razor noxoxwu, kayecTBO MX AOIMKHO ObiTb GIM3KUM.
CooTBeTCTBEHHO, kayecTBO paboTbl y DCC fomkHO ObiTh Bbille 3a cyeT Gonbluel npeacTaBUTENbHOCTY -
4YTO U HabngaeTcsa B TeCTax.

JloxHble Cpa6ambIGaHUFI.'

JloXHble Cpa6aTbIBaHVIF| - 9TO owwmnBoYHoe NpuUHATUE 3a CnaM-coobLLEHUsA TOro, YTO CMAaMOM He SBMSeTCA.
He umess peTanbHbIX OaHHbIX MO CUCTEMaM C NOoBYLWIKaMn Ccrnam-noYtbl, paccMaTpuBaTb 3TOT acCneKkT UX
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pa60TbI HEeBO3MOXHO. PaccmoTpum np06r|emy JTOXHbIX Cpa6aTbIBaHVIl7I ana OByX OCTaBLUMXCA KaccoB
CuUcTem:

1. Cwuctembl C rornocoBaHWem Mofb3oBaTenen 3aBUCAT B onpefderneHun cnama oT Bblbopa
nonb3oatenen. o onbITy aBToOpa, NOMb3oOBaTENM YacTO CYMTAIOT CMamMoM BronHe "neranbHble”
COOOLLEHMS - pacChlIKK, Ha KOTOPblEe OHW NOAMMUCAaNUCh U HEe 3HAIOT, Kak OTNMcaTbCsl, CoobLleHns oT
aBTOMaTM4ecknx noyToBbiX "poboToB" M Tak ganee. YpoBeHb "WwymMa" Ha MoToke *anob obblyHO
cocTaBnsieT He 6ornee Heckonbkux npoueHToB. C Opyrol CTOPOHbI, OBLIMHO 4Mcno kanob Ha
neranbHble cOOBLEHNsT MeHbLUe xanob Ha maccosbln cnam. C y4eToM BbILECKa3aHHOro, CUCTEMBI
C rofniocoBaHMeM [OMkHblI NGO noBbIWaTh "Mopor cpabatbiBaHWA" (4MCRO Xanob, mpu KOTOpoM
MMCbMO CYMTAeTCs crnamoMm), NGO MUPUTBCA C NOXHbIMK cpabaTbiBaHWAMMW, KOrga 3a cnam
NPUHUMAIOTCA NerMTuMHbIe paccbiikn. Cyas no nNosiBNeHWI0 MexaHuama "ronocosanus 3a" B Razor
V2, faHHOE CBOWCTBO ABNSAETCA onpeaeneHHon npobnemMon - MONHOCTLIO OT FIOXHLIX cpabaTtbiBaHWn
n3baBuTbCA He yaaeTcs.

2. CucTtembl ¢ aHanuM3om Bcel NoYThbl npuHUMnmanbHO noapasymeBatoT BO3MOXHOCTb JI0XXHOro
cpa6aTb|Bava - On4a 3TUX CUCTEeM JeranbHble pacCblfikKM U cnaM BbIrMAaAaAT O4MHAKOBO. ,D,perMM
cnoBamMu, NOYTOBbIE CUCTEMbI, UCMOJIb3yloLne DCC vnn aHanorn OOSmKHbI nogaepXxuBaTtb Oenble
CNMUCKN ON4A BCeX JerarnbHblX PacCCbIfiOK, KOTOPbIE XOYEeTCA nosny4vatb. B CyU.l,eCTBeHHOVI CTeneHu,
npo6nema JTOXHbIX cpa6aTb|BaHvu7| nepenoxeHa Ha KOHeYHOro nonb3oBaTend.

Bo3moxHoOCTb KOoMnpomeTauuun pacnpegeneHHbIX CUCTEM

B nocnegHee Bpemsi npoucxogdaT MaccoBble DoS-aTakum Ha cuctembl RBL, 4TO roBopuT O HakonmeHuu
cnamepamu SOCTaTOUHbIX PECYPCOB AMs NOMbITOK YCTPaHEHNs1 HEe HPAaBSALLMXCS UM aHTUCNAaMEPCKMX CUCTEM.
C yyeToM aToro gakta, Heo6xoaANMO pacCcMOTPETb BO3MOXHOCTb KOMMPOMETaLUmMn pacnpeneneHHbIX cMctem
cbopa cTaTnCTUKU.

KomnpomeTtauunsa NnoaobHbIX CUCTEM BO3MOXHa B ABYX BapuaHTax: nmbo cuctema PEe3KO CHWXaeT Ka4yeCTBO
pa60Tbl (JJ,OJ'IPO pacno3HaBaemMoro cnama), nmnbo xe PEe3KO yBennimBaeTCA HYUCIO JTIOXHbIX CpaﬁaTblBaHMﬁ. B
JanbHenwem 6y,u,eM paccMmaTpnBatb BO3MOXHOCTb KOMMpoMeTauunm TOJIbKO C UCNOJIb30OBaHMEM
3a10’KeHHbIX B CaMW CUCTEMbl MEXaHN3MOB pa60Tbl.

e CucTtembl C noByLlKamy ANS MOYThl - KAYeCTBO MX paboTbl 3aBMCUT OT MOYThI, MOCTYNaloLen B
nosywkn. CHU3NTL kayecTBO paboTbl MOXHO B CUTyauuu, KOrga cnam B 9TV JIOBYLUKM mepecTan
npuxogutb. C y4yeToM KOMMYecTBa IOBYLIEK B KOMMEPYECKMX CUCTEMax 3TO MarnoBeposiTHO.
KonnyecTtBo NoxHbIX cpabaTbiBaHWA MOXHO YBENUYUTL, "3aBanvB” NOBYLLIKM NErMTUMHOW noyTton. B
oboux crnyyasx, Ans KOMApomeTauuuM cucteMbl Heobxoaumo, 4ToObl B pykM cnamepoB nonana
CyLecTBEHHas YacTb Cnucka roByLLEK, KomnpomeTauus 6e3 aToro cnvcka manopearbHa.

e Cuctembl C rorocoBaHuem nosb3oBaTene. KayectBo paboTbl TakMx CUCTEM 3aBUCUT OT
aKTMBHOCTW MNonb3oBaTenen - 4ucno xamnob Ha MNMCbMO MPOMOPLMOHANIbHO MacCOBOCTU €ro
pacchbikKM 1 KONUYECTBY Monb3oBaTenen cuctembl. Takum 00pas3oM, CHU3UTb KayecTBO
pacno3HaBaHUs MOXHO MyTEM YMEHbLUEHWs] KONMYecTBa cCramMa Mpuxodsawero rofiocyroLwmm
yYaCTHMKaM, HO UMEHHO 3TOr0 OHM U Tak gobusatoTcsa. Opyrumu crnoBamu, yxydlleHue KavecTBa
pacno3HaBaHus 3a CYET BHELUHEro BO3AEWCTBUSA MpPeAcTaBnaeTcs HepeanbHbiM. KomnpomeTtauus
CUCTEMBbI NMYTEM YBEIIMYEHMS YMCna NOXHbIX cpabaTtbiBaHWI NpeacTaBnsieTCs BO3MOXHOW - Ansi
3TOr0 cCnamMepaM HYXHO CTaTb FOMOCYIOLMM Y4acTHMKOM W rorocoBaTb "MpoTMB" NEerMTUMHbIX
paccbinok. [loTeHuManbHO 3TO BO3MOXHO, [JaHHyl npobnemy cuctema Razor/SpamNet
HeWTpanu3yeT NyTeM MpUCBavBaHUSA PENTUMHra rofiocylLMM yYyacTHUKaM - Ansi KOMIpoOMeTaumm
cUcTeMbl HEO6X0aUMO BOrbLLOE KOMMYECTBO MOSTOCYHOLWNX YYACTHUKOB C XOPOLUUM PENTUHIOM. ITO
ONSATb BO3MOXHO, HO TpebyeT yxe OonbluMX OpraHvM3auMOHHbLIX pecypcoB. B To xe Bpewms,
npobnema HeHamMepeHHOW KomnpoMeTauun 6asbl AaHHbIX Razor neranbHbIMU pacchifikamu ectb U
Ha CeroAHALIHNN OeHb.

e Cuctembl aHanusa BCen npoxoasiien noytbl. [aHHble cUcTeMbl CTPOSAT OOBEKTUBHYIO CTAaTUCTUKY
npoxogsaLen noYTsl, Knaccuduuupysi ee no 4actoTe, a He No coaepXKaHut. 3aHN3nTb YaCcTOTHOCTb
Kakon-nnbo paccbinkn 6e3 HapyleHus LEenoCTHOCTM CUCTEMbl NPEeACTaBnAeTCH HEBO3MOXHbIM.
KomnpomeTaums cucTembl 3a CYeT NOXHbIX cpabaTbiBaHUV TeOpeTUYeCKM BO3MOXHA T.K. HeT
cnocoba NpoBepuTb pearnbHOe YMCo nony4vatenen coobLleHns, 0 KOTOPOM panopTyeT NOYTOBbLIN
cepsep.

B cucteme DCC 3anoxeHa noTeHuManbHas BO3MOXHOCTb NMPUHUMATb OTYETbl TONbKO OT aBTOPU30BAHHbIX
KIMNEeHToB, OAHAKO B HacTosdllee BpemMa 3Ta BO3MOXHOCTb Ha I'ly6]'||/|‘-IHOIZ cetn DCC-cepBepoB He
ncnonb3yeTcAa.
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HeobxogMMo OTMETUTb, 4TO KOMnpomeTauna nytemMm YyBEITMYEeHUA YuUcrna JOXHbIX Cpa6aTblBaHVIl7I
CyuieCTBeHHa TOJIbKO AnA JeranbHbIX MacCcCOBbIX PacCCbIJIOK, KOMMpoMeTunpoBaTb €OUHUYHbIE coolLeHusn
3aTpPpyAHUTENbBbHO, nbo gns KoMnpomeTtauunm Heobxoanmo nony4ynTb o6pa3eu, KOMNpomMeTnpyemMmoro nmcbma
00 TOro, Kak OHO nosny4eHo GONbLIMHCTBOM nonyaneneVl. [nsi 06bIYHBIX NNCEM 3TO ManopeanbHO.

B TO xe Bpems, Ans nerko KOMNpoMeTMpyemomn Ha cerogHs cuctembl DCC npobnema npomnycka MaccoBbIX
neranbHbIX PaccbInok nMeeTcs 1 6e3 KomnpomeTaumm, Ux B NIo6OM criydae Hy>KHO BHOCUTb B Bernblii CINCOK.

Mpo6nembl pacnpeneneHHbIX MeTOA0B

Haunbonee CyLLEeCTBEHHOM npo6neM0171 Ana  BblleOoNnUCaHHbIX MeToAO0B [OEeTEeKTUPOBaHUA MaCCOBbIX
paccbInok aBnseTcs "nepcoHanusaums” cnama - Kaxaoe COBpPeEMEHHOe crnaMepckoe MUCbMO CyLecTBYeT B
OrPOMHOM KONMYeCTBE BaApUaHTOB C HE3HAYUTESbHBIMU OTANYMAMMK B TEKCTE. HacKonbKO M3BECTHO aBTopy,
Ha CEroAHsLHUIA OeHb HYU OHa U3 pacnpeaeneHHbIX CUCTEM MOMHOCTbIO [AaHHYHO npoGnemy He peLwinna.

B TO Xe Bpewms, nNyTM pelleHus [OCTaTOYHO MOHATHbI - cywecTByeT OGoraTein pasdpaboTaHHbIN
MaTeMaTU4Yeckuin annapart, npefHasHayYeHHbIn ONA MOoMCKa MOXOXUX TEKCTOB W (hparMeHTOB TEKCTOB
(curHaTypbl PabuHa u T.n.), KOTOPbIN NOCTENEHHO HAYMHAET UCNONb30BaTLCA B pacnpeaeneHHbIX cucTemax
obHapyxeHus cnama.

Btopas cywecTtsylowas npobnema cBsid3aHa C NOXHbIMU ONpeAeNneHnaMn NeranbHbIX PacchifoK Kak cnama.
Ota npobnema xapakTepHa kak Ans MeTo4oB, aHanNM3npYIOLLMX BCIO NOYTY, TaK U, B MEHbLUEW CTeneHun, Ans
CMUCTEM C rofiocoBaHneM mnornb3oBaTtenen. PelleHne 3Toli nNpobnembl Ha NOKanbHOM YPOBHE BO3MOXHO
nyTem cosfaHus 6enbix CMMCKOB, BKMIOYAIOLWLMX BCE NMPUHUMaeMble OAaHHOW NMOYTOBON CUCTEMOW PacChifku.
Ha rnobanbHoM ypoBHEe MOXHO CO3AaBaTb kak Bceobwime Genble cnmcky (C Kakom-TO MONUTMKOM), nmMbo
BBOAWTb METOAbI, NO3BONSAIOLLME YBEPEHHO N HAAEXHO MAEHTUMULMPOBATL NCTOYHUK PACCHINKK.

Takum meToOoM MOXeET BbiTb, Hanpumep, HeoGsA3aTenbHas 3MEKTPOHHAA MOANUCH COAePXKaHWs NneranbHbIX
pacchbIfok, MO3BONALLAA YBEPEHHO UAEHTMDULMPOBaTL oTnpaeuTens. MognucaHHbie COOGLLEHUA MO
Obl C rapaHTUen NPOXoAUTb Yepes NOYTOBbIE (PUMLTPLI.

nepCFIEKTVIBI:I U NyTn pasBuTusa pacnpegeneHHbIX CUCTEM aHanusa 3n6KTpOHHOI7I NnoYTbl

HanbHenwee ycoBepLleHCTBOBaHME pacnpeneneHHblXx CuctemM aHanmsa ANEKTPOHHOM MOYTbl  MOXHO
pa3genntb Ha ABa OCHOBHbLIX HanpaBneHuA: ynydleHue yxe NOCTPOEHHbIX MeXaHW3MOB W co3faHune
npuHUMnmanbHO HOBbIX METO40B aHamnsa.

A. YcoBepLUeHCTBOBaHNE UMEIOLLNXCS MEXaHM3MOB pacnpefeneHHbliX cucteM, odeBnaHo, byaeT BknoYaTb
6opbby C onucaHHbiMM Bbilwe npobnemamn. bByaeT yBenuuMBaTbCA  3aLUMLLEHHOCTb CUCTEM  OT
KoMnpomeTaumn, kavectBo obpaboTkm nucem c pobaBkamu Criy4amHOro TeKCTa, CHMXaTbCA YPOBEHb
NOoXHbIX cpabaTtbiBaHuin. O4veBugHo, 4TO BydeT yBenuuMBaTbCs M OXBaT pacnpefeneHHblX CUCTEM - KX
adhpekTMBHOCTL B 6opbbe co cnamom aBTomaTnyecku 6yaeT npMBOAWTL K MOSBIIEHWIO HOBbIX KITMEHTOB.

B. HoBble BO3MOXHOCTM pacnpeAeneHHblx cucteM aHanusa. ObnagaHne 60nblLMM MacCMBOM MoMyvyaeMbIx
B pearilbHOM BpeMeHW AaHHbIX O PacnpoCTpaHEHUN OTAENbHOro COOBLLEHNS OTKPbIBAET COBEPLLEHHO HOBbIE
BO3MOXHOCTM AN5 HagexHoro obHapyxeHus cnama. Mo Bcen BuammocTtu, 6onbion adpdpekT gomkHo aaTb
ob6beanHeHne nmerLwmxcsa cnocobos unbTpaunm cnama (RBL, AeTepMUHMPOBAHHbBIN KOHTEHTHBIV aHanms,
CTaTUCTUYECKNIN aHanNn3) ¢ AaHHbIMW, NOCTaBMSEMbIMU pacnpegeneHHbIMN CUCTEMaMMU.

MoxHo npusecmu makue nomeHyuarsbHbie NPUMEPbI:

o ABTOMaTM4YECKOE MOCTPOEHME KOPOTKOXMBYLUMX YEPHBIX CNUCKOB IP-agpecoB B peanbHOM
BpeMmeHn. Ecnn kakoe-nmbo coobuieHne, packnaccuduumMpoBaHHOE Kak cnam, pacchliaeTca B
HacTosiLlee BpeMsi C Hekoero cnucka |P-agpecoB, TO BeCb 3TOT CMMCOK MOXeT ObiTb BPEMEHHO
NMOMeYeH Kak "4yepHbIn" 1 Kakon-nmbo nprem noYThbl C 3TUX MalvH - 3anpelleH. Takoe GrnokmposaHue
MOXET OCYLLEeCTBIATbCA 6bICTpO, €ro MOXHO AenaTb TOJIbKO Ha BPeMSA pPacChISiKn.

o PeTpocneKkTuBHbIN aHanM3 MCTOYHMKOB Crnama 1 NMOCTPOEHMNE YEPHbIX CMMCKOB Ha €ro OCHOBE.
Cnocob npepnonaraeT aHanM3 WCTOMHUKOB CNama, paccbinalolmx CooOLeHus, KOTopble He Obinu
KnaccmdrLumMpoBaHbl Kak cnam cpasy (Hanpumep, Mo NpUYMHE Hanmums B HUX 6omnbLumnx

ob6bemoB cnyqaﬂHoro TEKCTa). Ecnu paHHble paccbinatoT TOMbKO cnam, TO OHU MoryT ObITb MOMeLLEHbI B
CpaBHUTENTbHO OONTOXUBYLLUNE YEePHbIe CNUCKA.

° AHanM3 akTMBHOCTU OTAENbHbLIX MALUUH NPWY PacChifike NoYThl, BbiBIEHUE "cxeM nosegeHms"
Nnonb30BaTENbCKON MalUMHBI, pacchinatwowen cnam. 1o Bcen BMOUMOCTK, Takas MallMHa OOJDKHA
OTNMYaTbCsA MO MOBEAEHMI0, KaKk OT OObIMHOro MOYTOBOrO CepBUca, Tak U OT MONb30BaTENbCKOro
KoMnMbloTepa.
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° HakonneHve v aHanu3 namMeHeHUn TekcTa BHYTPY OOHOW MacCOBOW paccChbinku (OAMH OCHOBHOW TEKCT C
nepemeHHbiMM gobaskamu). MOXHO Kak BblAENsSITb OOLME YacTu Takmx COOOLLEHMI CTAaTUCTUYECKMMMU
MeTogamu, Tak M UCCNeAoBaTb aniropuTMm CIydalHbIX M3MEHEHWUA C Lenbl npefckasaHus ganbHenLwmx
Bapuauun.

BoraTtble noTeHUManbHbIe BO3MOXHOCTY pacnpedeneHHbIX CUCTeM aHanmaa noyThl MMeLoT B cebe 1 CKpbiTble
OMAacHOCTW - KOHTPOSMb Haj TaKoW CUCTEMOWM [aeT MHOXECTBO NOTEHLMAnNbHbIX BO3MOXHOCTEN KOHTPOMS
noyTbl, He CBSI3aHHbIX C unbTpauuen cnama. [ns npefoTBpalleHVs CRUWKOM OGOonblUOro MHTepeca K
nopgobHbIM cUCTEMaM, OHWM OOMKHbI HakannuBaTb CBEOEHWS! TOMIbKO O MacCOBbIX paccChlkax, a He Mo
3MEKTPOHHOW MoYTe B LENOM. TexXHOMOorMu pacrnpoCTpaHeHWst crama pacTyT NPONOPLMOHANbHO HOBbLIM
meTodam 6opbbbl co cnamoM. K coxaneHuto, TakoBa XM3Hb, HO 9TO HEMIOXO0, 3HAYNUT NPOrpecc Ha MecTe He
CTOWUT.
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Cnam u meTtoabl ero o6HapyxeHus. ®ULINHT
CepreeBa A.M., ®ansynnuH P.B.

Bawkupckuin NocyaapcTBeHHbIN ArpapHbin YHUBepcuTeT
r. Yoda, Poccus
Predator07@mail.ru

Spam: detecting spam with and without content analysis.
Phishing
Sergeeva A.M., Fayzullin R.V.

Bashkir State Agrarian University
Ufa, Russia
Predator07 @mail.ru

B nocnepgHee Bpemsi cTanu yyawartbcs criydau xano6 nonb3oBatenieit Cetu VIHTEpHeT Ha To, YTO B KX
agpec NpuxoAauT Bce Gornblue U Gonblue HEempoLUEHOW KOPPECMOHAEHLMM PEKNaMHOro xapaktepa. Takue
nucbma HasbiBatoTcs B CeTu cnamom.

AKTyanbHOCTbI0 [aHHOW TeMbl SIBMSIETCS YCOBEPLUEHCTBOBaHWE METOA0B OGHapyXeHWs crama C Lesbko
ynyuLieHust paboTebl NoNb30BaTeNEN C ANEKTPOHHO MOYTON U MeTOA0B GOpbGbI C (DULLUHIOM.

Ll,enb}o M rnaBHOM 3ajaden paGOTbI ABNAeTcA n3y4vyeHue cnama m MeToaoB ero o6Hapy>|<eH|/|ﬂ, a TakKke
O[HOrO M3 cnoco6oB MOLLEHHNYECTBA npu nomoLin cnama — (*)MLLIMHra n metToaoB 60pb6bl C HUM.

Cnam — aHOHMMHasi He 3anpoLleHHasi MacCoBasl PACChiNka 3MEeKTPOHHOW MouTbl. JATO onpefeneHve
[OBOJIbHO XOPOLLO COOTHOCUTCS C MUPOBOM NMPAKTUKOW W OnpefeneHnsiMm crnama, NosioKeHHbIMWU B OCHOBY
aMepVKaHCKOrO M €eBpOMeNicKoro 3akoHodaTeNlbcTBa O crname. Kpome Toro, 3To onpefeneHne MOXHO
3hHEKTUBHO UCMONb30BaTb Ha NpakTUke. BOMbLWMHCTBO CnaM- PacChiNoK HOCAT peknaMHbliA Ui Apyromn
KOMMepYecKuii xapakTep, 3TO BaXHO NPU PACCMOTPEHUU SKOHOMMKU cCriama.

Y cnamepa ecTb 04eHb MHOIO METOAOB y3HaTb Balu agpec anekTpoHHOWM NoyTbl, YTOOLI MOTOM NPOU3BOAUTL
no Hemy pacceinkn. EcTte macca nporpamm, Kotopble cobupaloT agpeca niogen, nuywmx nucbma B
TenekoHdepeHLUMn 1 rpynnbl HOBOCTEW. Takas nporpamMma crnocobHa cobpaTb 3a Yac TbiCAYM aapecoB U
cos3gaTb M3 HWMX 6a3y AaHHbIX ANA JanbHeMWwen pacchliku Nno TakMm agpecam cnama. HekoTopble u3
cnamMepoB B CBOWMX paccbifikax npegnaraioT nprobpectn 3a HeCKOMbKO AOMNapoB KOMMAKT AMCK C Takow
nHdopmaumen. Ewe ognH MeToa CoCTOUT B TOM, YTO Criamepbl MPOCMAaTPUBAIOT PasnnyHbIe Nepuognyeckne
n3faHus, OTKyAa U3BNeKaloT agpeca NeKTPOHHON NoYThl VPM, NOAABLUNX 06 bSABMEHME.

Cnamepckue pacchInkm MOXHO usbexatb cnegyrowmm obpasom:

1) MocrapaiiTecb He OCTaBMSATb CBOETO ajpeca 3NEKTPOHHOW MOYThl Ha PasfMUYHOrO pofda cepBepax
COMHUTENBHOIO CodepXaHus.

2) Hukorga He oTBevariTe Ha NMCbMa CraMepoB - TEM CambIM Bbl JaeTe UM 3HaTb, YTo Baw agpec peanbHo
cywiecTByeT M MnocTynawwias Tyaa nodta umtaetcs BnagensueM. Ecnv B vx nucbme ckas3aHo, 4To Bl
MOXeTe UCKMYnTbL cebs U3 nucTa, nocnae Mo onpeaeneHHoMy agpecy KoMaHay "remove"” - B 60nbLUnHCTBE
cnyyaeB 37O Nnoxb. MocrnegoBaB TakoMy coBeTy, Bbl TONbkO moaTBEpAMTE BO3MOXHOCTb MCMOMb30BaHUA
Bawero agpeca ans ganbHENLWMX pacchIinok.

3) He cTtouT noceinatb B agpec cnamepa Kydn mycopa. BoamoxHo, Bbl HeBepHO onpegenunu, oTkyaa B
OENCTBUTENBHOCTM MpULLIEN cnaMm, 1 NOCTPaaaroT MoAM, HE MMEKLLME K CaMepy HUKAKOro OTHOLLEHNS.

OcobeHHOCTN COBPEMEHHbBIX MAaCCOBbIX PacCbIfIOK MPUBOAAT K TOMY, YTO B paMKax OTAENbHOW MOYTOBOM
cMCTeMbl BUOHA TOMbKO YacTb OOLLEN KapTuHbI — CNamM NPUXOAUT CO CPaBHUTENbHO HEBOMbLIOrO KonmyecTea
IP-agpecoB, MMeeT OTHOCUTENBHO HEBOMbLUIOE YNCNO MOAMMUKALMIA, eQVHWYHas pacchinka npodorkaeTcs
Hebonblloe Bpems. bonee NonHy0 KapTUHY MNPOUCXOASLLEr0o UMEKT KPYMHble NovToBble cucTembl M ISP ¢
MWURNMOHAMK Nonb3oBaTenem, O4HaKo MNOMHON KapTUHON He 06NaaatoT 1 OHW.
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B 10 xe BpemMd, ednHU4YHaa paccblyika Ha MUIITIMOHbI agpecoB 3aHMMaeT CyleCTBeHHOe BpemMA — OT
HECKOJIbKMX Y4YacCcoB A0 HECKOJIbKMX CYTOK. Ecnu OGHapy)KMTb €ee «Ha cTapte» u KakuM-nnbo 06pa30M
6]'IOKVIpOBaTb, TO yu.lep6 OT CnamMa NOHEeCYT TOJIbKO Te noJib3oBaTesin, Ybk agapeca ObININ UCNONb30BaHbLI B
Ha4ane paccbliku. ,D,pyFVIMVI cnosamu, HGOGXO,D.VIMO COGVIpaTb OaHHble O chnamM-no4yTte U3 MakcumalsibHO-
BO3MOXHOIo KOJM4yecCcTBa TOYEK CeTw, OﬁpaﬁaTblBaTb X MakCMmalbHO 6bICTpO n genatb OO0CTYNHbIMU
OaHHble O FIpOI/ICXO,D.ﬂLIJ,eI7I B HACTosdALLlee BpeMa paccblyike And scex y4aCTHUMKOB CUCTEMBI.

B HacToswee BpeMsa peann3oBaHbl Takue mMemoOob! 6bICITI,DOZO c6opa OaHHbIX O pacchliikax:

° npuem cnama B cneumanbHble «noBywku» (honeypot) - E-mail agpeca, npegHa3HayeHHble
TONbKO ANsA Npuema cnama;

e  rofiocoBaHue nonb3oBaTenen — Nonb3oBaTenb, NONyYMBLUMIA cnam, HOTMUUMpPyeT 06 aTOM
cuctemy cbopa gaHHbIX, NpegocTaBnss obpasel cnama;

e  aHanu3 BceW Npoxodsiiei Yyepe3 MOYTOBYH CUCTEMY MOYTbl C COODOLLEHMEM KOHTPOMbHbIX
CYMM OTA€EMbHbIX COOBLLEHUIA Ha LieHTPanbHbIN CepBep.

Tpl/l pacCMOTpEeHHbIX MeToda KapAWHanbHO OTNM4arTCcA no CFIOCO6y cGopa cnama, ocTalbHble
XapaKTepUCTUKn y HuUX 6nm3km — no NnonyvYeHHbIM 06pa3u,aM cnama reHepupyrTca CUrHatypbl, no4YToBas
CUcTeMa MOXeT CpaBHUTb CUrHaATypy NoJly4eHHOro nucbmMma ¢ U3BeCTHbiIMM CUCTEME, a B Cllydae coBnaaeHud
— pewuntb, ABndAeTCA nn noslydeHHoe NUCbMO HeXernaTellbHbIM. OpaHako pas3nunyna B cnocobax c6opa
npuBOOAT K CyLLleCTBEHHOMY OTIIMYMIO B NOBeAEeHUN pacnpeneneHHbIX CUCTeM B LieJTOM.

M3 Bbllle pacCMOTPEHHbIX METOAOB MOXHO BblAeNUTb [ABE OCHOBHble npobnembl: 1. Hanbonee
CyLLeCTBEHHON npobneMon AnA [AaHHbIX METOA4OB [AEeTEeKTUPOBaHMS MAaCCOBbIX PAaCCbINIOK SBMSETCH
«nepcoHanusaums» cnama — Kaxgoe MNUCbMO CyLeCTBYyeT B OFPpOMHOM KONUYECTBE BapuaHTOB C
He3HaunUTeNbHbIMU OTAMYMAMU B TekcTe. 2. OnpegeneHve neranbHbIX PACCbIOK Kak cnaMa. dTa npobnema
XapaKkTepHa Kak ONnsi METOAOB, aHanu3MpyroLMX BCKO MOYTY, Tak M, B MEHbLUEN CTEeNeHwu, AN CUCTEM C
royloCoBaHNEM Mosib30BaTenen.

[ns ycoBepLUeHCTBOBaHUA pacnpefesieHHbIX CUCTEM aHanm3a 3MNeKTPOHHOW NOoYTbl MOXHO BblAenuTb ABa
OCHOBHbIX HanpaslieHuaA: yny4dleHne yxe NOCTPOEHHbIX MeXaHM3MOB U co3daHune npuHunnmanbHO HOBbIX
MeToa0B aHalmaa.

nepBbIM ABNAETCA, YyCOoBepLUeHCTBOBaHME UMEKLWNXcA MexaHM3MOB pacnpenerieHHbIX CUCTEM. By,qu
yBenmynBatbCa 3allULLEHHOCTb CUCTEM OT KOMMNpomeTauuun, KadecTBO O6p860TKVI nmcem c JJ,O6aBKaMVI
CﬂyHaVIHOFO TeKCTa, CHUXaTbCA YPOBEHb JIOXHbIX Cpa6aTbIBaHVIl7I. OueBugHo, 4TO 6y,u,eT yBenunyneaTtbCa ”
oxXBaT pacnpegeneHHbIXx cuctem — ux SCbeeKTVIBHOCTb B 60pb6e CO ChnaMoOM aBTOMAaTU4YEeCKU 6yﬂeT
npuBOANTbL K NMOABIIEHNIO HOBbIX KITMEHTOB.

BTopbim ABnseTcs, HOBblE BO3MOXHOCTHU pacnpegeneHHbIX cuctem aHanusa.
O6nagaHue 6GonbWMM MacCMBOM MONy4aeMbiX B pearibHOM BpPEMEHM [aHHbIX O pPacnpoCTpaHeHuu
OTAENbHOIrO COOGLLEHNST OTKPLIBAET COBEPLUEHHO HOBbLIE BO3MOXHOCTU ANsl HaAEXHOro obHapyXeHus
cnama. o Bcen BuauMoOCTW, Gonbllon 3PPEKT AOMKHO AaTb 0O6beAMHEHME WMeLmnxXcs Ccnocobos
dunbTpauum cnama (RBL, geTepMUHMPOBAHHbBIN KOHTEHTHBIN aHanmn3, CTaTUCTUYECKUI aHanu3) ¢ AaHHbIMU,
nocTaBnsieMbiMy pacnpeaeneHHbIMY CUCTEMaMU.

OaunH n3 cnocoboB MoOLUEHHMYECTBa C nomolbto cnama — «®PuwmHry  (aHrn. phishing ot fishing —
pbibanka). OH npeacTaBnseT cOGOM MOMbITKY CMamMepoB BbIMaHWTb y nonyyaTens nMcbMa Homepa ero
KPeauTHbIX KapToYeK UM naponu AOoCTyna K CMcTeMaM OHManHOBCKMe nnaTtexen. Takoe nMcbMO OBbIYHO
mMackupyetcsa nog oduumanbHoe cooblieHne oT agMnHncTpauum 6aHka. B Hém roBopuTcs, YTO Nonyyatens
[OIMKeH NOoATBepPANTL CBefeHus o cebe, nHadve ero c4ét ByaeTt 3abnokMpoBaH, U NMPUBOAMTCS agpec canTa
(npuHagnexatllero cnamepam) ¢ hOpMOWN, KOTOPYIO Hago 3anonHuTb. Cpeam AaHHbIX, KOTopble TpebyeTcs
COOBLLMTb, NPUCYTCTBYIOT M T€, KOTOPbIE HY>XHbl MOLUEeHHMKaM. [Ins Toro, 4Tobbl XxepTBa He Aoraganacb 06
obmaHe, odopmrieHne 3TOro canTa Takke UMUTUPYeT odpopmMreHme oduLmansHOro cavta 6aHka.

CyLlLecTBYIOT pasnuyHble MeToabl Ans GopbObl C PULLMHIOM, BKMNOYas 3akoHoAaTerbHble Mepbl U
cneumanbHble TEXHOMNOMKU, Co3aaHHble NS 3aLnUTbl OT ULLNHIA.

Takke B faHHOI paboTe GbinNM paccMOTPEH cnam U meToabl 6GopbObl C HUM, a Takke OCHOBHblE MPOGembl
NpeanoXeHHbIX METOOB; ONMCaH (ULIMHT U MeToabl GopbObI C HUM.
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PacnosHaBaHue ¢puMHroBbIx Be6-cTpaHuL 6e3
UCcnosnb3oBaHUA "4epHbIX" CNIUCKOB
Yysuno Oner AnekcaHaposuy

XapbKOBCKMW HaLMOHaNbHbIA YHUBEPCUTET Pagno3JIeKTPOHUKMN
r. XapbKoB, YKpauHa
oleg.chuvilo@dnt-lab.com

Detection of phishing web pages without using blacklist’s
Chuvilo O.A.

Kharkov National University of Radio electronics

Kharkov, Ukraine
oleg.chuvilo@dnt-lab.com

The method developed in this paper will allow to detect phishing web pages without using of "black" lists

Every year, the popularity of services like Internet banking, as well as storing the information at remote
servers (Google Docs, etc.), grows. It results in growth of fishing sites and webs-pages targeted at theft of
information required for access to bank accounts, e-mail and other confidential information.

At present, for protection against fishing, the method of "black” lists is basically used. At that, the user is
unprotected until the moment of entering of the fishing sites into the lists.

The purpose of this work consists in development of a method allowing distinguishing of fishing web-pages
without the use of "black" lists.

For the purpose of timely detection of fishing web-pages it is proposed to use comparison of contents of web-
pages. Usually user continuously works with rather small amount of Internet resources, to which the
confidential information is transmitted. It allows to adjust the URL list and the contents corresponding to
them. Further, by comparing the content of pages with which the user works, and the content of pages in the
base, similar ones can be determined. Having compared their URL, it would be possible to draw a conclusion
as regards attributing the resource to legal ones, or on the contrary.

Advantage of the method consists in possibility to determine fishing pages prior to their inclusion into the lists
of fishing sites.

However, the necessity of active participation of the user in setting-up the system has been an essential
drawback.

Use of the given method in anti-fishing system would allow to determine timely the threats, and warn the user
of the risk.

C KaxgblM rogoMm pacTeT MOMNynspHOCTb TaKMX CEPBMCOB KaK WMHTEPHET OaHKWMHI, a Tawkke XpaHeHue
nHOpMaLun Ha yaaneHHblx cepeepax (Google Docs 1 T.4.). OTO NPUBOAUT K POCTY (PULLMHIOBBIX CanTOB U
BeO-CTpaHuL, HanpaBneHHbIX Ha MoxulieHne WHdopmauum HeobxoguMmow Ans goctyna kK 6HaHKoOBCKUM
cyeTam, ANEKTPOHHON MoYTe M APYron KOHMUAEHUMansLHOW MHoOpMaLmu.

B AaHHbI MOMEHT AN 3awmnTbl OT ULIMHIE B OCHOBHOM MCMOMb3yeTCA METOA «4YepHbiX» cnuckos. [Mpu
3TOM NoMb3oBaTesb ABMAAETCH He3aLLMLLEHHbIM 40 MOMEHTa BHECEHUS (DULLMHIOBLIX CANTOB B CMINCKW.

Llenb gaHHon paGOTbI 3aKkro4yaeTcAa B pa3pa60TKe MeToAa MO3BOSIAIOLWEro pacno3HaBaTh (PULLNMHIOBbIE Beb-
CTpaHuubl 6e3 1cnonbL3oBaHKs «YepHbIX» CMNNCKOB.

[Ins ceoeBpeMeHHOro onpeaeneHns ULLIMHIOBLIX BE6-CTpaHuUL npeanaraeTcs MCNonb3oBaTb CPaBHEHWE
cogepxumoro Beb-ctpaHuy. OBbIMHO nomnb3oBaTeflb MOCTOSIHHO paboTaeT C OTHOCMTENbHO HeGOoMbLUMM
KONMMYEeCTBOM WHTEPHET PECypcoB Ha KOTOpble nepefaeTcs KoHduaeHumanbHas  uHdbopmauus. 3To
nossonseTt HacTtpoutb cnucok URL n cooTBeTcTByOLEE MM copepxumoe. [lanee cpaBHMBasa cogepXumoe
CTpaHuu, C KOoTopbiMM paboTaeT nonb3oBaTernb UM COOAEPXUMOE CTpaHul, B Gase MOXHO onpeaenutb
noxoxue. CpaBHmB nx URL MOXHO caoenatb BbIBOA O NPUHAAMNEXHOCTM pecypca K nerarnbHbIM Win
HaobopoT.
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MpenmMyLLecTBOM MeToAa ABNSIETCA BO3MOXHOCTb ONpeaenvTb (OULLIMHIOBbLIE CTPaHULbl 4O BHECEHUS UX B
CMNCKN (PULLIMHIOBBIX CanTOB.

Mpn atom HEeOOXOAMMOCTb  aKTMBHOIO yvyacTnsa nonb3oBaTens npu HacTpoOMKe CUCTEeMbl sBrsieTcs
CyweCTB€HHbIM HEOQOCTaTKOM.

Mcnonb3oBaHMM gaHHOro metoda B aHTMCbMLUMHFOBOI;I cucrtemMe no3BOJINT CBOEBPEMEHHO onpenendartb
yrposbl U npegynpexaaTtb nofib3oBatensa 06 onacHocTw.
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Cekuunsa
Cpenctea aHanusa 7 TeCTUPOBaHUSA

Analyzing and testing modern means of
protection

Cucrtema aBTOMaTn4eCKoOro ooHapyxeHus owmnbOK B Koae
napannenbHbIX NPOorpamMm Ha fisbike Cu++, NCNONb3yrOLWNX
OpenMP (VivaMP)

Konocos A.l1., PbixkoB E.A.

TynbCKui rocyaapCcTBeHHbIM YHUBEPCUTET
r. Tyna, Poccus

zeratul@home.tula.net

System for the autodetection of errors in code of parallel
programs in the C++ language using OpenMP (VivaMP)
Kolosov A.P., Ryzhkov E.A.

Tula state university
Tula, Russia

zeratul@home.tula.net

Mo oueHkam komnaHum Evans Data, npoBoasiiei onpockl cpeamn paspabotumkos MO, obliee konnM4ecTBo
nporpammuctoB B Mupe k 2009 rogy coctaBut 17 munnunoHoB yernosek, npudem 630.000 n3 HMX cuumTatoT,
YTO rnaBHOM npobnemoi B paspaboTke napannenbHbiX MNPUIOXEHWIA ABMASETCA HexBaTka MpPOorpaMMHbIX
CpeacTB AN15 UX CO3[4aHUS, TECTUPOBAHNA U OTNAAKK.

MporpammHbIi NpoaykT VivaMP, pa3paboTaHHbI Ha OCHOBE CO3[4aHHOro paHee CTaTUYecKoro aHanusaropa
Viva64, npegHasHayeH Ans aBTOMAaTM4eckoro obHapyxeHusi owmnboK B kode NporpaMm, HamvMcaHHblX Ha
a3bike Cu++, UCnonb3yloLWmMX ANs pacnapannenuBaHva paclumpeHne s3bika OpenMP. 3To paclumpeHune
6bIno BbIGpaHO U3-3a TOro, YTO OHO, NO OLEHKaM HEKOTOPbLIX IKCMEPTOB, MOXET CTaTb OAHUM K3 Hanbonee
NonNynspHbIX.

OcobeHHocTu VivaMP:

1. VivaMP oOpueHTUpYeTCs MCKIIOYMTENIbHO Ha MOMCK OLIMGOK, BO3HMKAKOWMX MpW pacnapansienveaHum
Koga.

2. Kak n Viva64, VivaMP obecneunBaeT NOMHOLEHHYIO MHTErpaLmio co cpefon paspaboTku Microsoft Visual
Studio, NO3BONSAS OCYLLECTBNATL HaBuraumio no davinam, NpoekTam U peLleHnsM, BbINOMHATL nepexon K
MeCTy C owmbKamMm, NCNONb30BaTb MHTENPUPOBAHHYIO CIPaBOYHYO cucTemy[3].
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3. OpueHtauusa VivaMP Ha oauH Knacc owunbok nos3BonsieT caenaTtb HacTporky VivaMP makcMmanbHO
npocTton. MNpakTuyecku, nporpammMa rotoBa k paboTte cpasy ke nocrie yCTaHOBKM, YTO BbIFOAHO OTNMYAET ee
OT NPOrpamMM-KOHKYPEHTOB.

INutepaTtypa

1. Timothy Prickett Morgan Evans Data Cases Programming Language Popularity:
[http:/iwww.itjungle.com/tug/tug121406-story03.html], 14.12.2006.

2.  Michael Suess Why OpenMP is the way to go for parallel programming:
[http://www.thinkingparallel.com/2006/08/12/why-openmp-is-the-way-to-go-for-parallel-programming/],
12.08.2006.

Cawt npoektoB VivaMP u Viva64. http://www.Viva64.com
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KoMnbroTepHbIN BUPYC KaK MHCTPYMEHT aHanusa u
MoAepHU3aLUumn COBpeMeHHbIX CPeacTB 3alUThbI
[Mpuxogbko M.A.

UHctutyT NocypapcTBeHHOro YnpasneHnus, NpaBa n UHHoBauuoHHbIX TexHonorum
r. MockBa, Poccus

spex19@mail.ru

The computer virus as an instrument for analysing and
modifying modern security systems
Prihodko M.A.

Institute of Public Administration, Law and Innovation Technologies
Moscow, Russia

spex19@mail.ru

Annotation: This work describes how to use “safe viruses” to analyze modern security systems and to build
the next generation of security systems similar to human’s immune system. Key properties of such “safe
viruses” are formulated, and main problems of their usage are discussed.

In medicine, where non-infliction of harm is one of the main principles, yet for a long time, dangerous, and
sometimes, simply fatal viruses are used for the good of a human being. For example, while producing "alive
vaccines", which inherently represent alive virus, weakened in a special way, in order that being introduced
into an organism of a human being, it could make for developing antibodies. In a similar manner, computer
viruses can not only be used for deliberate analysis of the means of protection, but could also become
prototype of the means of protection of new generation.

The global information system (totality of all hardware and software tools) can be considered as information
organism. From this point of view it would be reasonable not to protect each individual information cell
(indivisible hardware-software complex — a computer), but the entire organism as a whole. For that purpose,
it would be necessary to develop a global information immune system, which basic component would be
formed by computer antibodies — virus-like programmes directed towards destruction of threats of a particular
nature.

By analogy with the organism of a person (and the immune system), the number of computer antibodies
should be monitored. Computer antibodies should not be distributed (propagate) uncontrollably, and it would
be necessary to support a particular population, which size could be increased in case of detection of the
centre of infection with a computer virus.

In case of detection of the centre of infection, computer antibodies should have an opportunity, to inform of
that, the other computer antibodies possessed of the necessary properties for destruction of the revealed
virus. And the latter should have an opportunity of a fast reproduction and moving to the centre of infection.

Let's formulate minimal requirements towards computer antibodies:
° possibility to communicate with each other;
° possibility to propagate;
° possibility of not only chaotic, but also purposeful moving;
° possibility of self-destruction;
° possibility to maintain the size of population.

It is obvious, that wide use of computer antibodies would only be possible after solution of a whole range of
tasks:

° realization of the mechanism of identification of computer antibody (including by anti-virus
programmes), protected against possibility of use of this mechanism by harmful viruses;
° realization of the mechanism of communications between antibodies;
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° realization of the mechanism of self-regulation of the number of population of computer
antibodies of a particular kind;

° realization of the mechanism of purposeful reproduction and self-destruction;

° realization of the mechanism of purposeful motion of computer antibody to the centre of
infection;

° solution of legal problems.

The second variant of use of "good viruses" is a purposeful check-up of the quality of the means of
protection, or analysis of the ways of distribution of computer viruses.

In the first case, computer virus plays a role of "the scanner of vulnerabilities". And its tasks include
communication of the information about the found vulnerability to the checking structure.

In the second case, a safe virus is distributed by all possible ways, for analysis of the ways of motion of
computer threats, and mapping the routes of their fastest distribution.

Each copy of "good virus" should be provided with individual unique identifier which will be transferred from a
parent generating new copy of virus, to a "child" (in addition to its own identifier). This would not simply allow
to find out "where" the viruses are distributed, but also "how", including — to reveal the centres generating the
largest waves of infection, since the presence of hierarchical relations between copies of the virus would
allow to count up the number of generated copies of virus, and also construct the routes of distribution, from
the very first, to the last copy.

The second necessary property — possibility to accumulate information about the "parent" that generated the
given copy of virus, and also all its parents, till the first opportunity is found, to transfer this information by
means of electronic communication into the analytical centre.

The most serious problem of the use of "litmus viruses" includes legal aspects of such an activity. Not only
the very possibility to use a non-malignant virus, which is distributed "secretly" among the users, but also the
volume and nature of the information which is allowed to be collected by such virus. Whether a legal base for
the use of similar mechanisms would be created — the future of modern protection means depends on that.

Nevertheless, an example of modern medicine instils hopes that in this or that form the experience, which
has been accumulated by computer trespassers, eventually, will be used not only for causing harm, but also
for protection against such actions. And one day, personal computer would not only be protected by personal
antivirus, but also the entire information immune system.

B meguuuHe, roe HeHaHeceHne Bpena — oAnH U3 OCHOBHbIX NMPUHLUMNOB, YXXe aBHO UCNOMb3YKTCA OonacHble,
a umHorga u npocTto cMmepTesibHble BUPYCbl BO 6naro 4enoseka. Hanpmmep, npu U3roToBJIEHUN «KUBbIX
BaKUWH», KOTOpPbIE NO cBoen CyTn npeacrtaBndarT X1BOMN BUpPYC, ocnabneHHbI cneumanbHbIM o6pa30M,
YTOObI, 6yﬂyHVI BBEOEHHbIM B OpraHM3mM 4eroBeKka, AaTb nocnegHeMy BO3MOXHOCTb BblpaGOTaTb aHTuTena.
Tak n KOMNbKTEPHbIE BUPYCbl MOTyT UCNOJIb30BAaTbCA HE TOJIbKO OJ1A4 CO3HaTesiIbHOro aHanumsa cpencTts
3alnThbl, HO U CTaTb NPOTOTUNMOM CpPeACTB 3aLllNTbl HOBOIO NMOKOMEeHUA.

nobanbHytlo MH(POPMALIMOHHYIO CUCTEMY (COBOKYMHOCTb BCEX anmnapaTtHbiX WM MNporpaMMHbIX CpencTB)
MOXHO paccMmaTpuBaTth Kak UHGDOPMayUOHHbILU opaaHu3M. C 3TON TOYKM 3pEeHUst pasyMHO 3alumwatb He
KaXgylo OTAenbHYl UHOPMAUUOHHYIO KriemkKy (HegenvMblidi nporpamMmMHoO-annapaTHbIl  KOMMNMeKe —
KOMMblOTEP), a Becb opraHuaMm B UuUenoMm. [ns aTtoro Heobxogumo paspabotaTb rnobanbHyo
UHGOPMaUUOHHYIO UMMYHHYIO CUCMeEMY, OCHOBHOW COCTaBNSAOLWEN KOTOPOW CTaHyT KOMIbHMEepHbIe
aHmumerna — BWpPycONodoGHbIE NpPOrpaMMmbl, HanpaBrieHHblE Ha YHUYTOXEHWE Yrpo3 OonpeaeneHHoro
xapakTtepa.

Mo aHanornu ¢ opraHM3mMom 4Yenoseka (M ero UMMYHHOW CUCTEMOWN) YMCIO KOMMNbIOTEPHBIX aHTUTEN AOMKHO
KOHTponupoBaTbcs. KoMMblOTEpHble aHTUTeNna He [dOIMKHbl  pacnpoCTPaHATLCH  (Pa3MHOXaTbCS)
6eCcKOHTpPONbLHO, a HeobxoauMo noaaepuBaTb OnpedeneHHY Nonynaunio, pasmep KOTOpon MoxeT BbiTb
yBenuyeH npu obHapyxeHnn oyara 3apaxxeHust KOMNbTEPHLIM BUPYCOM.

Mpn 06Hapy>KeHv||/| ovara 3apaXeHua KOMMbTepHblie aHTuTena OOJIKHbl MMeTb BO3MOXHOCTb coooWwnTL 0
HEM [OPYrMM KOMMbHOTEPHbLIM aHTUTENaMm, obnagarolmMm HeobxoaUMbIMU CBOMCTBaAMU Ans YHUYTOXEHUA
HangeHHoro Bupyca. A nocnegHue JOMmKHbl UMETb BO3MOXHOCTb 6bICTp0IZ penpoaykumm n nepemMeLleHmnsa K
ovary 3apaxeHua.

Cdopmynupyem MmuHumarnbsHble TPEGOBaHUS K KOMMbIOTEPHLIM aHTUTENaM:
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. BO3MOXXHOCTb 0OMEHMBaTLCS COOOLLEHNAMMN opyr c apyrom;,

. BO3MOXXHOCTb pa3MHOXaTbCH;

. BO3MOXXHOCTb HE TOJIbKO XaOTUYHOro, HO U UerieHanpaBiieHHOro nepeMelleHna;
° BO3MOXXHOCTb CaMOYHUYTOXEHUA;

o BO3MOXXHOCTb nNogaepXaHna pasMepa nonynaumun.

OueBMOHO, YTO LUMPOKOE MCMONb30BaHWE KOMMbIOTEPHbLIX aHTUTEN BO3MOXHO TOMbKO MOCMe pelleHUs
Lienoro paaa 3afav:

. peanusaumMs MexaHu3ma WaeHTUUKauMM KOMMbIOTEPHOIO aHTuTena (B TOM 4ucne
aHTUBUPYCHbIMU nporpammaMM), 3alneHHOro ot BO3AMOXXHOCTU UCMOJ1Ib30BaHNA 3TON0 MexaHn3ma
Bpe4OHOCHbIMU BUpYyCaMu;

° peann3auma MexaHmdma KOMMYHUKaumm mexxgy aHtutenamu;

° peanusauna MexaHunama camoperynaumm 4YUCneHHOCTU nonynAaunun KOMNbTEPHbIX aHTUTEn
onpeaeneHHoro snaa;

° peannsauna MmexaHmama ueneHanpaBneHHon penpoaykunn n caMoyHUYTOXEHUSA;

° peann3aumna MexaHunama ueneHanpaBlieHHOro nepemMelleHna KOMMNbHTEepPHOro aHtutTena K
oyary 3apaxeHua;

e pelleHne NPaBOBbLIX NPOGNEM.

BTopon BapuaHT MCNONb30BaHUS «XOPOLUMX BMPYCOB» — LieneHanpaBfeHHas npoBepka KavyecTBa CpeacTB
3aLMThl UK aHanu3 NyTen pacnpocTpaHeHUs KOMMbITEPHbLIX BUPYCOB.

B nepBoM criydae KOMMbIOTEPHbLIA BMPYC WUCTIONHAET POfib «CKaHepa Ha yA3BUMMOCTM». A B ero 3agayv
BXOAUT nepefaya UHopMaLmm 0 HaldeHHON YS3BUMOCTU NPOBEPSIOLLIEH CTPYKTYpE.

Bo BTOpOM criyyae Ge3onacHblii BUPYC pacnpoCcTpaHsieTcsl BCEMU BO3MOXHBIMU criocobamu Ansi aHanvsa
nyTel nepeMeLLeHnsl KOMMbIOTEPHBLIX YrPO3 M MOCTPOEHWUS KapTbl MapLUpyToB KX Hauboree GbiCTporo
pacnpocTpaHeHusi.

Kaxagbll  9Kk3emnnsap  «xopollero Bupyca» [OKeH CcHabXaTbCs WMHAMBUAYANbHBIM - YHUKamNbHbIM
MAEHTUUKATOPOM, KOTOPbIA OT poauTens, NMOPOXAAlOLWEro HOBYK Komnuio Bupyca, byaeT nepepaBaTbhbes
«pebeHKy» (NMOMMMO ero CcoGCTBEHHOro uaeHTudukaTopa). OTO MO3BONMUT HE MNPOCTO Yy3HATb «Kyaa»
pacnpoCcTpPaHsIloTCs BUPYCbl, HO U «Kak», B TOM YWCrNe — BbISIBUTb O4vary, Nopoxgatolime camble KpyrHble
BOJMHbI 3apaXeHusl, T.K. HanM4ue nepapxnyeckon CBA3N Mexay aK3emnnspammn Bupyca no3BonuT NoAcYUTaTh
4YMCMO MOPOXOEHHBIX KONUIA BUPYCA, @ Takke MOCTPOUTb MapLUPYThl PpacnpoCTpaHeHWUs OT camol NepBow A0
camon nocneaHen konuu.

BTopoe HeobxoamMmoe CBOWCTBO — BO3MOXHOCTb HakanmnvMeaTb MHOpMaUMIO O «poguTeney, NOpoAMBLLEM
[OaHHbIA 3K3EeMMNSAP BMPYyCa, a Takke BCEX ero poauTensx, noka He OyaeT HavgeHa nepsBasi BO3MOXHOCTb
nepegaTtb 3Ty UHOPMALMIO CPEACTBaMM INIEKTPOHHOW CBSA3W B aHANUTUYECKUIA LIEHTP.

Camasn cepbesHasi npobGriemMa WCMOSb30BaHUSA «MakMyCOBbLIX BUPYCOB» — MpPaBOBble acneKTbl TakoWn
AesiTenbHOCTU. He Tonbko cama BO3MOXHOCTb WCMONb30BaHWUS O0OPOKauyeCTBEHHOMO BUpYCa, KOTOPbIN
pacnpoCTpaHseTCs «CKPbITHO» OT Mofb3oBaTeNiel, HoO U 0O6beM W Xxapaktep MHOopMauuu, KOTOpbIN
paspelweH Ona cbopa TakMm Bupycom. Bymer nu cosgaHa topuaudeckas 6asa Ons MCMOMb30BaHWS
NoaoBHbIX MEXaHM3MOB — OT 3TOT0 3aBUCUT Byaylllee COBPEMEHHBIX CPEACTB 3alluTbl.

Tem He mMeHee, MpUMEpP COBPEMEHHON MeOUUUHbI BCENsieT Haaexay Ha TO, YTO B TOM UMM MHOW dhopme
OnMbIT, HAKOMIEHHbIN KOMMbIOTEPHBIMY 3MT0YMbILLINIEHHUKaMK1, B KOHLE KOHLOB, ByaeT NCMoNb30BaH He TOMbKO
ONs HaHeceHus Bpeaa, HO M ANs 3awWnTbl OT NOA0GHbIX AeicTBUA. U ogHaxabl 3almLiaTh NepcoHarnbHbIn
KoMnbloTep ByaeT He TOMbKO NMUYHBIVE aHTUBMPYC, HO U Lienast UHOPMaLUMOHHas MIMMYHHas cuctema.
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Cekuunsa

OKOHOMMYECKME MOOENN WU  aHanuUTU4ecKme
acrnektbl  MHOpMaUMOHHON  ©e3onacHOCTU

Economic models and analytical aspects of IT
security

PacueT dbmHaHCOBbIX NOTepb NPeAnpUATAN OT AeATENTbHOCTHU
BpeAoOHOCHbIX NporpamMm
boyapHukosa M.B.

CoaBTtopbl: CanpblknH A.C., Kuktenko B.A., Agamos A.C.

HaunoHanbHbIn TexHuyeckun YHusepcuteTt "XapbkoBckum MNonutexHnyeckumn
UHcTtutyt"

r. XapbKoB, YKpauHa
bocharnikova-m@mail.ru

Calculation of an enterprise's financial losses caused by
malware activities
Bocharnikova M.V.

co-authors: Saprykin A.S., Kiktenko V.A., Adamov A.S.

National Technical University "Kharkov Polytechnical Institute"
Kharkov, Ukraine
bocharnikova-m@mail.ru

B coBpeMEHHOM MUpe cTpemuTenbHoe pasBuThe WHAOPMALMOHHBLIX TEeXHOMOorMii npuBoauT K 6Gornee
3ahheKTUBHONM paboTe BCEX CTPYKTYp W NMoapasfaeneHuin NpeanpusiTiA, HO B TOXKE BPeMs C KaxabiM AHEM
YBENUYMBAETCA BEPOSITHOCTb MPOHUKHOBEHWSI BPELAOHOCHBIX MPOrpaMM B KOMMLIOTEPHYID CUCTEMY, 4TO
MOXET MoBeyb 3a coBOoi He TONbKO KpaTKOBPEMEHHbIE COOM B CETU, HO U MOJTHYIO OCTaHOBKY AEATENbHOCTH
npeanpuaTUs.  YObITKM, HaHOCUMMble BPEOOHOCHLIMU MporpaMmMaMu MO BCEMY MUPY, WCHUCTSHOTCS
MUnnuapaaMu JOnnapoB U NPOAOIKAT €XeroAHo pacTu. [1ecTpyKTMBHOE AEACTBME BUPYCHBIX TEXHOMOMMIA
OLyWalT Kak KpynHble KOMMaHWW, Tak W KOMMaHuW, cpefdHero OusHeca, rae UHgopMaLMOHHON
6e3onacHOCTU yaensieTcs 4OCTaTOYHO Marno BHUMaHMWs!, @ YUCHO KOMMbIOTEPOB NMOCTOSIHHO YBENUYMBAETCS.

C 3KOHOMMYECKOM TOYKM 3peHust AeAaTenbHOCTb Nboro npeanpusaTns MOXHO NpeacTaBuTb B Buae Habopa
nokasartenen, NpodeccMoHarnbHO OLIEHNBAsA KOTOPbIE MOXHO C ONpeAerieHHOW Aoren BepOaTHOCTM CyauTb O
HacToALLEM MOMOXEHUN OeN Ha 3TOM NpeanpusaTUM 1 aenaTb HeobxoauMble NporHo3bl Ha 6yayliee. Habop
3TMX  Mokasatenew (nokasaTenu  NWKBMAHOCTM,  peHTabenbHOCTW,  YCTOWYMBOCTM,  MOKasaTenu
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Npou3BOAUTENBHOCTU TPyAa, pocTa o6beMa NpoM3BOACTBA, KONMYECTBA 3aTpaT v Ap.) B COBOKYNHOCTM AaeT
BO3MOXHOCTb CAEeNaTb OYeHb KAYeCTBEHHYI KOMMMEKCHY OLEHKY W XapakTepucTuKy (OUHAHCOBOIO
cocTosiHus. O6beanHsa 3TU nokasaTenu B Of4HY MHOMO(akTOPHY Mogesb (C MOMOLLbI CTaTUCTUYECKMX
[aHHbIX 33 Kak MOXHO GONbLUNIA MPOMEXYTOK BPEMEHM) MOXHO BbISIBUTb 3aKOHOMEPHOCTM U 3aBUCMMOCTH,
aHanuaupysl kotopble B GyayLWeM MOXHO CyauTb 06 M3MeHeHUsiX B paboTe npeanpustus. OTM U3MEHEHUS
MOTIYT MPOUCXOANTb Kak B CTOPOHY YNyYlLEHUS KOHEYHOrO (hMHAHCOBOIO pe3ynbTaTta, Tak U COOTBETCTBEHHO
€ro yxyaLeHust 1 SIBNSITbCA CneAcTBUEM BO3AEWCTBUS PasnnyHbIX BHYTPEHHUX U BHELLHMX haKToOpoB, Halua
3ajia4ya CoCTOMT B TOM, YTOObl OMpeaenuTb BO3OEWCTBME MMEHHO BPEOOHOCHOMO MPOrpamMmm U OLEHWUTb
yuepb oT UX AECTPYKTUBHON aKTUBHOCTU. QTN U3MEHEHMUS HOCAT Pa3HOCTOPOHHUI XapaKTep, YTO CBA3aHO CO
cneundukorn oTpacriel SKOHOMMKW, C TeKyWMMM OCOBEHHOCTAMU OEWCTBYIOLIMX MNPeanpusiTuii, c
COCTOSIHUEM SKOHOMMYECKON Cpebl, B KOTOPOW OHU paboTatoT.

[MaBHbIM (HaKTOPOM, KOTOPbIA HEMOCPEeACTBEHHO OKa3blBaeT MpsMoe BNUSHME Ha pasmep yuwepba oT
BPEAOHOCHbIX MPOrpaMm, SBMsSieTCA NPOCTOM KOMMNbIOTEPHON ceTu. 3a nepuog BpEMEHU, B TEHEHUE KOTOPOro
npeanpusaTMe He uMeeT BO3MOXHOCTU OCYLLECTBMATb CBOK AEATENbHOCTb B MOMHOM OObeme, OHO TepnuT
yObITKN, YTO B NOCNEACTBMM BbIpaXKaeTCsl B yXyALUEHUN BCeX (PMHAHCOBO-3KOHOMMYECKUX MokasaTenen ee
nesitenbHOCTU. HemanoBaxHbIMY hakTopaMu SIBASIIOTCS Takke NoTeps LEeHHOW MHOopMaLnun U yXyaLleHne
ummnaxa mpmebl, YTO BbipaXkaeTcsi B HEBO3MOXHOCTU MPOTMBOCTOSITE BUPYCHBIM aTakam.

Bblgenum cnefylolime CocTaBrisiloliMe nokasatenen AesTEeNbHOCTU M 3NeMeHTbl BO3HMKAloWMX 3aTtpart,
KOTOpble HamnpsMylo NO3BONSIOT OLEHUTb BENWYMHY yuiepba OT MpOCTOsl, @ MMEHHO: 3aTpaTtbl BPEMEHU
crneuvanucToB Ha yCTpaHeHue BPEedOHOCHOW MpOrpamMMbl; CTOMMOCTb YTPaYeHHbIX AaHHbIX; pacxXodbl Ha
annapaTHO-TEXHMYecKne cpeacrtsa U nporpammHoe obecrneveHue; NpocTon cuctembl; notepu pabouero
BPEMEHM COTPYAHUKOB M3-3@ MPOCTOA CUCTEMbI; CHWXKEHWE nNpoM3BOAUTENBHOCTM TpyAa; yliepo,
HaHeCeHHbIN AenoBon penyTauun nocTpagasLuen upMbl.

Takxe HETPyAgHO nocHUTaTtb WU3MEHEeHUA npoun3BoAUTENIbHOCTU Tpyaa (KOJ'IVI‘-IeCTBO npovn3BeaeHHON
npoaykumMm no OTHOLUEHUKO K cpefHen YNCrEHHOCTH COpr,EI,HVIKOB), CBA3aHHbIE C Heuoaarpy3|<0|7| pa60qero
nepcoHana.

Ha pucyHke 1 npepgctaBneHbl MokasaTenu, KoTopble ObiNM WUCMOMb30BaHbl MpU pa3paboTke CUCTEMbI
noAcyeTa 3KOHOMMYECKOro yliepba NpeanpusaTms oT AeiCTBUS BPEAOHOCHbLIX NPOrpamM.

MokasaTtenu, enusiowme Ha MPOCTOW komnbloTepHON ceTu

A 4 A 4 A 4 A 4
Bpems HeobxoguMoe Ha
Konuyectso CroumocTb paboThl Konuyectso
BOCCTaHOBMEHWE 04HOMo
KOMMbLIOTEPOB B 0dhuce cneyuanucra CneunanvicToB
KoMnbloTEPa

v v v v

CToumocTb .
[ononHuTtenbHble B o Kon-Bo BbinyckaemMo 3\l ogHoro paboTHWKa B

3aTtaparthbl NPOAYKLMH npoaykuni B OeHb MecaAl

PucyHok 1 — MNokasatenu, BNusowWme Ha NPOCTON KOMMNbLIOTEPHOM ceTu

Pa6oTa nporpaMmbl NpecTaBrneHa Ha PUCYHKe 2 U pUCYHKe 3.
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Financial losses calculator

Number of computers in your office 10
Time needed for adjuster to fix one computer (in hour) 2
Adjuster one hour payment (in 5) 3
Number of adjusters 1
Additional expenses(aquisition of new hardware to replace damaged, repairs_ etc._ )} (n §) 0
Your product price (n $) 15
Number of items produced in one day 20
One worker's month salary (in $) 500

PucyHok 2 — TmaBHOe OKHO nporpaMmmabl

Calculation results

Financial losses for downtime: 1378.18 §
Production performance(per day for one worker): 2
Performance degradation becanse of malware{per day for one worker): 0.5

PucyHok 3 — Pe3ynbTaTt paboThbl nporpaMmbli

B nporpamme Takxke NpedyCMOTPEHO COXpPaHEHWE PE3yNbTaToOB pacyeToB B 6asy AaHHbIX ANs AarbHenLWwero
aHanusa.

WcxoaHbIi Ko NporpaMmbl NpeAcTasneH B NPUoxeHun 1.

C nomolubto paspaboTaHHOW CUCTEMbI MOXHO MOACHMTaTb (PUHAHCOBLIN yiuep6 NPeanpusTUS OT NPOCTos
KOMMbIOTEPHON CETU U AaTb KAYECTBEHHYIO OLIEHKY NPOU3BOAUTENBHOCTM Tpyaa.
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HekoTopble noaxoabl K 060CHOBaHUIO 3aTpaT Ha
obecneyeHune cucteMbl MH(popMaLMOHHON Ge30nacHOCTU
XO3SIUCTBYIOLEro CyobekTa
KypHasuHa T.C.

MocKoBCKUI 3HepreTuYeckmn MHCTUTYT (TeXHUYeCKMn YHUBEpPCUTET)
MockBa, Poccus

Some approaches to a substantiation of expenses for system
of information safety
Kurnavina T.S.

Moscow Power Engineering Institute (Technical University)
Moscow, Russia

Introduction

The system of information safety today becomes an indispensable condition of successful operation in any
area of activity of a managing subject. At that, if the question of expediency of creation of the information
safety system (ISS) for a managing subject (MS) is not disputable, then the question of reasonable volumes
of financing of the expenses on protection of information is still open for the decision-making persons
(DMPs). One cannot say that there is no attention towards this problem. In specialised editions, publications
on the subject appear periodically, but today, there are no scientifically sound and verified mechanisms for
substantiation of expenses on the creation of ISS, taking into consideration the factors significant for DMPs.
On the other hand, the normative documents used today by the experts in protection of information, on the
management of information risks, organisation of the systems of information safety, and other documents [1-
4], consider this problem predominantly from the point of view of a specialist in organisation of ISS and
management of information risks, which is far from being always convincing to the DMPs, making decisions
as regards financing of ISS.

This work considers several new approaches to substantiation of expenses on organisation of ISS MS with
the account of the various factors, values of risks and limitations allowing in full measure to realise the
principle of "reasonable adequacy" while organisation of ISS MS.

Two opinions regarding the problem

Generally speaking, the number of opinions and views as regards the structure and organization of ISS MS is
much more than two. In addition to that of the DMPs, there are opinions, as regards its rational organization,
of bookkeepers, economists, lawyers, managers and other employees participating in the processes of
reception, processing, storage and communication of information, organizing office work, or serving computer
facilities, means of communications and liaison. We shall consider opinions and positions of only two basic
participants in the process of substantiation of expenses: DMP on definition of the budget on the system on
ISS and Expert in information safety. The analysis has shown that they have absolutely different opinions as
regards this process (table 1).
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Table No. 1

Opinions of different experts as regards the mechanisms of substantiation of expenses on
information safety system of the organization

Mechanism of substantiation of the expenses

Protection of information — is the necessary function of
conducting modern business, therefore, for decision-making
regarding protection of information, DMP not only needs
knowledge of probability of risk and possibility of damage, but
also other information usually used for performance
evaluation of business:

e expenses on realization of protective measures for each
risk (Zi). It is desirable that these expenses be distributed in
time within the planned period;

e liquidity ratios of actives (Ki), related to the sphere of
provision of information safety for each risk;

e description of characteristics of occurrence of risk (a
single event, realisation of threat in full, or series of incidents
in which the threat is realised gradually, etc.);

e dynamics of obsolescence of the actives related to risk
for formation of the system of their depreciation charges;

e combinations of these parameters, for example, the ratio
of expenses for decrease of risk and probable damage at its
realization, etc.

Protection of information is the function of
Service of information safety in provision of
business. Financing of expenses on
information safety is made on the basis of
results of evaluation and analysis of risks by
existing risk management mechanisms [2].
Economic methods of evaluation of the
efficiency are thus not used. In the basis of
evaluation of risk, there is multiplicative
criterion, which is set by qualitative or
quantitative evaluation of probability and
damage in the form of multiplicative criterion:

R= U*P, (1)
where
U — value of damage;
P — probability of occurrence of risk.

Ideal model of expenses on ISS

Z:Zzi—>min, @)
i

with Ui >>Zj, Pi>pPo, L <Zp

where ,

| — area of accepted, reduced or transmitted risks;
u; — damage through i-risk;

pi — probability of i-risk;

po — probability, with which risks are accepted. It is

determined most often from the point of view of the Expert in
protection of information.

Zo — maximum allowable expenses from the point of view of
DMP.

Other approach is also possible. For example, with the set
level of budget Zo , to construct an ISS, with which, maximum
reduction in damage from realisation of risks is possible:

U =Zui —> MaXx )
i

Z=31 ©

with I = I'g, Fi= UipP;
where,

I'p — boundary of risks determined most often
from the point of view of the Expert in
protection of information.

Ii — current risk.

As one can see from the table, the points of view regarding organization of ISS MS differ to a considerable
degree. At that, whereas the actions of the Expert in protection of information are regulated by domestic and
foreign standards, there are no convincing mechanisms for DMP today for decision-making as regards
financing of ISS. In addition, the approach to evaluation of the value of risk based on one parameter (1) can

only be acceptable, when the damage is incurred constantly during the considered period of time A, and the
distribution density function P(t) has the form of uniform law of distribution. While processing information
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risks, all the expenses associated with reduction, transfer or elimination of risk are not taken into account.
This does not allow to evaluate to the full, the efficiency of solutions of the information protection system of
the managing subject. Thus, the existing approaches to evaluation and processing of risks are not convincing
for DMP, and other mechanisms are required to perform evaluation of the offered solutions in the sphere of
protection of information.

Analysis of existing approaches towards substantiation of expenses on the information safety
system

The first attempts of creation of the mechanisms for performance evaluation of the solutions for protection of
information, quite naturally, were based on application of financial-analytical and investment tools by analogy
with performance evaluation of IT. However, whereas for IT such approach can be proved in many cases,
since it gives analysts a possibility to estimate or measure economic effects from introduction of IT, in case of
ISS it sets a complicated problem. The essence of it consists in that there is a substitution of concepts while
evaluating economic effects. For investment projects as the basic parameter of economic efficiency, variation
of profits of the MS is considered, before and after implementation of the project, and in case of performance
evaluation of investments into ISS, the evaluation of prevented damage is considered, which has a
probabilistic nature, and cannot be measured objectively and shown in the balance sheets of an enterprise.
The effects gained from the protection are "dissolved" among other arrangements of organizational and
technical nature; therefore, it is not always obviously possible to particularly evaluate them. Moreover, the
actives associated with protection of information influence the product cost and reduce profit. These
circumstances have resulted in that there was a necessity of creation of new approaches to substantiation of
expenses, which would be clear to DMP, and would take into account probabilistic nature of information risks.

Technique of substantiation of expenses on the basis of two-factorial model of information risks

The simplest is the method of evaluation of risks on the basis of two-factorial model
R=<P,U>,with Z < Zy (5)

The essence of the mechanism of substantiation of expenses is presented in Fig. 1. All information risks are
displayed in the system of coordinates (Probability, Damage). At that, some areas are allocated for the
analysis:

The first area (the right top corner) represents risks, probability of which is high, and damage in case of their
realisation is essential. This is the area of accepted risks, so the MS will bear certain expenses on their
prevention, transfer or reduction. When processing each risk, the condition (5) is checked. In the event it is
met, the risk would be accepted.

The second area is of non-accepted risks, which have small probability of occurrence, and minor loss in case
of their realisation. These risks, quite naturally, are not considered during the course of analysis, or
processed last, with weak restrictions on financing of ISS.

Finally, the third area represents those risks which are only included subject to available resource for
financing of the protection of information.
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Probability of risk

Area of risks, whose Area of non-
protection is determined accepted risks
subject to availability of
funds

Area of
accept

Damage

Fig. 1. Distribution of risks in two-factorial model for substantiation of expenses on information
safety

This approach can be acceptable in those cases where DMP sees an approximate level of expenses on the
protection of information. And this is associated, in the first place, with financial capabilities of the MS.

The methodology of substantiation of expenses on the basis of three-factorial model of information risks

More interesting is the approach to substantiation of expenses on the basis of three-factorial model of
information risks, presented in Fig. 3.

The system of preferences in three-factorial model for selection of information risks from the position of DMP,
could be formulated in the following form:

(6)
on the stipulation that Zj.1 + Zx < Zg

where x and y — comparable risks;
Px, Py — probabilities of risks;
Ux, Uy — value of damage for two comparable risks;

Zx, Zy — value of expenses, either associated with reduction of the damage down to acceptable level, or with
its elimination for risks x and y;

Zj.1 —total expenses at the previous (i-1) stage of comparison of information risks;

— generality quantifier;

— designation of non-rigorous dominancy of variable x over variable y.

P
Probability of risk
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Area, whose protection is determined subject to availability of funds
Area, mandatory for protection

Pmin

Area, not mandatory for protection

Variants of hang-the-expense policy (2)

Umin

Damage

]

Z

expenses

Fig. 2. Distribution of risks in three-factorial model for substantiation of expenses on information
safety

The expression 6 has the following meaning: with paired comparison of two risks (x, y), one of which (x) has
the values of probability and damage exceeding or equal to the respective values of the 2-nd risk (y),
whereas expenses on reduction or elimination of risk are smaller of equal to 2-nd, the preference is given to
the first (x) risk, under the stipulation that total expenses on the information safety system do not exceed the

given (Zp).

The expression 2.2 does not describe all possible cases of probability ratios of risks, damage and possible

expenses, for example, when (Px < py) ™ (Uy > Uy), etc. In that case, it would be necessary to introduce

additional parameters for the purpose of decision making about inclusion or exclusion of the respective risk.
The following ratio can serve as such parameter

(2.3)

The meaning of that parameter consists in that out of two risks, the one is selected, for which the ratio
between damage and expenses is higher. However, other strategies of selection of risks are possible,
subject to condition of existence of limitations on the amount of expenses on the system of information
safety. The three-factorial model for substantiation of expenses allows to elaborate a formalized procedure
for substantiation of decision-making for DMP in the sphere of protection of information.

Conclusions

The existing regulations and risks controlling mechanisms are not convincing for DMP while creating an
information safety system, by virtue of their weak association with the goals of business, economic and
financial activity of any organisation.

The used financial instruments for evaluation of economic efficiency of financial investments are also
practically cannot be used for evaluation of the necessary level of expenses on ISS MS. The main reason of
this fact consists in that in all tools of performance evaluation, return of financial investments is supposed,
whereas in the analysis of efficiency of ISS, this parameter is shown in the form of prevented damage, which,
in addition, has a probabilistic nature. For DMP, additional factors should be taken into account, allowing to
evaluate the level of rationality of expenses on ISS.

Three-factorial models in many cases allow to construct ISS MS on the basis of revealing of the system of
preferences of DMP, and in some cases, allow to find conditionally-optimum solutions for protection of
information.
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BBepgeHue

Cuctema wHcopmMauMoHHON 6e30MacHOCTN CerofHsi CTaHOBUTCS HeOOXOOAMMbIM YCMOBMEM YCMELLHOro
BegeHuss nioboro Buaa [OeATenbHOCTM xossancTeBylowero cybwbekrta. [pu 3TOM, ecnum  Bompoc O
Lenecoobpas3HoCTU Co3daHus cucTeMbl MHAOPMaLuoHHoW GesonacHoctn (CWB) pans xos3sncTByloLEero
cybbekta (XC) He nopBepraetcsl 00CYXOEHMIO, TO BOMPOC O pauuoHanbHbiX obbeMax urHaHCMpoBaHUSA
3aTpaT Ha 3awWwuTy MHMOpMauuM BCce eLle OCTaeTcs OTKPbITbIM AN nuu, npuHuMarowmx pewenue (JMP).
Henb3sa cka3aTb, YTO HET BHUMaHUS K 3Ton npobneme. B cneunanuampoBaHHbIX U3AAHUSX NEPUOANYECKU
nosBNATCA NybnmkaumMm Ha 3Ty Temy, HO Hay4HO-OBOCHOBAHHBLIX U BEPUMULMPOBAHHBIX MEXaHW3MOB
obocHoBaHus 3aTpaTt Ha cosgaHne CUB, y4yuTbiBaowmx, 3Haummble ans JIMP dakTtopbl, cerogHa He
cywecTteyeT. C Opyro CTOPOHbI, MCNOMb3yeMble CEerogHs crneumanucTtamMmym Mo 3awmte uHopmaumm
HOpPMaTuBHbIE [OOKYMEHTbl MO YNpPaBreHWulo WHAOPMAaLUMOHHBIMW pUCKaMK, OpraHu3auum cucTem
MHdOpMaLmoHHon 6esonacHOCTM U gpyrve  JOoKymeHTsl [1-4 ], paccmaTtpusaloT 9Ty npobnemy
NPenMyLLECTBEHHO  TOJIbKO CO CTOpOHbI crneumanucta no opraHu3aumm CUB u  ynpasnexuto
MHAOPMAaLMOHHBIMU PUCKaMK, YTO Janeko He Bcerga sensaetcs ybeauTenbHelm ans JIMP, npuHumarowmx
pelweHns Ha douHaHcupoBaHue CUB.

B aton paboTte paccMaTpuBaloTCH HEKOTOPble HOBble MOAXOAbl K OOOCHOBAHMIO 3aTpaT Ha OpraHuM3aLuuio
CUNB XC c y4yeToM pasnuyHbiX akTopoB, 3HAYEHUIN PUCKOB W OrpaHUYEHWUIA, NO3BOMSAOLUMX B NOMHOW Mepe
peanunsoBaTtb MPVHLMMN «paumMoHanbHON AocTaTouMHOCTU» npw opraHusaummn CUB XC.

[Ba B3rnsiga Ha npobnemy

BoobLe roBopsi, KONMYECTBO MHEHWI U B3rMAA0B HA CTPYKTYpy v opranmsaumio CUB XC  3HaumTenbHo
G6onbwe Asyx. CBOM B3rMA4 Ha ee pauuoHanbHyl opraHusaumio umetot, kpome JIMP, Gyxrantepbl,
39KOHOMMCTBI, IOPUCTBI, MEHEOXEPb! 1 APYrYe COTPYAHWKK, y4acTByloLMe B npoueccax npuema, obpaboTky,
XpaHeHuss u nepegayvM uHdOPMauUMM, OpraHusylollee [OenonpousBoAcTBo, nunbo obcnyxuearowme
BbIYUCINTENDBHYIO TEXHWUKY, CpeacTBa KOMMyHI/IKaLI,I/II7I n cBa3n. Mebl paccMoTpUM MHEHUA N NO3NLUN TONbKO
OBYX OCHOBHbIX Y4aCTHUKOB npouecca obocHoBaHusa 3aTpaT: JIMNP no onpegenenuio 6iopxketa Ha cuctemy
Ha CUB un CneumanucTa no nHcpopmaumoHHon 6esonacHoCcT. AHanmM3 nokasas, YTO OHW COBEPLUEHHO MO
pa3HOMy OTHOCATCHA K 9TOMY npoLeccy (Tabn.1).

Ta6nuua Ne1

Barnsaabl  pasnuMyHbIX CNeuvManucToB Ha MexaHM3Mbl OOOCHOBaHMA 3aTpaT Ha Ccuctemy
MH(pOPMaLMOHHOW 6Ge30NacHOCTU opraH13auumn

MexaHu3M 060CHOBaHMA 3aTpaTt

1 3awmta wuHpopMaumm — 93T0 Heobxogumas dyHkuma 3awmTta  MHopmauMum — 3T0  OYHKUUS
BE[EHNsl COBPEMEHHOro 6u3Heca, Moatomy Ans npuHATMS  Cryx6bl MHopMaLMoHHON 6Ge3onacHoCTU
pelweHns no 3awwute uHpopmauuu JIMNP Tpebyetca He no obecneyeHuio 6usHeca.
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TONbKO 3HAHWUSI BEPOATHOCTU pUCKa M BO3MOXHOCTM yluepba, dPuHaHcMpoBaHue 3atpat Ha
HO W Apyras wuHdopmauus, O0bIYHO uKcnonb3dyemas Ans  UHMOPMaLUOHHYH 6e3onacHOCTb
OLEeHKN 3dhheKTMBHOCTY BusHeca: NpOM3BOANTCA Ha OCHOBaHUW pe3ynbTaToB

e 3aTpaThl HA peanu3auuio 3alMTHLIX Mep Mo Kaxagomy OUEHKU U aHanmsa pUCKoB CYLLECTBYOLLMMA
pucky (Z) >KenmaTenmbHo, uTOBbI OTW 3aTpaThl Gbimu MEXaHM3Mamu  ynpasneHus puckamn [2].

pacnpefeneHbl Mo BpeMeHU B MnaHMpyeMoM Nepuoae; OKOHOMUYeckue MeToAbl OLieHkM
e  KO3(PDULMEHTHI NVKBUAHOCTM aKTMBOB (Ky), 3 heKTMBHOCTM npu 3TOM He
oTHOCAWMXCA K cchepe oBecnedeHmst MHdOpMaLmMoHHoy VICMOMb3yloTes. B oCHOBE OUeHKM pucka
630NaCHOCTI MO KaXAOMY PUCKY: NEXUT  MyNbTUNAMKATUBHLIA  KPUTEPUNA,

KOTOPbIA  3adaeTCsd  KaydeCTBEHHOW  wunun
KONNYECTBEHHOW OLIEHKOW BEPOSTHOCTU U
yuiepba B dopme MynbTUMIUKATUBHOIO

e oOonucaHve XapaKTepuctuk BO3HWKHOBEHUA pUCKa
(O,D.HOMOMeHTHoe cobbiTue, peanunsauma yrposbl B NMOJIHOM
obbeme uvnu cepun  MHUMOEHTOB, B KOTOPbIX Yyrposa

peanuayeTca NoCTENEHHO U T.4,.); R

e [VHaMMKa MOPANbHOMO M3HOCA aKTUBOB, OTHOCSLLMXCS K R=U*P, (1)
pUCKy ANt DOPMUPOBAHUS CUCTEMbBI X  aMOPTU3ALMOHHLIX — T4e

OTUNCTIEHMIA; U — 3HaueHwue yLiep6a;

*  KOMGMHaUWM 3TUX MokasaTenew, HanpuMep, OTHOWEHUE P _ gepoaTHOCTL BOSHUKHOBEHMS pUCKa.
3aTpaT Ha CHWKEeHMe pucka 1M BO3MOXHOro yuiepba npu ero
peanusauuu u ap.

2 UpeanbHas moaenb 3atpaTt Ha CUB
Z:ZZi—)min, 2) Z:ZZi (3)
i i
mou U, >> Z;, pino,ZSZO npu 620, =up
mmeiel, meiel,
| — 0BnacTb NPUHUMAaEMBbIX, CHUXKAEMbIX UNW NepedaBaembix o — FPaH1LIa p1CKoB, onpeaensemasn vaile
PUCKOB; BCEro ¢ Toukn Crieumanucra no saiimre
MHpopMaLmn.

Ui — ywep6 no i-my pucky;
Pi — BEPOATHOCTb i-r0 pUcka;

Po — BEPOSITHOCTb, MPY KOTOPOW NPUHUMAOTCSH PUCKM.
OnpepensieTcs Yalle Bcero ¢ Tovku CneyunanucTa no
3awmTe MHcpopmaLumu.

Zo — npefenbHO JoMnyCcTUMbIe 3aTpaThbl C TOYKM 3peHus JTTP.

Ii — TEKYLLUA PUCK.

Bo3moxkeH u gpyrov nogxon. Hanpumep, npu 3agaHHOM
ypoBHe BromxeTa Zo noctpouTs CUB, npu koTopoi
BO3MOXHO MakcumaribHoe CHkeHue yuepba ot
peanusaumm puckoB:

U = Zui —> MaX (4)
i

Kak BugHO 13 Tabnuupl ToUkn 3peHns Ha opraHmnsaumio CUB XC B 3HaumTenbHOM cTeneHn otnuyatoTcs. Mpu
aTom, ecnu pewnctema Cneumanucta no 3awmrte nHOpPMaUUM pernaMmeHTUpOBaHbl OTEYECTBEHHbIMU U
3apybexHbiMy ctaHgapTamu, To ans JINP cerogHs He cywectByeT y6eanTenbHbIX MEXaHU3MOB MPUHSATUSA
peweHnn Ha dwuHaHcupoBanne CUB. Kpome Toro, moAaxod K OLEHKe BenUYMHbI pucka Mo OJHOMY
nokasatento (1) MoxeT GblTb MPUEMNEMbIM TOMBLKO B T€X Cnyyasx, korga yuepb HaHOCUTCA MOCTOSHHO B

TeyeHne paccmaTpuBaemMoro nepuoga At, a dyHKUMs nnoTHocTM pacnpepeneHuns P(t) nmeet BuA
paBHOMEpPHOro  3akoHa pacnpegenenus. lNpu obpaboTke MHPOPMALMOHHBIX PUCKOB COBEPLUEHHO He
YUYUTBLIBAKOTCA 3aTpaThl, CBA3AHHbIE C YMEHbLUEHWEM, Mepefaven Wnum ycTpaHeHuem pucka. 3TO He
Nno3BOMseT OLEHUTb B NOMHON Mepe 3PEMEKTUBHOCTL PeLleHnn No 3awmute MHMOOPMAaLMOHHON CUCTEMBI
x03sa1cTByloLero cybbekra. Takum obpasom, CyliecTByloWmMe NoaxoAbl K oLueHke n obpaboTke puckoB He
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ansaTcsa  yoeguteneHeiMn  gna JINP . TpebytoTcs gpyrme MexaHu3mbl OUEHKM 3dhhekTUBHOCTH
npegnaraembix peLleHunin B cpepe 3amuThbl MHopMaLumu.

AHanus3 cylwecTByLMNX NOAXOOOB K  OOGOCHOBaHMKO 3aTpaT Ha cuUcTeMy WHGpOpMaUMOHHOMN
be3onacHocTU

MepBble NoONbITKM CO34aHWA MEXaHU3MOB OLEHKU 3(PdEeKTUBHOCTM peLueHnin Mo 3awmTte uHopmaumu,
BMOMHE €CTEeCTBEHHO, ObiNN OCHOBAHbI Ha MPUMEHEHWN (HPUHAHCOBO-aHAMUTUYECKUX U WHBECTULIMOHHBIX
MHCTPYMEHTOB MO aHanormm ¢ oueHkon adpdektneHoctn IT. Ho ecnu gna IT Tako noaxon MoxXeT ObiTb BO
MHOMMX criydasix oboCHOBaH, Tak kak npedocTaBnsieT aHanMTMkam BO3MOXHOCTb OLEHWTb MMM U3MEpUTb
3KOHOMMYeckne adpdpekTel OoT BHegpeHus IT, 1o gna CUB ato 6Gonbwas npobnema. CywHoCTb ee
3aKnovaeTcs B TOM, YTO MPOMCXOAMT MOAMEHa MOHATUI MpPU OLEHKE 3KOHOMUYeckux addpekTos. [ns
MHBECTVLMOHHbLIX MPOEKTOB B KayeCTBE OCHOBHOIO MOKasaTens SKOHOMUYeckon 3ddeKTBHOCTM
paccmaTpusaeTcs usmeHeHme npmbeinu XC A0 1 nocne BHeAPEHW NPoeKTa, a npu oLeHke apdeKTMBHOCTM
BnoxeHnn B CUB paccmatpuBaeTcs oueHka npedoTspalleHHoro yuwepba, kotopasi HOCUT BEPOSTHOCTHBIN
Xapaktep U He MOXeT OblTb M3MepeHa O0OBbEKTMBHO M MokasaHa B ByxranTepckom 6anaHce npeanpuaTus.
Mony4eHHble adhekTbl OT 3aluTbl «PacTBOPAIOTCA» Cpean APYrnx MeponpusaTUA OpraHuM3aLMOHHOMo u
TEXHWYECKOro xapakTepa, No3ToMy OLEHUTb MX KOHKPETHO He Bceraa NpefcTaBnseTcs BO3MOXHbIM. Bonee
TOrO, aKTUBbI, CBA3aHHbIE C 3aLLMTON MHOPMaLUM OKa3biBalOT BrUSHME Ha cebecToMmoCcTb NPOAYKLMK 1
YMEHbLUaT npubbinb. 3T 06CToATeNbCTBA NPMBENUM K TOMY, YTO BO3HMKNA HeobXoAMMOCTb CO3[aHus
HOBBbIX NOAXOA0B K 060CHOBaHUIO 3aTpaT, KoTopble GbinK 6bl NOHATHBI JTTP 1 yunTeiBaNu 661 BEPOATHOCTHBLIN
xapakTtep UHMOPMaLMOHHBLIX PUCKOB.

MeToaouka o60cHOBaHUA 3aTpaT Ha OCHOBe ABYXdaKTOpHOM MoAenu MHOPMaLMOHHbLIX PUCKOB

Hanbonee NPOCTbIM ABNAETCA MeTOo OUEeHKN PUCKOB Ha OCHOBE ,D,BdeI)aKTOpHOVI moaenn
= YA A
R=<P,U> npu 0 5)

CywHocTb MexaHu3ma obocHOBaHWs 3aTpaTt npegcraBneHa Ha puc.1. Bce nHdOpMaUMOHHbIE PUCKM
oTobpaxatoTcs B cucteme koopauHat (BeposiTHocTb, Yiiep6). Mpu aToM BbIAENSIIOT HECKOSMBLKO obnacten
AN aHanuaa:

MepBasa obnacTb (NpaBbii BEPXHUI Yron) npeacraBnser coboi pUCKW, BEPOSITHOCTb KOTOPbIX BbICOKA, a
ywep6 npyu nx peanusaumm CyLLECTBEHHBIN. 3Ta o6nacTe NPMHUMaeMbIX pUCKoB, a 3HaunT XC ByaeT HecTu
onpefeneHHble 3aTpaTtbl Ha UX NpeaoTBpaLleHne, nepegady unm cHuxkenune. Npn obpaboTke Kaxaoro pucka
npoBepsieTcs ycnosue (5). B Tom cnydae, ecrnv OHO BbIMOSHAETCS, PUCK MPUHUMAETCS.

BTopas obnactb — HEenpuMHUMaeMblX PUCKOB, KOTOPbIE UMEIOT Manykd BEpPOSATHOCTb BO3HWKHOBEHUSI U
He3HaunTenbHbIN ylepd npu Mx peanus3aumm. TN PUCKK, BMOSIHE €CTECTBEHHO HE paccMaTpuBaloTCs B
xode aHanus3a , nmbo obpabaTbiBalOTCsi B MOCMEAHIOK o4vepefb Npy cnabblXx OrpaHUYeHUsiXx Ha
duHaHcupoBaHne CUB.

HakoHel, TpeTbsi obnacTb npeactaBnseT cobon Te pUCKM, KOTOpble BKIIOYAKTCHA TOJNbKO MPU MMELWnMCs
pecypce Ha (pmHaHcUpoBaHue 3aunTbl MHpopMaLmu.
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BeposiTHOCTb pUcka

O6nacTtb puckoB, 3aliuTa Ob6nactb

OT KOTOpbIX onpedenseTcs HenpuHUMaeMbIX
B 3aBUCUMOCTHU oT pucKoB
OoakeTa

O6nacTtb
NPUHUMaeMbIX
puckoB

Yuwep6

Puc.1. PacnpepeneHue puckoB B AByxcdakTopHOM Moaenu oOOCHOBaHMA 3aTpaT Ha
MHdOopMaLNOHHYI0 6e30nNacHOCTb

Takol nogxo MoxeT OblTb Npuemnem B Tex criydasx, ecnu JIMP npeacrtaensieT cebe NpuUMepHbIA YpOBEHb
3aTpaT Ha 3almMTy nHopmaummn. A 3To CBA3aHO, Npexae Bcero, ¢ (OUHaHCOBbIMW BO3MOXHOCTAMU XC.

MeToauka 060CHOBaHMS 3aTpaT Ha OCHOBE TPeX(aKTOPHOW Moden MHPOPMAaLMOHHBIX PUCKOB

Bornee WHTepecHbIM, SIBMsieTcs noaxon K ODOOCHOBaHMIO 3aTpaT Ha OCHOBE TpexdhakTOpHOW MoAernu
MHOPMALMOHHBIX PUCKOB, NPEACTaBMNEHHONM Ha puc.3.

Cuctemy npeanoyTeHuii B TpexdakTopHOW mModenu Bblibopa MHOPMALMOHHBLIX puckoB ¢ nosvuuin JINP
MOXHO chOpPMYyNMPOBaThL B CreayLemM Buae:

vOO(P, 2 P AU 22U )A(Z,£2))) > X~y

Z, ,+72,<1,

©)

npn ycrnosuu, 4to
roe X 'y — cpaBHMBaeMbl€ PUCKU;

px' py

u, u
X y y - 3Ha4YeHud yu.l,ep6a Ana OByX CpaBHMBaAEMbIX PUCKOB;
7 2

X , Y - 3Ha4YeHue 3aTtpaT, CBA3aHHbIX nmMbo CO CHMXKEHNEM ymepﬁa A0 OonyCTtuMoro ypoBHA, nnbo ¢

€ro UCKIn4YeHnem anda puckoB X n'y;

Zi—l

- CyMMapHsble 3aTpathl Ha npeaplaylueM (i-1) atane cpaBHEHUSI MHEOPMALMOHHbLIX PUCKOB;
V. KBaHTOpP O6LLHOCTY;

X =~ Yy

- BEPOATHOCTU PUCKOB;

- obo3HaveHne HEeCTpOororo npesocxoancrtea nepemeHHoﬁ X Hagy.
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A
P
""""""""" I
1
BeposTHOCTb O |
pucka O6nacTb, 3almTa O6nacTb, :
KOTOpOM obsa3aTenbHas I
onpegensieTcs B O OnsA 3aWuThl
3aBMCUMOCTN  OT !
GrooxeTa H
” O 0
1
1
1
1
1
1
O :
BapwuaHTbl 3aTpaTHoW
_ O6nacTb, He O nonuTuku (Z) .
Pmin oba3artenbHas !
071 3alUTbl \ 7 —
@) @) '
1 |-
Umin Yiwep6 U
A
3aTpaThl

Puc.2. PacnpepeneHue puckoB B TpexdakTopHOM mMogenu oOOCHoOBaHMs 3aTpaT Ha
MHdopMaLMOHHYI0 6e3onacHOCTb

BbipaxeHve 6 nMmeeT cneayowmin CMbICN: MPW NapHOM CPaBHEHUWN ABYX PUCKOB (X,Y), Y OOHOIO 13 KOTOPbIX
(X) 3HayeHMs1 BepOATHOCTM 1 yliepba Bonblue MM paBHO COOTBETCTBYHOLMM 3HAYeHUsIM 2-ro pucka (y), a
3aTpaThl HA CHWXEHWE UMW YCTPaHEHWe pUCKa MEHbLLE UK paBHbl 2-My, NMPEeANoYTeHne OTAaeTCs NepBoMy
(x) pucky, mpu ycnosuu, 4YTO CyMMapHble 3aTpaTbl Ha cucTeMy WH(OPMaLMOHHOW 6GesonacHocTn He

yA

NpeBbILLAOT 3aaHHbIX ( 0 ).

BoipaxkeHne 2.2 He ONUCLIBAET BCE BO3MOXHbIE Crydau OTHOLUEHWU BEPOSITHOCTEN PUCKOB, yuiepba wu

(P < Py) A (U, >uy)
BO3MOXHbIX 3aTpat, Hanpumep, korga u 1.0. B atom cnyyae Heobxoaumo
BBOAMTb [OMONHUTENbHbIE MOKa3aTeNW ANsl MPUHSATAS  PELUEHUS O BKIOYEHUM U UCKITIOYEHWN
COOTBETCTBYIOLLENO pucka. Takum nokasaTenieM MoXeT ObiTb OTHOLLEHWE

X y (2.3)
CMbICIT 3TOr0 OTHOLUEHMSA 3aknioyaeTcs B TOM, YTO M3 OBYX PUCKOB BblOMpaeTcs TOT, ANS KOTOpPOro
OTHOLeHNs yuwepba k 3aTpatam Gonblie. Ho BO3MOXHbI Takke u apyrue crpaTerum Bblbopa puCKOB npu
YCINOBUM CyLLIECTBOBaHNSA OFPaHNYEHUiA MO BENMYMHE 3aTpaT Ha cucTeMy MHAOPMaLUMOHHON 6e30NacHOCTY.
TpexdakTopHasi mogenb obOOCHOBaHMS 3aTpaT Mo3BonseT paspaboTaTe (hopManv3oBaHHY npoueaypy
000oCHOBaHMSA pelleHnin B cdhepe 3awmTbl nHdopmaumii gns JrP.

BbiBOAbI
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CywecTBylolime pernameHTel M MeXaHu3mbl YNpaBfeHUs puckamMyv NpW  CO3O4aHMU  CUCTEMBI
MHpopMaLMOHHOM Ge30nacHOCTU He aBnaTca yoeamTensHbiMm ang JINP B cuny nx Manon CBsA3u ¢ uensiMmm
XO35IICTBEHHOWN, 3KOHOMMWYECKON 1 (PUHAHCOBOW AESTENBHOCTU NGO OpraHusaumm.

Mcnonb3dyemble (pMHAHCOBbLIE WHCTPYMEHTbI AMNS OLEHKM 3KOHOMMYECKOn 3deKTMBHOCTM (DUHAHCOBbLIX
BINOXEHWIN TaKKe NpaKkTU4eckn He MOryT ObiTb MCMNONb30BaHbI NPU OLEHKE He0BXOAMMOro ypoBHS 3aTpar Ha
CNB XC. OcHoBHasi nmpuymHa 3Toro cpakTa 3akfoyaeTcd B TOM, YTO BO BCEX MHCTPYMEHTaX OLEHKM
3dEKTMBHOCTN MpeanonaraeTcsa BO3BpaT (PUMHAHCOBBLIX BIOXEHUA, B TO Xe BpemMsa Mpu aHanuse
acpdektmBHocTM CUB  3TOT nokasaTesnb nposiBnsieTca B hopMe NpeaoTBpalleHHOro yuiepba, KoTopbI, K
TOMY Xe, HOCUT BEpOATHOCTHbIM Xapaktep. Ansa JIMP fomkHbl 6biTb yYTEeHbl AOMONHUTENbHBIE (DAKTOPHI,
NO3BOMSAOLLNE OLEHUTb YPOBEHb paLMoHanbHocTy 3atpat Ha CUB.

TpexdakTopHble MOAenuM BO MHOMMX cnyyasx nossonsiT noctpoute CMB XC Ha ocHOBe BbISiBMEHWSA
cuctembl npegnoyteHnn JIMP, a B HeKOTOpbIX Crydasx MO3BONSAT HaxoAWTb YCIOBHO-ONTMMAaIbHbIE
peLueHuns no 3awute nHopmMauuu.

TNureparypa

CraHgapt TOCT P WMCO/MOK 17799-2005 «MHdopmaumoHHas TexHonorus. [pakTnyeckue npasuna
ynpasneHnst HPOPMaLMOHHON 6e30NacHOCTLION;

CraHpapt TOCT P UCO/MO3K 27001-2006 ««WHdopmaunoHHas TexHororus. MeToabl M cpeacrtea
obecneyeHus bezonacHocT. CncTeMbl MeHegXXMeHTa MHOpMaLMOHHOM 6e3onacHocTu. TpeboBaHusA»;

Crangapt FOCT P UCO/M3K 13335-1-2006 «WHdopmaumoHHaa TexHonorus. Metogbl n cpeacTsa
obecneyeHuns 6esonacHocTM. Yactb 1. KoHuenuuss wn  Mogenu MeHekmeHTa  Ge30macHOCTM
MH(OPMALMOHHBIX Y TENEKOMMYHMKALIMOHHBIX TEXHOIOTMINY;

CraHgapt TOCT P WNCO/M3K 13335-3-2006 «MHdopmaumoHHas TexHonorus. MeTtodbl n cpefctsa
obecnevyeHns 6GesonacHoctn. Yacte 3. MeTtogbl MeHeaXmeHTa 6e30nacHOCTM  MHAOPMALMOHHBLIX
TEXHOMOrnm».

CocTosiHMe pblHKa MOOUNBbHbLIX aHTUBUPYCOB: TeopeTUu4ecKkue
nepcneKkTuBbI U NpakTuyeckue metoabl. OCO6GEHHOCTU pbIHKa
NsaTHOro MOOMNBLHOIO KOHTEHTA U CNOCOOLI NPOABMXEHUA
HoBocenos H.A.

KOxHbIM PepepanbHbLIN YHUBepCUTET
r. PoctoB-Ha-[loHy, Poccus
Nik _novoselov@mail.ru

The state of the transportable antiviruses market: theoretical
perspectives and practical methods. Features of the paid
mobile content market and methods of advancement
Novoselov N.A.

Southern Federal University
Rostov-na-Donu, Russia

Nik novoselov@mail.ru

The mobile antiviruses which have widely appeared in 2004-2005, till now, contrary to a prediction of
analysts have not taken a worthy place in the market of a mobile content. We will consider a complex way of
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development of the given segment of the market, consisting in notification of consumers, positioning
«Kasperskij=mobile antivirus= comfort » with usage of modern communications and resources PR.

MoOurnbHble aHTUBMPYCHI, WKNpoko nosisuBluMecs B 2004-2005 rogy, 4O CMX NOp, BOMPEKM Mpeacka3aHuio
aHanuTUKOB He 3aHSANM JOCTOMHOro MecTa Ha pbiHKE MOBUIBHOTO KOHTEHTA.

Lnpokoe pacnpocTpaHeHne MOGUIbHBLIX YCTPOMCTB, KaHamnoB CBSA3W, YCMOXHEHWe nnatgopMbl K
MCMOMb3yeMbIX MNPUNOXEHU He crnocobCTBOBanyM pPoCTy MpoAax CpPeacTs 3awuTbl. PaccmoTpum
KOMMNMEKCHbIA  cnoco6  pasBUTUS [aHHOrO CEerMeHTa pbiHKa, 3aKniovalolleics B 0CBeJOMMeHUn
noTpeGuTenern, nNo3VOHNPOBaHUM «KacnepCcKUN=MOGUbHbIA aHTUBUPYC=KOMMOPT» C WCMNOJSIb30BaHMEM
COBpPEMEHHbIX KOMMYHUKaLUWii U cpeacTs PR.

UccnepoBaHue cermeHTa.
BBogHas yacTtb

MpnymMHa Manoro pacnpocTpaHeHUs MOOWMbHBIX aHTMBMPYCOB OTCYTCTBME MOHMMAaHWS Monb3oBaTenen o
HagoOHOCTY 3aLUThI.

ToBapbl, He OTHOCSILLMECS K TOBapaM NepBOi HEOOXOAMMOCTHW, MOKYNarTCs No ABYM NpUYMHaM: pearbHas
UnNu BupTyanbHasi HagobHocTb. Ko BTOpOW rpynne OTHOCMTCS LUMPOKUIA BbIGOP BUPTYyanbHbIX aTpubyTOB,
HeobxoaMMbIX ANs MHAMBMAYYMA, Hanpumep: noxyganue (xnebupl, 6uogobaBku), coumanbHbld cTaTyc
(yKkpalleHusi), aMoLMOHarbHbIA cTaTyc (MMMYrbCUBHbIE MOKYNKW) 1 Apyrve. OQMH M TOT Xe ToBap MOXeT
MMETb COUManbHY0 U 3MOLMOHAmNbHYK LIEHHOCTb. ATpUBYTbl B COYeTaHUn ¢ NoTpebHOCTIMU hopMUpyHOT
nonesHoCcTb ToBapa, Cy6bEKTUBHO BOCMPUHUMAEMYH MHAMBUOYYMOM.

MOJIEBHOCTb - ypoBomnbCTBME, YAOBMETBOpPEeHWEe MoTpebHOCTEN, WCMONHEHWE 3anpocoB, KoTopoe
nony4atoT noan ot I'IOTpe6J']eHVI$| TOBapOB M NOoJib30BaHUA ycnyramu.

BupTtyanbHble aTpubyThl aHTUBUpPYCa

AHTMBMpPYC B LUenOM 3HauuT Ang nonb3oBaTens: 6e3onacHOCTb, HAOEXHOCTb 3alUnUThbl, KOMAOPT,
cTabunbHocTb. MNpun 3TOM nepBble ABa dakTopa He BaKHbl AN MHOTMUX MOSib30BaTeNen: KOMMNbOTEPLI He
cofepxaTt KoHUAeHUManbsHON MM KOMMepYeckon WHgopmauuun. MoTuBauus TUMUMYHBIX Norib3oBaTenemn
OCHOBbIBAETCA Ha 9MOLMOHANbHOM YpPOBHE: CTpax MaTepuanbHbiX MoTepb, 0OMaHa, HapyLlueHus
YHKUMOHUPOBaHUS KoMmnbloTepa. CrniegoBaTtensHO, aHTUBMPYC — 3TO ToBap, obnajarowwmin BUpTyanbHbIMK
3aMoLMoHarnbHbIMK aTpubyTammn. KnnenT, npnobpeTtas aHTMBMPYC, NOMyYaeT yBEPEHHOCTb B 3MOLMOHANIbHON
6e3onacHOCTU 1 koMdopTe Npu paboTe Ha KOMMNbIOTEPE.

BbllwleckaszaHHOe OTHOCUTCH Takke WU K MOOUnbHbIM ycTpomncteBam. [Monb3oBaTenu Bce valle CTaHOBSTCSA
3aBUCUMbIMU OT KayecTBa MX paboTbl: KOHTaKTbl B €OMHCTBEHHOM 3K3eMmnnsipe, opraHamsep, OOCTyn B
VIHTepHEeT, NuyHasa nHgopmaums B NnamsTy.

JlornyHo, 4TO MHOrMe nonb3oBaTenyM MOBUIbHBLIX YCTPOWCTB MPU HaMUuUMW UM OLLYLLEHUW yrposbl OyayT
cTpemMutbes obe3onacutb CBOW MPMBbIYHBLIM 06pa3 XM3HW, COCTOsiHME W WMHdopmaumio. BTopas 4vacTb
onpegeneHns Mone3HoCcTM COCTOMT M3 OCO3HaHMsA noTpebuTtens HagobHOCTM npopykTa, TOro, YTO OH
NOSy4nT NPY €ro ncrnonb3osaHuu. NMoHuMaHne MoxeT chopMUPOBATLCA U KaK CreAcTBMe Npobnemsl, U Kak
nonyyeHue oLuyleHus notpebHocTn wusBHe. To ecTb, ANA npumepa, MoXeT OblTb peanbHbI BUPYC MK
cpenctBamu PR 1 peknambl co3faTh OlyLleHne HeobxoanMocTu, 06a3aTenbHOCTU HanM4Msa NPOrpaMMHOro
obecnevyeHns Ha komnbioTepe. Ho wu cnydam sBHOM npobnembl TpebyeT Hanuuma wuHdopMauum o
BO3MOXHOCTSIX PeLleHns, AOCTYMHOro, MOHSATHOIO U ONepaTUBHOrO.

B uTore, ansa Toro, 4toGbl Mosfb3oBaTenNb NPUHAN pelleHne O MnoJie3HOCTn Un np|/|06per| nporpaMmmMmHoe
obecneyeHue, Y Hero goJpkKHa ObITb cdopmmpoBaHa I'IOTpe6HOCTb 1 U3BECTEH crnocob ee yooBneTBOpeHus.
TonbKo nocne 3Toro, UCXoasa n3 OXnaaHun, OH an6eraeT K TOMY UM NHOMY pEeLLEHUIO. To ecTb nokKynaerT,
TOT MAN MHOMN aHTUBUPYC, ncxoaoa ns3 ,D,OCTyI'IHOI7I WA N3BECTHON emMy MHopMaL K.

Co3paHue noTpebHOCTH

Ona cosgaHusa kateropum Heobxoaumo co3gatb aTtpubyT B CO3HaHMM noTpebutenen. Yem 3Haummen u
BaxHee OH OydeT Ans nonb3oBaTenen kak HeobxogumocTb, TeM vawe OyayT MpUHUMAaTbCH peLleHun O
nokyrnke. MNpu 3TOM, TOBap MWNK ycrnyra Ha OCHOBE KOTOPOro CO3[aeTCs KaTeropws, yalle BCEero ocrakTcs
NMAEPOM pbliHKa. BaxkHO yyecTb, UTO HOBMHKA AOMKHa ObiTb B CO3HaHUKM MOTpebutens, a He B pelTUHrax
cneumanmanpoBaHHbIX U3JaHUN.

AHanu3s pbiHKa

AHanus npeanoXxeHus pbiHKa

IT security conference for the new aeneration

203



I(ASI’ERSKYﬁ KA(Mzp(Koro

BBegeM B MOMCKOBOM 3anpoce «aHTUMBUPYC Ans MoOWnbHOro» 1 npoaHanusmpyem TOM 10 — 310 TO, 4TO
00bI4HO BMAWT NOTEeHUMasbHbIN NoTpeduTens.

MepBble OBe pesynbTaTa Noucka — SBMASIOTCA CCbINMKaMW Ha Pecypc 3akaudku nporpaMmmHoro obecnevyeHms,
npuyem 6e3 yooOBNETBOPUTENBHOTO YPOBHSA MHAOpMauun o npogykte. OcTanbHble ccbikn — 4 Gonee
rogoBarnon AaBHOCTW, ABE CCbIKU MMetT 6onee natuneTHiolo nctoputo: 2003 n 2004 rog. Opyrow 3anpoc
«BUPYCbl Ha MOOUNBHOM» AaeT NepBoW CCbiky Ha Kacnepckuid.py Ha HoBocTb o Cabir-e ot 2004 roga,
«aHTUBUPYC TenedoH» - caMblii GONbLLION MO KOMMYECTBY 3aMpOCOB MOUCK — 8 ThIC. 32 NOCNEeAHUI Mecsl, .
MepBbIN pesdynbTaT — BeTka popyma ot 2005 roga.

B utore, nonb3oBartenb He nony4aeT nHgopmaumo 06 akTyanbHOCTN 1 BaXHOCTUN TEMbI Y MOXET Moc4MTaThb
370 BMAOM UIHTepHeT adepsb!.

AHanus Bo3MOXHOCTeMN Cnpoca pbIHKa

1. KonuuectBo yctpouctB. OgHMM M3 rmaBHbIX (PaKTOPOB-MoKa3aTenen eMKOCTU pbliHKa MpPOorpaMMHOro
obecnevyeHns SBNSETCHA KONMMYECTBO YCTPONCTB, CNOCOBHLIX €ro Mcnonb3oBathb. PaccmoTpum cektopa:

1. CpepctBa cBSi3U: MOOWMbHble TenedoHbl, CMapTdOHbl, KOMMyHukaTopbl. Kak coobLliaet
Accounaums GSM, obuwee uncno MoOGWUMbHBIX MOAKMNIOYEHUA B Mupe pfobpanocb [0 4-x
munnuapgos 2009. Mo nporHosam Accoumaumm, yxe B 2013 rogy Ux KONMY4eCcTBO MOXET COCTaBUTb
OKOJ0 6 MMNMapaoB, YTO SKBUBANEHTHO MOYTU BCEMY CErOOHSALLIHEMY HAacerneH o nNnaHeTbl

WNHTEpPECHO OTMETUTb, YTO MMUPOBOWM (DMHAHCOBLIN KPU3WC MO MPOrHO3am aHarMTUMKOB He [acT
NpeKpaTUTLCS POCTY NPoAaXk YMHbIX TenedoHOB, M MPOLEHT NpUpocTa pbiHka OyaeT paBeH 5-7%

[4].

2. GPS (cuctembl rnobanbHoro nosvunoHupoBaHus). CornacHo HoBomy oT4veTy Berg Insight,
o6bémbl npogaxx PND B EBpone n CesepHont Amepuke ByayT npogornxaTe pactu cnegytowme 10
net. Makcumyma oHun gocturHyT B 2012 rogy ¢ 06bEmMOM B 56 MIH. LUTYK.

3. KMK (kapmaHHble nepcoHasnbHble KOMMbloTepbl). BbIMUpalOT Kak CEerMeHT PbIHOK B MOSb3y
KOMMYHMKaTOPOB.

4. Hetbykn (manble HoyTOyku). MNMpoagaxu HeTbykoB B 2009 rogy npeBbICAT 35 MUMIMOHOB LUTYK.
5. Mopynu KOMMbIOTEPHBIX CUCTEM (NPUHTEPOB, MbILLEN, NPUBOLAOB).

6. BblTOBasi TexHWKa, yMHblEe AOMa.

7.  Bupeo - n urpoBble NPUCTaBKW.

BuvaHo, 4TO $BHO MpocnexmBaeTCcsd pPOCT pblHKA MOOWUIMBHBLIX YCTponcTB. [lpy 3TOM BONLLUMHCTBO
nonb3oBarenen He OTnMYaeT TMN MOBUNBHOIO YCTPOMCTBA, €ro XapakTepHble 0CoObeHHOCTU 1 nnaTdopmy.
Kak OyneTt ganblue yka3aHO, ypOBEHb 3HaHMS onpeaensieTcsl BO3pacToM M B LIENIOM MpOrpeccupyeTt co
BpemeHeM, ocobeHHOo B Poccuu. Ha oTeyecTBEHHOM pbiHKE YpPOBEHb MPOABMHYTOrO MOMb30BaTENs —
peaKocTb, koraa, Hanpumep, B Fepmannm 20% HaceneHus MeeT AaHHbIe HaBbIKK

2. EmkocTb pblHka. KonmyecTBO cpedcTB, 3aTpadvMBaeMoe Ha MOOWMbHBIM KOHTEHT pacTteT. O6liee
Konn4ecTBo MoGUIbHbIX Nnatexeii k 2013 rogy coctasut $860 Mnpa., Bbipyyka - $10 mnpa.

3. MobunsHbin Tpadcduk. UccnegosaHue Cisco nokasano: 3a nATb neT o6bemM MobunbHoro Tpaduka
OOMXeH BbipacTu B 66 pas (Puc. 1).
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Puc.1. PocT Tpachuka B mupe.

PbIHOK 4EMOHCTPMPYET XOPOLLYI0 AMHAMMUKY, Kak CO CTOPOHbI MOfIb30BaTeNen, Tak 1 CO CTOPOHbI OMepaTopoB
ycnyr u putennepos. locnegHne CTUMyNupyroT ONsiTb UHTEPEC KNueHToB. [Mpn aToM Poccuinckuin pbiHOK
Jarnek OT HacblleHusi, B CPaBHEHWW C OOLEMMPOBBLIM YpPOBHEM. TaK e OH WM30MMpoBaH OT MWPOBbIX
KOMMaHWM 3a cyeT HedopaboTok NpaBoOBOW 6asbl, HEMOHATHOW MO3VNLMW MPaBUTENbLCTBA, HEMPO3PAYHOCTM
pblHKa 1 NPoYMX HaKkTopoB.

AHanus nonb3oBaTesien U BOCNPUATUS CerMeHTa.

1. Crpatudmkauusa B BUPTyaribHOM MpocTpaHcTBe. YenoBek, MNOMb3YOLWMINCA COBPEMEHHbIMU
TexHornorsamMu un MHTepHeToM, uMeeT onpeneneHHbll YpOBEeHb «KOMMbIOTEPHOW TFPamMOTHOCTUY U
onpefeneHHslM obpasom BefeT cebs B ceTn — cosfaeT n nogaepxusaet obpas nnm obpassl. Ncxoas ms
3TOro, Nonb3oBaTenu AenATCA Ha Krnacckl U Lenesble ayauTopun no ApyrMM npuHuunam. CtpaTtudukaums
Be[eTCHA MO YPOBHIO 3HaHUS KOMMblOTEpa, NporpaMMHoOro obecneveHms 1 NOBEAEHMIO C KOMMYHUKaTUBHBIMU
ocobeHHocTAMK B ceTn MHTepHeT. [lencTBMTeNbHO, NPUHAAMNEXHOCTb K ONpeAeneHHbIM rpynnamM B ceTu no
GonbLUen YacTu onpeaenseTca He coumnanbHbIM UK JOMMKHOCTHBIM CTaTyCOM YernoBeka, a HabopoM fINYHBIX
KOMMeTeHUMI/HaBbIKOB.

2. OcobeHHOCTH cermeHTa MobunbsHoro MO.

PbIHOK MOBUIbHBLIX WHTEMMEeKTyanbHbIX MalnH 06pasoBaH CerMeHTauMen nepBOHAYaNbHOrO pbiHKa
CcTaumoHapHbIxX cucteM. MobunbHbIM KOHTEHT 06pasoBaH MOXOXMM cnocobom. Ho, B oTrnvume OT nepBsoro,
BTOPOWN pbIHOK 0bnagaeTt cywecTBeHHbIMU ocobeHHocTamMu. Kak cneocTtBue, Ha AaHHOM 3dTane pasBuUTWUS,
PbIHOK MOBWIBHBIX NPOrPaMMHbIX PELLEHWI NO3BONSAET rMobanbHbIV GPeHA0BbIV NOAXOA.

3. MupoBble TeHAEHUUN MapKeTUHra.

O6LL|,eMVIpOBbIe TeHOeHUMN pbiHKa nporpaMMmHoOro obecnevyeHnss — OVPeKT MapkeTuHr. [aHHbI nogxon
O3HayaeT He Tonbko cosgaHue MO cneumanbHO ANA onpegeneHHblX nnatgopMm, HO w cnocoObl
npoABMXEHUA, paCcCHMTaHHbIEe Ha OYEeHb Y3KYH LieneByto ayguTtoputo nnm BoOOGLLE KOHKPETHOro 4yesioBeka.

4. Cnctema Media relations.

ButpyanbHO-UHTEPAKTMBHBIN CNOCOO NMPOABUXEHUSA ONS KOHTEHTA SIBNSETCH MOYTU €OUHCTBEHHbIM: OH Ha
nopsifke AelleBne, U3HayanbHO y4uMTbIBaeT (DOKYCUPOBKM M MO3BONSET MCNONb30BaTb OMNpeAerneHHble
BGOHyCbI, KOTOpble ByayT pacCMOTPEHbI UMEHHO B B6roke hopmMumpoBaHnsa Meava nnaHa ganee.

MeguannaH
Ha ocHoBe faHHbIX MOXHO NMOOCTPUTL MeanannaH NpoaBMKeHUs MOBUNBHOIO aHTMBMpYCa.
1. MoarortoBka.

OuyeHb BaXXHO MMETb XOPOLLY0 aHanuTu4eckyto 6asy: Ha ee OCHOBE BEPOATHO NpeayrafaTtb BapuaHThbl
pasBuUTUS pbiHKa. TakkKe, BaXXHO MOHATb BeAyLUME acCoLMaTUBHbIE PSAbl B CO3HAHUKM NoTpebutenen,
OWHaMUKY UX pa3BuTuda. BaxHa noarotoBka, BNOTh 40 AENCTBUIA MEHEIKEPOB U rOTOBbIX NyGnvKauni,
Tak Kak cepa MHPOPMALUOHHBIX TEXHOMOMMIN ropasao MoburnbHENn U OUHAMWYHEW CYLLECTBYHOLLNX
meTofoB. CpaBHUMO C 3(PEKTUBHOCTBIO M AOBepueM K «capadaHHOMy paguvo» W CKOPOCTbIO
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pernopTaxa B peanbHOM BpeMeHu ¢ AocTyrnoM B 24 yaca. Takke, B OTnnuum ot cylecTtsytowmx CMU,
noGoi nonb3oBaTeNb MOXET [O0CTaTOMHO TOYHO TPaHCNMPOBATb W MepechbiniaTb rOTOBblE TEKCTHI.
JTtobas owwimbka BonaeT B BeKa.

2. OTan HayanbHOW peanu3auuu.

[aHHbIn 3Tan HeobxoAMMO ConpoBOXAaTb UCCMEAOBaHWAMM U KONMYeCTBaMM 3anpocoB M Nnoucka no
WMH(OPMaLMOHHBIM pecypcam.

MeToabl BO3OEWCTBMSI BBOOSATCA MOCreAoBaTeNlbHO M B MOCMEACTBMM He oTOpackiBaloTcsi, a
MOLEPHN3MPYIOTCA U KOHTpomnupyrtTca. BaxHo cobnopaTe NMOepcTBO MO BCEM NapameTpam:
obecyxaaemoctb, TOM10 1 npoyee. HoBOCTM M MHpOpMaUMK AOMMKHbI ObiTh 6nmn3kmn k LA n Haxogutcs
B €€ CWUCTEME LEHHOCTEN, MNpu (POKYCUPOBAHMM Ha CYLIECTBEHHO pasHbix LIA, Heobxoammo
KOHTPONUPOBaTb OTCYTCTBME KOHMPIUKTHBIX MepeceyeHuin u To, 4YTo atpubyT He [omkeH
NPOTMBOPEYNTb LLIEHHOCTAM rpynn. ATorom AomkeH ctaTb TOro, YTO NPONHEOPMUPOBAHO BCe 0bLLEeCTBO
W onpederneHHble rpynmnbl CTAHOBATCA ABUraTensmmn npoaBuMXXeHus, reHepartopam nHdgopmaumn. Hago
y4yecTb (hakT nepeTpaHcnauum nHcopmaumm n To, YTo AaHHaa nHopmMaumsa ByaeT NoHATHA U NOANBHO
aons Bcero obLiecTsa.

3. MonHaa peanusauus, HapawMBaHue TEMMNOB.

OT1an peanusauuv npegnonaraeT JOXOAHOCTb CYLLECTBYIOLLErO pbiHKA UK NpUBAmKeHne K NpuobINsM.
MOHWUTOPWHI ayaWTOPUI HOCUT BbIBOPOYHBIN XapakTep, M B Criydae YO4avyHOro pasBUTUSI COOLITUIA
npegnonaraeT pacCMOTPEHME HULLEBbLIX KaTeropui u nocrnegoBaTenbHbll MX 3axBaTt. Pesynbrar:
co3fjaHue y nonb3oBaTenst MOCTOSHHOM HeOoOXOAMMOCTM B  akTyanbHOW 3aliMte MOOUNbHbIM
aHTUBUPYCOM, KOTOPbIA OTOXAECTBNAETCA C CO3A4aHHbIM BpaHAOM.

4, MoanepxaHue cylecTBOBaHUA CerMeHTa.

Peanusauus storo nnaHa He TpebyeT 4pe3mMepHOro (MHaHCUPOBaHWA: CyLLECTBYIOLME CpeacTsa
MHTepHeT KOMMYyHMKaLMIn cnabo 3anofHeHbl PeKnamMom, O4eHb MOABWXKHbBI U NepcnekTMBHbI. TpebyeTcs
fornblloe  KONMYECTBO WM BbICOKMWA  YpPOBEHb  KpeaTuBa, 0ObGecnevyeHHOro  KayecTBEHHOMN
KOMMYHMKaLMOHHON noaaepxkon. Kak ykasbiBanocb paHee, pbIHOK YyBCTBUTENEH K CKOPOCTM OTBeTa.
[Ona atoro, nodpasgeneHne no paboTe B 3TOM HamnpaBfeHUWM [AOMMKHO WMMETb YETKYyl0 CucTemy,
Npo3payHOCTb, BbLICOKUM KoprnopaTuBHbIA Ayx. Heobxoanma 4eTKO NpPOCTPOEHHas TFOpU3OHTarbHO
NPOCTPOEHHasA cMcTemMa, aBTOMaTU3MPOBaHHAs U KPU3NMCOYCTONYMBaS.

Ecnn BEPHYTbCA K NPOrHo3am pas3BuTnAa MOBGUNbHOro PblHKa, CTAHOBUTCA ACHO, 4YTO ,ElaHHbII;I CerMeHT pblHKa
ABNAETCA EeMKUM U I'IpI/I6I:IJ'IbeIM B ,qaaneVlmeM.
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r. Mepmb, Poccus
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Economic models and analytical aspects of information
safety
Semenihina V.S.

Perm state university
Perm, Russia

svarya@mail.ru

At the time of well-being, growth of quotations, rates and parameters of profitableness, the issues of
optimisation, achievement of maximum efficiency, were considered, most likely, in a formal manner. Whereas
in the developed situation, where most part of companies assume reduction of budgets on maintaining the
facilities of information technology (IT) by one-fifth (and maybe more), this problem becomes vital. More and
more risks-managers address such parameters like TCO, TEI, and others, in their search of the ways of
maximally reliable counting up of all losses borne by the organisations.

Crisis is the time of changes, and the most suitable time to look more intently, at where, and on what, the
cash flows are directed. Now, when addressing the items of expenses, including on IT, it would be necessary
to understand, what you would get in return for these expenditures. Correlation between risks and the system
of safety that exist, is a practical first stage on the way of improvement of expenditures on information safety.
What shall be right at the beginning? The basis for consideration of safety of an AS shall be formed by the
analysis of threats and risks.

In the work | have considered threats and risks of companies, depending on the readiness of their system of
information safety (IS). Having looked at statistics of Garther Group about the percentage ratio of the
companies of various levels, a joyful conclusion was made, that the companies, during the days of rapid
growth, similarly actively developed their IT-systems. And at the times of severe economy on the expenses
which are not being basic at creation of the goods or services, many will only be satisfied with maintaining
their existing system. Sometimes it will be enough to ensure safety of information system of the enterprise.
And it is first of all associated with the fact, that a large number of companies (55%) are on the 2 and the
third level in terms of the degree of readiness of there IS systems. Thus, these companies can provide
former reliability of the system even with such essential reductions of financing. But achieving of any level of
safety of an enterprise is not guaranteed by the protections themselves. Here, determining would be
conformity of measures with available threats. If during the analysis it has been revealed, that measures and
expenses differ, it would be necessary to begin to think about re-structuring of the system of IS. What is it
fraught with? First of all, it would be necessary to understand, which volume of money resources and for
which needs would be required. For that purpose, a number of basic methodologies exist, for calculation of
the various parameters, from applied information economy assisting in analysis of risks, to aggregate cost of
ownership, which allows to estimate direct and indirect expenses borne by an enterprise in connection with
the maintenance of IT-system.

For convenience of consideration, these methodologies are grouped by the purposes of destination.
Probabilistic techniques are helpful in the analysis of risks, qualitative — in case where rating is required, of
the effect from expenses of money resources on realization of protection against this or another threat, and
financial — for direct calculations of monetary resources. It would be desirable to note, that qualitative ones
are very obvious for demonstration by what methods and means the threats are neutralized, and how these
methods and means are optimal.
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Notwithstanding the fact, that calculations form rather simple task, in case of information safety this is not the
case. Except for direct costs, such as expenses on acquisition of technical and software means, there are
still such expenses, like idle time and user expenses. | hope, that in my work it is maximally easily stated,
what are these expenses, and why they are required to be taken into account. In addition, the question of
calculation of expenses appeared to be not such one-sided and simple, namely because of that, existing
models of TCO both have the right exist and are actively used. During studying of the existing models and
approaches of the Garther Group and Microsoft companies, | understood that they do not meet all
requirements, and do not reflect all points of view as regards safety issues. Three variants of the angle of
consideration of this question, proposed by me, should pass practical tests, in order that it would be possible
to draw a conclusion on how convenient they are in use, and meet the existing needs of new approaches.

The material examined and considered by me is capable of helping at the final stage of work in the analysis
of the system of information safety, and the models considered by me and the methods of approach to this
question are capable of helping in simplifying the stage of financial calculations. Having understood it, the
companies can be sure, that expenses on IT will not do harm to their enterprises, and can only be of use
during hard times of financial instability.

Bo BpemeHa 6narononyymsi, pocTa KOTUPOBOK, KypCOB W MokasaTenewm [AOXOAHOCTM, BOMpocamu
ONTUMM3aLMK, AOCTWKEHUS MakcumanbHON 3(MMEKTUBHOCTU 3aHMManuUcb ckopee dopmaneHo. B
CMOXMBLUENCS Xe cuTyauun, korga bonbluas yacTb KOMMaHWWA npegnonaraeT COKpalleHue GiogKeToB Ha
nopaepxaHvne UT-cpeacts Ha ogHy NATYO (@ To 1 Gonblue), 3TOT BONPOC CTOMT MakcumarnbHO ocTpo. Bee
Bonblue puck-MeHeaxepoB obpallaeTcs k Takum nokasaTtenam kak TCO, TEI, n gpyrue, B nomckax cnocobos
MaKkCMManbHO A4OCTOBEPHO NoAcuYnTaTh BCE YObITKM, KOTOPbIE HECYT OpraHv3aumu.

Kpusuc — Bpemsa nepemeH, U camoe NoaxoAsiuee BpeMs npucTanbHee B3rMsHyTb Ha TO, Kyda U Ha 4To
HanpaenawTCca geHexHble noTokn. Cenvac, obpaluasck k ctaTeam pacxofoB Ha VT B ToM uncne, HyxHO
MOHMMAaTb, YTO NOMYYMLLb B 3aMeH Ha 3T pacxofbl. COOTHECEHNE PUCKOB U TOW cucTeMbl 6e30nacHOCTH YTO
CyllecTByeT — MpPaKTUYECKMA NepBbli 3Tan Ha NyTUM O3[40POBIIEHNS PacxodoB Ha WMHMOPMALMOHHYLO
6esonacHocTb. Y70 e B camom Havane? OcHoBown paccmoTpeHus 6esonacHocT AC aBnseTca aHanus
yrpo3 1 p1CKOB.

B cBoeli paboTte s paccmoTpena, KakoBbl Yrpo3bl M PUCKM KOMMaHWA B 3aBUCMMOCTW OT 3pEernioctTu ux
cuctembl NB. MocmoTtpes Ha ctatucTtuky Garther Group 0 NPOLEHTHOM COOTHOLLEHNUN KOMMaHUA pasnunyHbIX
YPOBHEW, pagoCTHbIM 3aKM4YeHneM CTano To, YTO KOMNaHuM BO BpemeHa GypHOro pocTta CTOMb Xe akTMBHO
passuBanu u cBou WT-cuctembl. VI BO BpemeHa CypoBOM 3KOHOMUM Ha 3aTtpaTtax, He SBhsHLMXCS
OCHOBHbIMW MPW CO34aHWM ToBapa WNW ycryru, MHorme GyAyT AOBOSIbCTBOBATHCHA MULIb NOAAEPXKAHUEM
cyllecTBytlowen cuctembl. WHorga atoro 6Oygetr pgoctatoyHo, 4YTobbl obecneumtb GesonacHoCTb
MHpOpMaLMOHHON cucTembl NpeanpuaTus. W aTo npexae BCero CBA3aHHO C TeM, YTO Gonbluee KONMYecTBo
KoMnaHun (55%), MeloT HaxoaATca Ha 2 1 TPeTbeM YPOBHE MO YPOBHIO 3periocTu cBomx cuctem UbB. Takum
obpa3om, 3TV KOMMNaHWM CMOryT oOOecneunTb MPEXHII HaAEeXHOCTb CUCTEMbl Aaxe npu  CTonb
CyLLECTBEHHbIX COKpalleHnsx ¢uHaHcupoBaHns. Ho pgoctmkeHns kakoro-nubo ypoBHs 6GesonacHoOCTM
NPeanpuATUA He rapaHTMpyloT camu no cebe 3sawmweHHocTn. OnpepensllwMM 34ecb SBNsSeTcs —
COOTBETCTBME MEP C MMeLLMMUCS yrpo3amun. Ecrnn B xoge aHanunsa 6bino BbIABMEHO, YTO Mepbl 1 3aTpaThl
pasnu4yaloTcs, CTOMT 3aAyMaTbCsa O pecTpykTypu3aumm cuctembl VB, Yem 310 ypeBaTo? B nepsyto oyepedb,
HeobxoOAMMO MOHATb, KakoW OObeM [eHEeXHbIX CPeACTB WM Ha Kakue Hyxabl Heobxogum. [Ans aToro
CyLlecTBYeT HECKOSIbKO OCHOBHbIX METOZONOrMii MoAcyeTa pasfuuHbIX Moka3aTenew, OT MpUKNagHON
MHAOPMAaLMOHHOM 9KOHOMMKW, MOMOraloLLei Npu aHanuse pUCKOoB, 4O COBOKYMHOW CTOMMOCTW BriageHus,
KoTopasi NO3BONSET OLUEHWUTb NPsMble M KOCBEHHble 3aTpaTtbl, KOTOpble HeceT MnpeanpusTue B CBA3W C
cogepxaHuem UT-cnctemsl.

[Ona ynobcTBa paccMoOTpeHusi, 3T MeToA0NOorMM CrpynnmMpoBaHbl MO LeNnsam HasHadeHusi. BeposaTHOCTHble
MeTOAUKM NpuxogAT Ha NOMOLUb NpW aHanm3e pUckoB, Ka4eCTBEHHbIe — B Cllyyae HeO6X0,ElVIMOCTI/I OLEeHKU
achbdekTa OT 3aTpaT AEHEXHbIX CPEACTB HA peanu3aumio 3awmTbl OT TOW NN MHOW YTPo3bl, U PUHAHCOBLIE —
npyv HEMNocpeaCTBEHHbIX [AEHEXHbIX noacyeTax. Xo4yeTcs OTMETUTb, YTO KayeCTBEHHble, MO3BONSAT
SABMSIOTCS OYEHb HaArmsagHbIMU AN AEMOHCTpaUUM KakMMU MeTodamMu U CPeAcTBaMU HEWTpanuayloTcs
Yrpo3bl, U Ha CKOSbKO 3TN METOAbI U CPEACTBA ABMAIOTCA ONTUMarbHbIMU.

He cmoTpsa Ha To, YTO noAcyeThl - BeECbMa NpocTas 3ajava, Ho B cllyvyae MHgpopmaLlmoHHon 6esonacHocTu —
370 He Tak. Kpome mpsiMbIx 3aTpar, TakMx Kak pacxodbl Ha NpuobpeTeHne TEXHUYECKUX U MPOrpamMmMHbIX
CPeAcCTB, UMEKTCS eLLE TakMe pacxodbl Kak MPOCTOM U Monb3oBaTenbCckMe 3atpaThl. Hagekch, YTo B MoOew
paboTe MakcMmarbHO OOCTYMHO M3NOXEHO YTO 3TO 3a 3aTpaTthbl U MOYEMY NX HEOOX0AMMO yunThiBaTh. Kpome
3TOro, BOMPOC noAcyeTa 3aTpaT oOKasancs He TakuM OZHOOOKMM M MpPOCTbIM, MMEHHO MO 3TOMY
cywecTBytowme mogenu TCO obGe vmelo NpaBO Ha XW3Hb U aKTMBHO Mcnonb3ykTcsa. B xope m3ydveHus
cyllecTByloWNX Moaenen n nogxoaos komnaHun Garther Group u Microsoft, noHsina, 4To OHM He oTBevalT
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BCEM NOTPEBHOCTAM M He oTpakaloT BCex B3INsSA0B Ha Bonpockl 6e3onacHocTu. MpeanoxeHHble MHOW Tpu
BapuaHTa yrrna pacCMOTPEHMS 3TOrO BOMPOCA AOSMKHbI MPONTU MPaKTUYECKMe WUCMbITaHus!, YTOBbl MOXHO
ObiNo cAaenatb BbIBOA O TOM, HAacKOfbKO OHM YAOGHbI B MCMOSb30BaHUM UM OTBEYAOT CYLLECTBYHOLLUM
noTpebHOCTSIM B HOBbIX NOAXOAAX.

MN3y4eHHOWM 1 pacCMOTPEHHbIN MHOW MaTtepuan cnocobeH MoMoYb Ha KOHeYHOM 3Tane paboTbl MO aHanuay
cucTeMbl MHAOPMaLMOHHOW 6e30MacHOCTW, 1 pacCMOTPEHHbIE MHOK MOAENU U MeToAbl Noaxoda K aToMy
BOMPOCHl CMOCOOHBI MOMOYb YNPOCTUTL 3Tan (UHAHCOBLIX NoacyeToB. PasobpaBwncb C HUM, KOMMaHWUM
MOryT ObITb yBepeHbl, Y4TO pacxodbl Ha T He noBpeasaT vx NpeanpusTUsaM, U CMOTYT MPUHOCUT TOMbKO
nonb3y B TsXenble BpemeHa hmHaHCOBOW HeCTabunbHOCTM

MeToAa oueHKU aKOHOMUYeCcKoUn 3pheKTUBHOCTN BHEAPEHUA
Kpuntorpacgmyecknx cuctem
CmunpHos M.O.

Hwxeropopckumn rocyaapctBeHHbIM yHuBepcuteT um H.U. JlobayeBckoro
r. Hnxnuin Hoeropop, Poccus
mishasmirnov@yandex.ru

Method for estimating the economic efficiency of introducing
cryptographic systems
Smirnov M.O.

Nizhniy Novgorod state university it N.I. Lobachevsky
Nizhniy Novgorod, Russia
mishasmirnov@yandex.ru

In the present work provides a method for calculating the economic efficiency of the implementation of
cryptographic protection to changing the parameters of safety. Economic efficiency is measured in monetary
terms, which allow you to choose the best system for the business in terms of economic processes.

Performance evaluation in case of introduction of cryptographic protection systems (CPS) becomes more
and more topical in connection with rapid development of the technologies of protection and cracking of such
systems. In many cryptographic algorithms existing today, it is possible to flexibly enough choose the length
of the key. On the one hand, there are recommended lengths, which would be securely safe, and on the
other hand, the market is growing, of low-power devices, for which cryptography is necessary, too. For such
devices, there is frequently a problem of saving the resources, owing to which problem, the application of
complicated algorithms is unacceptable, since it results in essential rise in price of the devices. Such
evaluation is especially topical now, since overpayment for an excessive level of protection is inexpedient,
though on the other hand there is a risk of application of an unreliable system.

The task of this article has been the development of a technique for evaluation of economic efficiency of
introduction of a CPS, expressed as money equivalent. For such evaluation, the concept of risk is used, as
the average value of the size of deficient profit, as against the desirable profit [1]. We shall consider the main
varied parameter to be the length of key, upon which the crypt-stability is dependent.

This particular definition of risk was chosen because of the results of calculations that would be most
understandable for businessmen. If explain the efficiency of cryptographic system in mathematical terms, to a
person without mathematical education, it would be difficult for him to choose an optimal alternative. If we
give a financial substantiation based on particular material benefit of this system for a businessman, he could
select the variant that is most suitable to him. Those systems for which economic efficiency has been
calculated, gain a considerable preference in the market.

There are several methods of evaluation of damage resulted from cracking. All of them use three basic
characteristics of crypt-stability of the system [2]:
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CKp — mathematical expectation of the number of operations required to crack the system;
xp — dispersion of mathematical expectation of the number of operations for cracking;
DCyp - disp f mathematical expectation of th ber of operations f king

P(L, C) - probability of cracking of algorithm with the length of a key L by C operations.

Knowing these characteristics, it is possible to count the losses at cracking, and time of cracking. However,
the existing methods do not give an answer to the question: what material losses will be in case of cracking,
since cracking of CPS has probabilistic nature, which is not taken into account in any way in these methods.
It is possible, that even a single cracking would be enough for the system not to pay back, as the profit
received from it, is a probabilistic value, too, and it is necessary to take that into account in calculations,
alongside with the losses from cracking.

We shall construct algorithm for calculation of risk. If there is certain information system, which even in an
indirect manner promotes earning of profit of the company, then it would be the necessary condition for
origination of CPS.

The profit IT is formed by the proceeds, received with the help of information system and expenses on its use
3. These expenses are summed from obligatory expenses 3g (which would definitely be spent, hence, their
dispersion equals to zero), and the expenses suffered as a result of cracking of the system 3g3, that would
be received by the attacker, who successfully cracked the information system. We shall designate as B, the

average value of proceeds with dispersion DB. The values B 11, 3 are necessarily calculated at financial
planning, so the company would have to know, how many it plans to spend and receive.

Let us consider that system will be cracked with probability Pg3. We shall present formulas for computation
of profit and risk.

1) We shall calculate the average and dispersion of expenses:

Expenses 3, 3, +
33
Probability 1- Pg3
Pg3

3 =3¢(1-Pg3)+ Ps3(30+ 383),
D3 = E3? 3%,
where, E3%=30%(1-Pg3)+ Pp3(30+ 383)°.

2) Let us obtain financial result:

Q=B-3,
DQ=DB + D3 + 2p DB + D3,
where, p — correlation factor.

3) Considering that IT is function of Q it would not be difficult to obtain an expression for average value
and dispersion of profit [3]:

where y(t) = 0.5 + O(t) ; — Laplace function; — Gauss function.

4)  Suppose, it is necessary to get the profit in amount of IIy. Then the deficient profit:
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AT 0 Io-
11
if I >= <
I1o Iy

We shall introduce an auxiliary value z = Ilg-II and find its probabilistic characteristics:
z =11y -II; Dz=DIL

Considering, that Z has a normal distribution with parameters Z and Dz, one may obtain expression for the
average value A IT:

5) By taking, as the desirable profit, IIog= B — 3, one can show, how the financial risk changes
depending on the parameters of safety of the system.

Having constructed the algorithm, and having determined the price of a single operation (it is presented in
more detail in the main text of the article):

100 = 2 10™ roubles

DIlyon =1.5* 107,

one can evaluate reduction of economical risk (deficient profit) of cracking of cryptographic system
depending on its reliability.

In case where cryptography is used, then the probability of cracking would be reduced considerably. The
attacker can afford O = 333/H10H operations. Such evaluation of the number of operations is based on an
assumption, that the attacker would not spend more efforts that those equal to the cost of information. Having
calculated O and DO, let us assume, that the value O has normal distribution. Knowing the function P(L,
C) and probability of cracking of the algorithm with a key having length of L with the help of C operations,
we can then calculate probability of cracking of the system with the key having the length L:

where Wp3(C) - probability density of normal distribution with parameters O and DO.

Using the value Pg3 in the developed algorithm, it would be possible to find the dependency of the risk of

getting the profit IIp=B-3¢ on the length of key L, in which connection, the value of risk JIIT would be
measured in money equivalent, with the account of probabilities of getting the profit, expenses and cracking
of the cryptographic algorithm.

The works presents a method for evaluation of the risk of cracking of a cryptographic system, depending on
the parameter of safety of the system (for example, length of key). The given method allows to evaluate the
risk in money equivalent of the deficient profit, which allows to construct performance evaluations of the CPS
for the enterprises, with the consideration of their specificity, and issue recommendations with the use of
financial indexes, to the clients of CPS, heads and management of the companies.

The algorithm takes into account probabilistic nature of cracking of the code and economic processes (profit
earning, expenses). This allows to increase objectivity of the evaluation.

The latest achievements in the field of risk-management and financial management [1][3-5] have been
applied. This technique can be used at enterprises for evaluation of the required level of protection, when
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selling and configuring the systems of cryptographic protection, as well as for by development of algorithms
for evaluation of potential areas of application of codes.
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OueHka ahheKTUBHOCTN BHeAPEHMS cucTem KpunTtorpaduyeckon 3awutbl (CK3) cTtaHoBuTCst BCE Bonee u
Gonee akTyanbHOW B CBsi3W C ObICTPbIM pasBUTUEM TEXHOMOMMIA 3alMTbl U BCKPLITUS Takmx cuctem. Bo
MHOMMX M3 CYLLECTBYIOLIMX Ha CErOOHSILUHUA OeHb KpUNTOorpaduyecknx anroputMOB MOXHO AOCTATOYHO
mbko BbIGMpaTb AnuHy kniova. C OOQHOM CTOPOHbI €CTb PEKOMEHOOBaHHLIE ANMHbI, KOTopble OyayT
rapaHTMpoBaHHO 6e30nacHbl, a C OPYroN CTOPOHbI PACTET PbIHOK MariOMOLLHbIX YCTPOWCTB, ANA KOTOPbIX
ToXe Heobxogmma kpuntorpadwus. [ns HMX 4acTo BCTAET BOMPOC 3KOHOMWM PECypCcoB, BCMeACTBUE Yero
NPVYMEHEHNE CIOXHbIX anropuTMOB HENPUEMITEMO, NMOCKONbKY BeAET 3a COOON CyLLeCTBEHHOE yaopOXaHue
yctpoiicTBa. OcobGeHHO akTyarnbHa Takas OLeHKa ceivac, Tak kak nepennaTta 3a U3NULIHWA YPOBEHb 3aLLMThl
HellenecoobpasHa, X0Tsi C APYro CTOPOHbI ECTb ONACHOCTb NPUMEHEHUS HEHAAEXHOW CUCTEMBI.

3apayen HacTosilen cTaTbu sABNsieTcs pas3paboTka MeTOOMKU OLEHKN IKOHOMUYECKOM 3dhdpeKTUBHOCTM
BHeapeHusa CK3, BbipaxxeHHOW B AEeHEXHOM 3KkBMBaneHTe. [1ns 3TOM OLEeHKM MCMOMb30BaHO MOHATUS pucka
KaK cpedHero 3HayeHus BEeNUYMHbI HeJonorydeHHON Npubbinu Ao xenaemown [1]. [NaBHbIM BapbupyeMbim
napameTpoM GyAem cuutaTb ANNHY KIoYa, OT KOTOPOWN 3aBUCUT KPUMTOCTOMKOCTb.

BblbpaHo uMMeHHO STO onpedeneHve pucka u3-3a Havwbonee MOHATHBIX ANA  npeanpuHMMaTtenen
pesynbTaToB pacyetoB. Ecnn 06bACHATL 3dpPeKTUBHOCTL KpMnTOorpadnyeckin CUCTEMbI B MaTeMaTUYECKNX
TepMuHax Yenoseky 6e3 matemaTtmyeckoro obpasosaHusi, TO emy BygeT CnoxHO BblIGpaTb ONTMManbHbLIN
BapuaHT. Ecnu gaTte pmHaHcoBoe 060OCHOBaHWE, OCHOBAHHOE HA KOHKPETHOW MaTepuarnbHOW Bbiroge 3ToWn
cucTembl ANA NpeanpuHMmarens, TO OH CMOXeT BblbpaTb Havbonee noAXOAAWMA ANs HEro BapwaHT.
Cuctembl, OnNa KOTOpbIX paccyMTaHa 9KoHoMMYeckas 3SPMEKTUBHOCTb, MNOMyYalT CyLEeCTBEHHOe
NPEeNMYLLIECTBO Ha PbIHKE.

CyLiecTByeT HECKONMbKO MEeTOAOB OLEHKM yulepba oT B3noma. Bce oHM MCMonb3yloT TpyM OCHOBHbIE
XapaKTEPUCTUKM KPUNTOCTONKOCTb CUCTEMBI[2]:

CKp — MaTemMaTuyecKoe OXugaHue 4vcna onepauun 4ns B3rnoma;

DCKp — Jucnepcus matemMaTUYeCcKoro oXxuaaHue Yynucrna onepauun ons B3romMa;

P(L,C) - seposTHocTb B3noma anroputma ¢ anukHoit kioua L sa C onepauwit.

3Has 3TW XapaKTepuCTMKM, MOXHO nocuuTaTb MNOTepu npu B3noMe W Bpems Banoma. Ho
CYLLIeCTBYIOLLUME METOAbI He AaloT OTBETa Ha BOMPOC: Kakne ByayT maTepuarnbHble NOTepU B Cryyae B3noma,
Tak kak B3niom CK3 nmeeT BepOSTHOCTHYIO MPMpOAY, YTO HUKaK He y4UTbIBaeTCs B 3TUX MeTodax. BoamoxHo,
YTO Aaxe OAHOro B3noma bGyaeT JOCTaTOuHO, YTOObI CMCTeMa He OKynunach, Tak Kak npubblnb, nonyyaemas
OT Hee, TOXe SBNSETCS BEPOSATHOCTHOW BENWUYMHON, U 3TO HeoBXOOMMO y4MTbiBaTb B pacyeTax Hapsigy C
noTepsiM1 OT B3roMa.

MocTtpoum anroputm ans pacyeta pucka. Ecnn nmeetcs Hekast MHbopMaLMOHHaa cucTema, KoTopast
nycTb [Oaxe KOCBEHHbIM 00pa3om crnocob6CTBYET MOMyYeHWUo npubbiny KoMnaHuu, TO 3TO SABMSETCS
HeobxoanMbIM yCrioBMEM BO3HMKHOBEHMA CKS.

Mpubbins I1 cknagbiBaeTca U3 BbIPYYKM, NONYYAEMON C MOMOLLLIO MHOPMALIMOHHON CUCTEMBI
3aTpar Ha eé ucronb3osaHre 3. DT 3aTpaThl CyMMUPYIOTCS U3 0BSI3aTENbHBIX 3aTpar 3 (KOTOPble TOUHO
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OyOyT noTpayeHbl, criefoBaTeNibHO, MX AMCMEepPCUst paBHa HymMo) M 3aTpaT, MOHECEHHbIX B pesyrnbTaTe
B3/IOMa CUCTEMBI 3., TOTO, YTO MOMHYMT aTakyloLui, YCMELWHO B3NOMABLUNA MHOPMALMOHHYIO CUCTEMY.

O6osHaunm 3a B cpenHee sHauenme Bbipyukn ¢ aucnepcnenn DB. Bennmuunel B, 11, 3 o6ssatensHo
paccuuTbIBalOTCA NPU (OUHAHCOBOM MNNaHMPOBaHWMK, Tak Kak KOMMaHUM HeoGXoAMMO 3HaTb, CKOJIbKO OHa
nnaHupyeT NOTPaTUTL U NOSYYMUTb.

BygeM cuutatb, YTO CUCTEMy B3IIOMalOT C BEPOSITHOCTHIO PB3. MpviBeaém copmMynbl Ans pacyeTa

npuGLINU U prcka.

1) PaccunTaem cpefHio BENUYNHY 1 AUCMEPCUIO 3aTparT:

3arpartbl
P 3 0
+
3,
BepoaTHoCTb 1- P
B3
P

B3

3 =3,(1-P, )P (3,+3,).

D3 = E32-37

e, E3%=3,°(1- P )+ P, (3,+3,,)%
2) Hanpém cduHaHcoBbLIV pesynbTaT:
Q=B-3,
DQ=DB+D3+2py/DB+D3,

rae, P — KoauUMEHT Koppenauuu.

3)  Yuutbisas, uto Il saensetca dyHkumen ot Q HeTpyaHo nONyuMTL BbIpaXEHWA AN CPeaHero
3Ha4eHus 1 gucnepcuu npubeinu [3]:

1= [ WO0i = Q)+ VDR Bl 35)
DH—T 2 m = (2
= |x°eW(X)dx-II" =DQey (\/D_Q)'

1L X 1 X
rae v(t) =05+ d(t) ; D(t) = EJ‘G 2 dX - cpyHkuma Nannaca; P(t) = \/Ee 2 _ dyHKums
0

["aycca.

4)  TycTb HeoGXoAMMO NomnyunTs Npubkink B pasmepe 11, . Torna HepononyyeHHast NpuGHLINL:
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AN 0 1, -
Il
ecnn ﬁ = ﬁ <
1_[0 1_[0

BBeném BcnomoratenbHy BENMYNHY Z = Ho -II v Hailoém eé BepoATHOCTHLIE XapaKTepUCTUKM:
z=1I,-1I; Dz=DII.

YunTbiBas, YTo Z uMMeeT HopmarbHoe pacnpedeneHve ¢ napametpamu Z u DZ, moxHo monyuuts

BblpaXeHna and cpegHero 3HaveHusa All:

=z (t-2° - 2 L
ATl I\/_\/_ exp(- Dy )t zv(ﬁ)+ﬁ B(\/E)'

ATt = (11, -y + VB2 )

5) Bssi B kauecTBe xenaemoit npubbinn 11, =B -3 moxHo nokasatb, kak MeHSIETCS (HUHAHCOBbIN PUCK
B 3aBMCMMOCTYM OT NapameTpoB Ge30MacHOCTM CUCTEMbI.

MocTponB anroput™ ¥ onpegenus CTOMMOCTb OAHOM onepauuv. Bonee nogpobHO 3TO onucaHo B
OCHOBHOM TekcTe paboThbl):

_ -13
IT,,,=2 107 py6.
_ % 1127
D]_[lo11 =1,5*10"",
MOXHO  OLEHWTb  CHMXKEHME  SKOHOMWYECKOTO  pucka  (HedomnonyyYeHHou  npubbinu)  B3noma
KpUnTorpagou4eckon CUCTeMbl B 3aBUCUMOCTU OT €€ HaAEXHOCTU.

Ecnn ucnonbayetcs kpuntorpagus, TO BEPOSATHOCTb B3flOMa CUAbHO YMEHbLUMTCS. ATakylowun MoOXeT

nossonutb cebe O = 333 /L[lon onepauuit. Takas oLeHKa KonuMyecTBa onepauuii OCHOBbIBAeTCA Ha
npeanonoXeHnu, YTo aTakywLwwuii He BydeT TpaTUTb cun Gonblue, YeM CTOUT 3Ta MHGopmauus. PaccunTtas

O u DO, nonoxum, uto senmumna O pacnpepeneHa no HopmanbHOMy 3akoHy. 3Hasi (DYHKLMIO
P(L, C) u seposTHocTb Banoma anroputma c koM anveel L sa C onepauwmii, Moxem paccuntath

BEPOATHOCTb B3JIOMa CUCTEMbI C KIMKOYOM OJNHDbI L .
+00
= [P(c,L) W, (C)dC,

rae W, (C) - nnotHocTb BeposiTHocTi HopmansHoro pacnpeaenetus ¢ napametpamn O u DO .

|/|CI'I0ﬂb3yﬂ B pa3p360TaHHOM anroputMme 3HadveHue Pss’ MOXHO HaWTU 3aBMCUMOCTb PpUCKa nony4yeHuna

II,=B-3, or anuHbl kmova L, npuuém sHauenne pucka AIl Gyner nsmepstbes B AeHexHom
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3KBMBaAreHTe, C y4eTOM BEpPOATHOCTEWN MONyYeHUus I'IpVI6bIJ'IVI, 3aTtpaTt M B3noMa Kpuntorpaduyeckoro
anroputmMa.

B pabote npuBegéH meTod OLEHKM puCKa B3rioMa KpunTorpaduyeckom CUCTEMbl B 3aBMCUMOCTM OT
napameTtpa 6e30nNacHOCTV cUCTEMbI (HanpUMep, ANUHBI kntoya). [aHHbIA MeTo No3BOMSIET OLEHUTbL PUCK B
OEHEXHOM 3KBUBANEHTE HEAOMNOMYYEHHOW NPUOLINKU, YTO NO3BONSIET CTPOUTL OLUEHKN adhdekTuBHOCTM CK3
AN npeanpuaTii ¢ y4€ToM Mx cneundukm n aasatb knveHtam CK3, pykoBoauTenam n MEHemMKMEHTY
KOMMaHWN, pekoMeHgaumnm ¢ Cnonb30BaHMeM (PUHaHCOBbLIX NOKa3aTenen.

ANropuTM Y4uTbIBAET BEPOSITHOCTHYIO MPUPOAY B3fiomMa wmudpa U 3KOHOMUYECKUX MPOLLEeCCoB (Mosy4YeHus
npuGbINK, 3aTpaT). ATO NO3BONSAET YBENMYUTL OGBEKTUBHOCTL AaHHON OLIEHKN.

MprMeHeHbl nocregHue AOCTVXKEHUS B 0O6NacTn pUCK-MeHemMKMeHTa U pHaHCOBOro MeHempkmeHTa [1][3-5].
MeToamka MOXeT MCMoNb30BaTbCA Ha NPeanpuATMAX ANS OLEHKUM HeoOXOOUMOro YpPOBHS 3aliuTbl, Mpu
npopaxax W KOHMUIYpUpOBaHUM CUCTEM KpunTorpaduyeckon 3awuTbl, a Takke npu paspaboTke
anropMTMOB ANs OLEHKM NOTeHUManbHbIX obnacTten npumMeHeHns Wndpos.

[1] Bawncbnat b.U. Puck-MeHemxkmeHT. HO 'Y-BLU3, 2004.

[2] Kpyk E.A., NnuHckuin E.M. Kpuntorpadus ¢ oTkpbITbiM KrtodoM. KogoBble cuctembl. CIM6.: FYATT, 2004.
[3] Bawncbnat b.M. MatemaTtuyeckue mogenu aHanuaa MHBECTMLMOHHBIX npoueccoB. HO IMY-BLU3, 2008.
[4] Bawcbnat B.M. NIHHOBAUMOHHBIN MHAHCOBLIN MeHemkmeHT. HO MY-BLU3J, 2008.

[5] Fpabosbiti MN.I. Pucku B coBpemeHHoM o6Lectee M.: AnaHc, 1994.

[6] Cespyk B.T. baHkoBckue pucku. M.: Oeno Jita., 1995.

[7] Psi6ko B.A., ProHos A.H. OcHoBbl coBpemeHHoM kpunTorpacdum. M.: HayuHein mup, 2004.

Pa3paboTka reHepaTopa naposie Ha OCHOBe MHEMOHUYECKUX

¢opmyn
LWaknposa P.U.

BawKnpckum rocyaapcTBeHHbIM arpapHbIii YHUBEpCUTeT
r.Yda, Poccus
Shakira.Sh@mail.ru

Development of a password generator on the basis of
mnemonic formulas
Shakirova R.I.

Bashkir state agrarian university
Ufa, Russia
Shakira.Sh@mail.ru

[Be cepbesHble HpOGJ‘IeMbI aBTopun3aunn nocpencTtsoM naposia HanpAaMyl CBA3aHbl C NnoJib3oBaTtesieM U C
TEeM, KaK OH XpaHUT CBOM naponu. Bo-nepBbix, ecrnn nonb3oBaTtensiM Hemnb3s 3anucbiBaTb Naposin, TO OHU B
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GonbLUMHCTBE cny4yaeB BbI6VIpaI'OT Nnierkme naposnun, KOTopble HaMHOro nerde B3JiOMaTb, 4Y€M CIIOXHble.
MoMuMMO 3TOro nonb3oBaTeny CKMOHHbI WCMOMb30BaTb OOHW W Te e naponM B pasHbiX cuctemax
aBTopusauun.

Monb3oBaTensiM HEBEPOSITHO TPYAHO 3aMoOMMHaTL 3apaHee 3afaHHble criyvaliHble naponu u naponu 6onee
BbICOKOrO YPOBHSI CMOXHOCTM, BblIOpaHHble MMM NO npegnucaHuio. B cBA3M C 3Tum  BO3HWMKaeT
HeobxoanmocTb pa3paboTkum nporpammHoro obecnedeHuss, nossonswowero 6uICTpo U yaobHO cosgaBaTb
MHeMoHu4yeckme naponu. B pgaHHon pabote nogpobHO paccmaTtpuBaeTcs psh TPYAHOCTEW, C KOTOPbIMU
CTankvMBalwTCs Nonb3oBaTeNny U afMUHUCTPATOPbl CUCTEM aBTOPU3aLMN, B KOTOPbIX MPUMEHSIOTCA Naponu.
Takke aHanM3MpylTCs COBpPEMEHHbIe MoAXOoAbl, HampaBrieHHble Ha obneryeHne nogobHbLIX TPYAHOCTEW,
NpeAcTaBreH HOBbI METOA YNpaBneHWs naponsmu, obpalleHHbIi K MHEMOHMYeckuM dopmynam Ans
3anoMUHaHNsi Naponen.

MHemoHuyeckuin napones (MI1) — 3To naponb, KOTOPbLIN NErko BCIOMHUTb, UCMNOMNb3YS MHEMOHUYECKUI NPUEM
— CKaXkeM, cosfjaHue naporssi C UCMONb30BaHNEM MNepBbIX OYKB BbICKa3bliBaHUsl, KOTOPOE NErko 3anoMHUTDb,
CTUXOTBOPEHUSA WNM TekcTa necHw. [laponu, coctaBneHHble M3 dpa3 Mo CBOEN CIOXHOCTU CXOXU C
naponsiMM, COCTaBMEHHbIMU M3 CriyyYamHbIX CMMBOMOB. MIT uMelT TOT ke HegoCcTaToK, YTO U OOblYHbIE
naponu, a MMeHHO, YTO MOMNb30BaTENM MOrYT MOBTOPHO WMCMOMb30BaTb OOAWH U TOT Xe Maporib B pPasHbIX
cuctemax aBTopusaumn. Kpome TOro, TakMe Naponu 4acTo co34alTcsi C UCMONb30BaHMEM XOPOLUO
M3BECTHbIX OTPbLIBKOB TEKCTa U3 3HAMEHWUTbIX NUTepaTypHbIX NPOM3BEOEHUI UMM TEKCTOB MeceH. bbinu
paspaboTaHbl crioBapu Ans nogbopa naponewn, cogepxawue 6onblioe KOn-BO TakMX MHEMOHMYECKMX
BapVaHTOB.

MHeMOoHu4Yeckue naponu noBbILLEHHOro ypoBHS GedonacHoctu (MIMMNYB) — ato naponu, obpasoBaHHbIe OT
NPOCTbIX CMOB, KOTOPbIE NONb30BaTENb CMOXET NErkO 3anoOMHUTb, OOQHAKO B 3TMX Maporisix MCMonb3ylTcs
MHEMOHUYECKNE 3aMeHbl, YTOObI B UTOre naponb nonyyuncsa 6onee cnoxHbim.

Mpobnema, xapaktepHas ucknoumTensHo ans MIMYB, coctout B TOM, YTO He BCe Maponu MoryT ObiTb
npeobpa3oBaHbl C MOMOLLBI 3TOFO MEeTOAa, YTO OrpaHMyMBaeT NMbo BbIOOP AOCTYMHbLIX CMOB, NMGO
Ka4yeCcTBO CIOXHOCTW naponsi. 3noyMbiLNeHHNKaMn Gbinn pa3paboTaHbl pas3nuyHble crnosapu Ana nogbopa
naporiei, OCHOBaHHble Ha Npeobpa3oBaHUSIX.

dpaszoBble Naponu ABNATCA Hanbonee npuemnembim BapuaHToMm MI1. Vix nerye 3anomMHUTb, 1 OHW ropasgo
OJIMHHEEe, YTO 3HAYMTENbHO MOBbILAET YCTOMYMBOCTb Mapons K atakam npsimoro nogbopa. OHum Gonee
CNOXHbI MOTOMY, YTO B HWUX WUCMONb3YeTCsl BEPXHWM W HWKHWUIA perucTpbl, npobenbl M chneunanbHbie
CMMBOIJbI, HANPUMEP, 3HAKW MYHKTyauuu u Lnudpsbl.

MHeMoHu4veckaa dopmyna Ana 3anoMumHaHusa naponen, unn MOl — 3To MHeMoHu4yeckas TexHuKa,
noapasymeBarllias MCNonb30oBaHWE 3apaHee 3afaHHOW, NEerko Bbi3blBaeMow B namsATM (QopMynbl Ans
OnepaTMBHOIO CO34aHUSI Maposiel, OCHOBAHHbIX HAa 3HaHWWM Pas3nUYHOM KOHTEKCTHOW WHdOopMauuu,
JocTynHon nonb3oBatento. [lpu ucnonb3oBaHUM xopowo npogyMaHHon MOI1, nonyumBliMiAcs napornb
OOMKEH MMEeTb CneaytoLine XxapakTepucTUKK:

o KayLLascs criyy4anHomn nocnenosaTenbHOCTb CUMBOSIOB.
o CMOXHOCTb 1 ANMHAa Naporst, 4OCTaTouHbIE Ans 0GecnevyeHns YCTOMUYMBOCTY K B3TOMY.
o NerkocTb BOCCTAHOBMEHUS B NaMATU MoNb3oBaTenieM, KOTOpblii 3HaeT hopMmyny M LeneByto

cucTeMy aBTopusauum.
o YHMKaNbHOCTb AMNs KaX4oro nonb3oBaternsl, Knacca 4ocTyna U cucTeMbl aBTopusaLmm.
[ns gaHHom paboTbl 6yAeT UCNONb30BaTLCH CreyowWwnil CUHTaKCcMC opMYyI:
- <X>: BNEMEeHT, KOTOPbI MOMHOCTLI0 3aMEHAETCHA KakMM-NGo N3BECTHLIM 0GBLEKTOM, 0603HaYEHHbIM X.

- | : npn npyMeHeHun B anemeHTe, 3aKMYEHHOM B yrnoBble CKOOKM, 0603Ha4aeT BbLIOOP 3HAYEHMS MO CXeme
nnu.

- BCe Apyrne cMmmBornbl ABNAKTCA KOHCTAaHTHbIMW.

MpocTtas MOl copgepxunt gBa aneMeHTa: NonbL3oBaTens W LeneBy CUCTEMY, KOTopas uaeHTuduumpyeTcs
nmbo nMeHeM xocTa, 6o Hanbonee 3Ha4YMMbIM okTeToM IP-agpeca.

<user>l<hostname|lastoctet>
C nomouypto BbienpueeaeHHon MO MOXHO NOny4nTb Takow Naposb, Kak:

- "intropylintropy" ans nonb3oBaTtens intropy B cucteme intropy.net
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C nomowpto aTtor npoctor MOlM-cxembl nonyyaeTca AOCTAaTOYMHO ASMHHBIA U NErko 3anoMMHaLNACS
naporsb, cogepXawuin cneumanbHbii cumBon. OgHaKo MO 3TOW CXeme Hemnb3si co3faBaTb LENCTBUTENbHO
CINOXHbIE Naponu.

PaccmoTtpum ycnoxHeHHble MOT. BHeca HekoTopble M3MEHEHNS B pacCMOTPEHHYHO Bbile npoctyio MerT,
MOXHO 3HayuMTENbHO MOBLICUTL CHOXHOCTL napons. [lpu Hanuumu wHdopmaumm o6 asTopusyemom
nonb3oBaTene u cucteme aBTopmsaLmm, MOXHO Ucnonb3oBath cneaytowyto MOrT:

<u>I<h|n>.<d,d,...|n,n,...>

MO®IM comepxuT Tpu anemeHTa: <u> npeAcTaBnsieT nepBylw OGykBY WMeHU nonb3osatens, <h|n>
npeacTaBnseT nepeylo GykBY MMEHM XOCTa WNU MepBy UMdpy nepBoro okteta agpeca u <d,d,...n,n,...>
npeacTaBnseT nepsble GykBbl OCTaNbHbIX KOMMOHEHTOB MMEHU JOMEHa WIM MepBble HoMepa OCTarbHbIX
OKTETOB afpeca, coefuHeHHble BMmecTe. 3Ta MO Takke COmepXWT elle OAuH creuuasbHbIi CUMBOS
MOMVMO BOCKIIMLATENbHOMO 3HaKa — TOUKa Mexady BTOPbIM U TPETbUM 3IeMEHTaMM.

Mcnonb3ysa paccmoTpeHHyto Bbile MO, MOXHO NoNy4YnTb Takown naporb, Kak:
- "ili.n" ans nonb3oBaTens intropy B cucteme intropy.net

M3meHeHHas MOl copepxut gBa cney cumBona, Onarogapsi 4emy ee MOXHO OTHECTM K naponsam
NOBbLILUEHHON CIMOXHOCTW, OHAKO NMaponu BCe eLle MOTYT MONy4YMTbCA Pa3HOW ATNWHbI, U MOTYT HE MOJOWTU
TOW WNU MHOW CUCTEMbI aBTOpPU3aUMM, B KOTOPOM peanv3oBaHa MOMMTUKA OFPaHMYEHUs Konu4yecTBa
cumBonoB B napone. Kpome Toro, paccmotpeHHass MOl nmeeT noBbIlWEHHbIM YPOBEHb CIOXHOCTW, M3-3a
Yero oHa MOXeT NPeACTaBMATb CMOXHOCTU ANS 3anoMUHAHUS.

Mo npuwynHe TOro, 4YTO CNOXHOCTb MO®I1 3HauMTenbHO BO3pacTaeT NpW MOMbITKax NOCTPOEHUs hopMmyrl,
COOTBETCTBYIOLUNX NEPBLIM TPEM YCMNOBWUSIM, PACCMOTPEHHbIM Bbiwe, K MO MOXHO NPUMEHUTL BTOPON
YPOBEHb MHEMOHMYECKnx cBoncTs. MOl no onpegeneHnio SBNSeTCS MHEMOHNYECKOW TEXHUKOMW, NOCKOMbKY
OHa obnagaeT CBOMCTBOM, MO3BOMSIOLLMM NONb30BATENO BOCCTAHABNMBATL B MaMATW Naponb ANS Kaxaon
OTAENbHON CUCTEMbI, €CMM OH MOMHUT Tonbko M®I n obnagaet 3HaHMeM MHMOPMALMOHHOIO KOHTEKCTa B
OTHOLWeHnn ceba n cuctembl. [na 3anoMuHanmsa camon MOTT moryT 6biTe NMPUMEHEHbI JOMOMHUTENbHbIE
MHEMOTEXHUKN. DTOT AOMOSNHUTENbHBIN MHEMOHUYECKUA YPOBEHb MOXET MPUMEHSTbCH MNOoMb3oBaTenem
nomumo cobcteeHHo MOTT.

Hanpumep, npu Hanm4mn uHdopmMaumm o6 aBTopnsyemMoM norb3oBaTene M CUCTEME aBTOPU3aLMM MOXHO
MCMonb30BaTb afekBaTHO CIOXHYI0, AMMHHYIO U Nerkyo angd sanomuHanns MOT1 cnegytowero suaa:

<u>@<h|n>.<d|n>;

HanHaa MOl copgepxut Tpu anemeHTa: <u> npeacTtaBnseT nepsyl OykBy MMeHu nonb3oatens, <h|n>
npeactaBnsaeT nepsytlo OykBy MMeHM XxocTa unu nepsyl uudpy nepBoro okTeta agpeca, u <d[|n>
npeactaBnsaeT nocnegHo OykBy cyddurkca MMeHn JoMeHa unv MocrnefHo uudpy nocrnegHero okrerta
appeca. OTta BugounsmeHeHHas MO®IT Takke codepXuT TpeTuU: chneunanbHbIn CMMBON B JobaBreHve K
BOCKMMLATENbHOMY 3HaKy 1 TOYKe: TOUKY C 3anATOW nocre nocrnegHero anemeHTa.

C nomouypbto npusegeHHoN Bbite MO MOXHO NoONy4MTb criedyoLwuii naponb:
- "i@i.t;" ana nonb3oBartens intropy B cucteme intropy.net

B oTnnumne ot paccMoTpeHHbIx paHee MO®I, B BbilwenpmBeAeHHOW Oopmyne MCnonb3oBaHa BTOPUYHAaA
MHEMOTEXHMKa, KOoTopasd frerdye 3anoMuMHaeTcss Monb3oBaTeneM, Mockonbky dhopmyna uyuTaetcs
ecTecTBeHHbIM obpa3oM. 3Ty MOl MOXHO 3aMOMHUTBL Kak «Mnorb3oBaTenb—Cobavyka—xoCT—TOUKa-A0OMEHY,
YTO HaMOMWHAET CTPYKTYPHbIN hopmaTt agpeca 3neKTPOHHON MOoYThI.

OneMeHTbl MOBBILEHHOW CROXHOCTU. MoxHo coctaBuTe MO®IT Gonee BbICOKOrO YPOBHSA, WUCMOMb3ys
YCINOXHEHHbIE 3NEMEHTbI, KOTOpble MOBTOPSITCH, W3MEHSIOTCS, YepeaylTcs WM YBEnMuMBalTCA Ha
3ajaHHOe 3HayeHWe, B OTNNYME OT MPOCTbIX 3NIEMEHTOB, 3aMEHSIEMbIX HEKUMW CTaTUCTUHECKMMMU
3Ha4YeHNsSMN (HanpuMMep, MMeHeM Mofb3oBaTeNs UMM YacTblo MMeHU xocTa). OgHaKko CTOUT OTMETUTb, YTO
Ype3MepHoe WCMoNb30BaHWE 3MEMEHTOB J3TOr0 TuUMa MOXET npuBectM K Tomy, 4yto MOl He 6Gypert
3anoMUHaTBLCA NONb30BaTENEM, NMOCKOITbKY OHA CTAHET CIIMLLKOM CIOXHOW ANsl 3anOMUHAHWS.

C nomouwbo Ml moxHO cospaBaTb 6onee AnVHHbIE Maponuv, NOBTOPSAS NPOCTbie aneMeHThl. H-p, Takon
3MeMeHT, Kak nepsasi bykBa MMeHW XoCTa, MOXeT ObITb MCMOMNb30BaH ABaXAbl:

<u>@<h|n><h|n>.<d>;

CoBceM HeobsA3aTenbHO, YTOObI TakMe MOBTOPSIIOLLMECS SMEMEHTHI LMW OOUH 33 OPYrMM, T.€. OHW MOryT
ObITb MCNONb30BaHbI B Ntobon Yactn MOI.
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C nomoubio M®IT MoxHO co3gaBaTb Napony NOBbILLEHHOW CIOXHOCTW, €CMU BKMYUTL B HEE NEPEMEHHbIE
anemeHTbl. Hanpumep, cospgatens MO moxeT noctaButb "p:" unu "b:" nepep Hayanom Kakoro-nnbo
anemMmeHTa, 4ToObI yKasaTb, YTO cCuUcTema SBMsSeTCA nepcoHanbHon (personal) unu GusHec-cucTtemon
(business).

<p|b>:<u>@<h|n>.<d|n>;

YToGbl nyylle NpOWNMIOCTPUPOBaTL AaHHbIA MPUMEpP, PacCMOTPUM CUTyauuio, Korga mnonb3oBaTenb
3aHMMaeTCsl CUCTEMHbIM aJMWHUACTPMPOBaHMEM GOmbLUOro KonuyecTBa o6bekToB. B 3tom cnyyae
NepeEMEHHbIV 3NEMEHT MOXeT 0603HaYaTb aAMUHUCTPUPYEMbIN OGBEKT:

<x>:<u>@<hi|n>.<d|n>;

<X> MOXeT ObITb 3aMEHEHO Ha «pP» B Cly4ae C MnepcoHanbHol cuctemown, «E» B cnyyae, ecnu cucrtema
HaxoauTcsa B JOoMeHe ynpaBneHusa Exxon-Mobil unu «A», ecnu cuctema ynpaensietcst accoumaumnein Austin
Hackers Association. Wcnonb3oBaHue nepeMeHHOro 3anemMeHTa MoMoraeT npeaoTBpaTUTb CXOACTBO
napone. MoXHO McCnonb3oBaTb MNOACTAHOBKY cuMMBONOB «0:» wnm «1:» BHayane dopmynbl, 4TOObI
pasgensitb 4OCTYyN agMUHMCTpaTopa OT AOCTyna nonb3oBaTtens 6e3 npuBunerunii.

Takum o6pasom, BKIOYEeHWE OOMOMHUTENBHOrO NnepeMeHHoro anemeHta B M®[ npuBegeT k ToMmy, 4TO
naponk ctaHeT 6onee cnoxHeiM 1 BygeT oTpaxaTtb knacc gocTtyna:

<0|1>:<u>@<hi|n>.<d|n>;

MepeMeHHble areMeHTbl He 0Bsi3aTenbHO AOIKHbI CTOATL B Havyane ¢opmyribl, Kak B MPMBEAEHHbIX BbiLLE
npumMepax, Ux MOXHo NMoMecTUTb B Ntobyto YyacTe MO,

Ha 6ase npvBedeHHbIX Bbille MHEMOHMYECKMX ¢OpMyn Ans 3anoMuHaHus naponen Obina HanucaHa
nporpamma B cpefe Borland Delphi7, nossonsiowas reHepupoBaTb naponM Ha OCHOBE WMEHU
nonb3oBaTens U Ha3BaHWs CUCTEMbI aBTopmu3aumn. Anroputm paboTbl NporpaMmmbl NpUBEAEH Ha puUcyHke 1.
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user, sys ,
formula, kind_sys

hem TUser=") or (sys=") 0 oa

(formula=")
n:=length(sys)

str:="; flag:=true

| k:=i-1; flag:=false

I

) 4
Hem da
formula=1

k:=1;
str:=user[1]+’!"+sys[1]

> fori:=1ton

| pass:=user+’!"+str |

k:=i+1; str:=str+’.”+sys[K] |

) 4 <
Oa
formula=2

| pass:=user[1]+’ @’ +sys[1]

+.’+sys[n] pass:=str

pass:=user[1]+’@’+sys[1]+sys[1]
+’.7+sys[n]

other_kind_sys
v
[ si=other_kind_sys[1] |
»le I
v
pass:=s+’:’+user[1]+’ @’ +sys[1] v
+sys[1]+’."+sys[n] But 3anonnunu He
sce nosst!

PucyHok 2 — Anroputm paboTbl nporpaMmmbl
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WHTepdeic nporpammbl 1 NpuMep ee paboTbl NpeACcTaBneH Ha PUCYHKe 2.

£ -
T’ T'enepatop naponieii Ha NPMHLMIE MHEMOHHUSCHHX (OPMYS

3anoaHute nonaa!

BibAg, MHEMOHMHECK O GOprUbl |MI'ICIJ MOEBIWEHHOM CADKHOCTH j
BeecgmTe WA Noe30EaTENA |Regina

BEEAWTE HAZEAHWE CUCTENE] |neu-jf3|-"35ﬂ-90\f

BifiepTe B1d CHCTEMBI |Business {BuzHeccucTema) j

| Create a password | OUMETHTE
Baw napans |b:Fi@nn.'\.-r Buixon

PucyHok 2 — BHewHU BUA nporpaMmmbi ¢ MPMMEPOM paboThbl

Takum ob6pasom, MPI1 adhpekTBHO NMomorarT m3beratb MHOTMX HeBGE30MacHbIX CUTyaLUR, CBSI3AHHBLIX C
BbIGOPOM CMOXHbLIX Napornen u ux ucnosnb3oBaHneMm. OgHaAKO CTOUT OYEHb TLATENbHO NOAXOAUTL K BbiGOpy
CTEMNEHN CIOXHOCTU (POPMYN U UX MHEMOHWYECKUX XapaKTepPWUCTUK, 4ToObl B utore MOl nonyyanucb
[O0CTaTOYHO 3alUMLLEHHBbIMW, OOHOBPEMEHHO COXpaHsisl NMerkocTb Npu BOCnpousBedeHun B namaTtn. Ecnu
(POpMynbl CTAHOBSITCH CIULLKOM CIOXHbIMWU ANsi 3anOMUHaHWS, TO NpoGnembl, OT KOTOpbIX NblTanuch
136aBuTb Nonb3oBaTenemn ¢ NomMoLLblo M®I, MOryT BO3HUKHYTb BHOBb.
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